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Roadmap to a Hidden World



National security intelligence is a vast, complicated, and important topic, with both technical and humanistic dimensions – all made doubly hard to study and understand because of the thick veils of secrecy that surround every nation's spy apparatus. Fortunately, from the point of view of democratic openness as well as the canons of scholarly inquiry, several of these veils have lifted in the past four decades. The disclosures have been a result of public government inquiries into intelligence failures and wrongdoing (especially those in 1975 that looked into charges of illegal domestic spying in the United States), accompanied by a more determined effort by academic researchers to probe the dark side of government. The endnotes in the chapters of this volume are a testament to the burgeoning and valuable research on national security intelligence that has accrued from steady scholarly inquiry into intelligence organizations and their activities.
Much remains to be accomplished, and – quite properly – national security imperatives will never permit full transparency in this sensitive domain. In a democracy, though, the people must have at least a basic comprehension of all their government agencies, even the shadowy world of intelligence. Within the boundaries of maintaining the sanctity of properly classified information, it is incumbent on scholars, journalists, and public officials to help citizens understand the hidden dimensions of their governing institutions.
The Cold War was, in large part, a struggle between espionage organizations in the democracies and in the communist bloc, illustrating the centrality of a nation's secret agencies.1 Sometimes spy services have been the source of great embarrassment to the democracies, as with America's Bay of Pigs disaster (1961), along with the questionable assassination attempts against foreign leaders carried out by the Central Intelligence Agency (CIA, known as “the Agency” by insiders), acting under ambiguous authority from the Eisenhower and Kennedy administrations. Harmful to the reputation of America's democracy, too, were the domestic espionage scandals of the mid-1970s, the Iran–contra 


1
National Security Intelligence
The First Line of Defense


Only a few puffs of white cloud marred a perfect blue sky as American Airlines Flight 11 prepared to depart from Boston's Logan International Airport at 7:59 on Tuesday morning, September 11, 2001. Destination: Los Angeles. Passenger Mohamed Atta, short in stature and dour in countenance, had seated himself in 8D, business class. Four other men from the Middle East, equal to Atta in their unfriendly demeanor, sat near him in business and first class.
In the cockpit of the Boeing 767, Captain John Ogonowski and First Officer Thomas McGuinness went through the usual pre-flight checklist at the control panel. Everything was in order. The Captain backed the plane out of its berth and taxied down the runway. He pulled back on a lever and headed for an altitude of 26,000 feet. Eighty-one passengers settled in for the scheduled five-hour flight and the crew's nine flight attendants bustled about in the kitchens, preparing for cabin service. At 8:14, fifteen minutes into the journey, a routine radio message from the Federal Aviation Administration's center for air traffic control (ATC) in Boston requested that Captain Ogonowski take his aircraft to a higher elevation, 35,000 feet. Contrary to standard procedure, the Captain failed to acknowledge these instructions. A commotion on the other side of the cockpit door had distracted him.
Just as the ATC message arrived in the cockpit of Flight 11, two of the men who had boarded the aircraft with Atta sprang from their seats in first class. With knives, they stabbed two flight attendants who were wheeling a beverage cart down the aisle. One of the attendants collapsed, mortally wounded; the other shrieked and clasped a hand over a cut on her arm. The assailants moved quickly to the cockpit door and forced their way inside.
In their wake, Atta raced from his seat and commandeered the controls of the airplane. Back in the passenger cabin, another of his companions knifed a male passenger in the throat and began to spray Mace throughout the business and first-class sections. The poisoned air drove some passengers down the aisle, away from the front of the airplane; others huddled low in their seats. Wielding his knife in plain sight, the killer – muscular, intense, ready to strike again – warned in a heavy Middle Eastern accent that he had a bomb. One of his allies added in flawless English: “Nobody move. Everything will be okay. If you try to make any moves, you'll endanger yourself and the airplane. Just stay quiet.” In the coach section, passengers remained unaware of the danger, believing that a medical emergency had arisen in first class.
Filled with Mace, the air in the front cabin was proving impossible to breathe. A flight attendant hid by the curtain that separated the coach and business sections and tried to reach the Captain in the cockpit with an on-board telephone. When this failed, she called the American Airlines operations center in Fort Worth, Texas, and, with remarkable composure, explained in a low voice that a violent hijacking of Flight 11 was under way. Officials in Fort Worth also had no success with their repeated calls to the cockpit.
Twenty-five minutes had elapsed since take-off. The airplane was now flying erratically. It made a lurch southward, circled in a wide arc, and went into a sharp descent. Perhaps it was bound for the John F. Kennedy Airport in New York and a round of bargaining on the tarmac: a demand for a ransom, in exchange for the release of the aircraft and its hostages.
But the plane was flying so low. Far too low.
At 8:46, Flight 11 slammed into the ninety-sixth floor of the North Tower at the World Trade Center in lower Manhattan.
Instant inferno. Temperatures above the melting point for steel. Metal wrenching against metal. Immediate death for all those on board the airplane and an unknown number of office workers – the lucky ones who at least escaped the fiery end that would soon consume others in the building. Some people above the impassable impact site chose to leap from windows toward the streets, an eternity below, rather than perish in the searing flames.
Another aircraft – United Airlines Flight 175 – had also set off for Los Angeles from Logan Airport. Hijacked in coordination with Flight 11, it soon turned to the south as well, arced back toward the east, and plunged toward the skyscrapers of New York City, their windows glittering in the morning sunlight. The plane struck the South Tower at 9:03, about seventeen minutes after the North Tower impact.
Two other teams were part of the hijacking plot, later traced to Al Qaeda, a terrorist group sheltered by the Taliban regime in Afghanistan. Instead of New York City, however, they directed their confiscated airplanes toward the nation's capital city. At 9:27, American Airlines Flight 77, originally on its way to L.A. from Washington Dulles, smashed into the Pentagon like a huge missile, traveling at a speed of 530 miles per hour.
When terrorists took over the fourth plane, United 93, on its way to San Francisco, its passengers had heard – in heart-wrenching cell phone calls with loved ones – about the fate of American 11 and United 175. At 9:57, several of the passengers decided as a group to rush the hijackers in a desperate attempt to prevent the plane from reaching its target – perhaps the Capitol or the White House. Their brave struggle lasted for several minutes, as the terrorist pilot at the controls attempted to throw them off balance by jerking the steering column from side to side and up and down. Undeterred by these maneuvers, the passengers fought their way to the door of the cockpit. About to be overwhelmed, the terrorists chose to destroy the plane rather than surrender. The counterfeit pilot turned a lever hard to the right and rolled the aircraft over on its back. Within seconds, it fell from the sky and exploded in a fiery ball across a barren Pennsylvania field. In another twenty minutes of flying time it would have reached Washington.
In New York, the tragedy was not over. Under the extreme heat caused by the impact of large and fast-flying airplanes filled with volatile aviation fuel, the structural girders of the Twin Towers buckled and soon collapsed, sending office workers, tourists on the observation deck, and rescuing firefighters and police officers into a downward free fall to their deaths. Steel, glass, furniture, and bodies plummeted from the heavens. Massive grey and black plumes of dust and pulverized metal billowed throughout lower Manhattan as thousands of people in the streets below fled from the crumbling 125-story buildings. Blackness blotted out the sky, as if the sun had died that morning along with all the innocents in the Twin Towers.
When the dust settled, nearly 3,000 Americans had perished in New York City, in Washington, and in smoldering farmland near Shanksville, Pennsylvania. The United States had suffered its worst attack since the British burning of Washington, DC in the War of 1812, surpassing the horrific Japanese bombing of Pearl Harbor in 1941.1

The importance of national security intelligence
The terrorist attacks on the United States carried out by Al Qaeda on September 11, 2001, were a brutal reminder of the importance of national security intelligence (NSI) – in this instance, information provided to a nation's leaders by secretive government agencies to protect citizens against threats posed by domestic or foreign sources. If only the CIA, America's most well-known espionage service, had been able to place an agent high in the Al Qaeda organization, a “mole” who could have tipped off U.S. authorities about the planned hijackings. If only the Federal Bureau of Investigation (FBI), America's premier domestic intelligence agency, had been more successful in tracking down the hijackers in California earlier in 2001. If only the National Security Agency (NSA), the largest of the U.S. spy organizations, had translated more quickly from Farsi into English intercepted telephone messages between Al Qaeda lieutenants that hinted at an approaching attack on the United States from the skies. If only airport security officers and American pilots had been warned about the immediacy of possible hijackings and been provided with profiles and photographs of at least some of the 9/11 terrorists, which the CIA and the FBI had on file. Mistakes were made by intelligence officers and political leaders alike that might have halted the aerial terrorism that claimed so many innocent lives that awful day.
In the hours and days after the attacks, no one in the United States knew if the tragic events of 9/11 were just the first of many assaults that would follow, perhaps using chemical, biological, or even nuclear devices rather than airplanes as weapons. Fortunately, no more immediate attacks occurred in the United States, but anxiety remained over possible fresh outbreaks of violence against American citizens at home and abroad. After 9/11, Al Qaeda and its loosely affiliated factions targeted other locations around the globe – London, Madrid, and Bali, for example. In more recent years, this terrorist organization, whose leaders (Osama bin Laden chief among them) were thought to be hiding in the rugged mountain terrain of North Waziristan in Pakistan, has lurked behind assaults on American, British, and other international armed forces in Iraq and Afghanistan. Al Qaeda has openly proclaimed its presence in Somalia, Yemen, and in parts of Pakistan as well, along with sleeper agents in all the major democracies. Al Qaeda terrorist factions have been aided and abetted by jihadists associated with the Taliban, the insurgent organization that provided Bin Laden and his associates with a safe haven in Afghanistan prior to and during the terrorist operations directed against the United States from 1998 to 2001.
In defense against Al Qaeda and the Taliban, nations in the West have escalated their intelligence activities in the Middle East and Southwest Asia, in hopes of both acquiring prior knowledge of future attacks and crippling the terrorists by way of aggressive paramilitary operations. This approach bore fruit in May 2011 when a U.S. Navy SEAL team, supported by intelligence gathered by America's spy agencies, raided a private compound in Abbottabad (a city near the Pakistani capital, Islamabad) and killed Osama bin Laden.
Soon after Bin Laden's death, another global terrorist faction came to the forefront in the Middle East and North Africa, known as ISIS, a brutal army of insurgents in Syria, Iraq, and Libya, which has demonstrated a sophisticated use of social media to recruit young men and women to its cause. The abbreviation ISIS stands for Islamic State in Iraq and Syria, also known as the Islamic State, ISIL (Islamic State of Iraq and the Levant), or, in Arabic, Daesh. This organization claimed credit for attacks not only in the Middle East and Libya, but also in Paris, Brussels, and Nice. Further, adherents to ISIS's anti-Western agenda have engaged in mass shootings on its behalf in California (San Bernardino) and Florida (Orlando). Al Qaeda remains high on the U.S. and allied lists of major threats, but has been edged out of the top tier by the growing virulence and ability of ISIS to spawn “lone wolf” attacks against the democracies.

Mysteries and secrets
Intelligence practitioners speak of “mysteries” and “secrets.” Mysteries are subjects that a nation (or some other entity, such an international peacekeeping organization) would like to know about in the world, but which are difficult to fathom in light of the limited capacity of human beings to forecast the course of history – say, the question of who might be the next leader of Russia or China, or whether Pakistan will be able to survive the presence of Taliban warriors and Al Qaeda terrorists based inside its borders. In contrast, secrets are more susceptible to human discovery and comprehension, although even they may be difficult to unveil – say, the number of nuclear submarines in the Chinese Navy, the identity of Russian agents who have infiltrated the North Atlantic Treaty Organization (NATO), or the efficiencies of North Korean rocket fuel and the range of its long-distance missiles.
With the right spy in the right place, with surveillance satellites in the proper orbit, or with reconnaissance aircraft that can penetrate enemy airspace, a nation might be able to uncover secrets. With mysteries, though, leaders must rely largely on the thoughtful assessments of intelligence analysts about the contours of an answer, based on hunches and as much empirical evidence as can be found in open sources or through espionage. Prudent nations establish an intelligence capability to ferret out secrets and, as best they can, to ponder mysteries.

Central themes
This is a book about a nation's efforts to unravel secrets and mysteries, as its leaders attempt to understand world affairs and make sound decisions in a hostile global environment. It has two unifying themes that focus on intelligence failures and scandals. The first theme argues that intelligence agencies in the West have helped protect the democracies against a variety of dangers, from bellicose totalitarian regimes to terrorist organizations at home and abroad, but that these agencies have often fallen short in meeting their responsibility to provide a “first line of defense” against threats. The events of 9/11, along with subsequent erroneous predictions about weapons of mass destruction (WMD) in Iraq, have vividly and tragically underscored the possibility of error by American and other Western intelligence organizations.
Nations and other organizations have periodically experienced significant intelligence mistakes, some of which have led to disaster. Hitler's espionage services predicted that Britain would be weak-kneed and unwilling to react with force against a Nazi invasion of Poland. Joseph Stalin assumed that he could depend on the Third Reich to honor a non-aggression pact signed with the Soviet Union early in the Second World War. President Franklin D. Roosevelt and his intelligence aides assumed that Japan would not be so bold as to strike Pearl Harbor in 1941. As a result of human error and bureaucratic blunder, intelligence misjudgments have haunted leaders and organizations in regimes of every stripe. Intelligence failure is far more the norm than it is a rare exception. Self-delusion; mirror-imaging (that is, assuming other nations will behave in the same manner as one's own nation, despite cultural differences); bureaucratic rivalries that hinder intelligence-sharing; the lack of human agents or surveillance satellites in the right place – the list of reasons for failure goes on. How prescient was the philosopher of war Karl von Clausewitz (1730–1831) when he concluded that “many intelligence reports in war are contradictory, even more are false, and most are uncertain.”2 The same is true in times of peace. This reality about the limits of intelligence is the uncomfortable truth woven like a dark thread through the pages of this volume.
Another truth, and the second theme presented here, is that – regrettably – intelligence agencies (in the manner of other organizations, whether governmental or private sector) often fall prey to Lord Acton's well-known prophecy that “power tends to corrupt and absolute power corrupts absolutely.”3 He might have added: “especially secret power, hidden as it is from the guardians of liberty.”4 History reveals that time and again a nation's secret services have turned their disquieting capabilities for surveillance and manipulation against the very citizens they were meant to shield. Efforts within democratic regimes to maintain accountability over intelligence agencies (“oversight,” in the awkward expression of American political scientists) has proven difficult and has often failed.
Neither of these themes – the inability to predict future events with precision, and the acknowledgment that secret government organizations can be a danger to open societies – should astound the reader. After all, intelligence agencies are comprised of human beings – flawed by nature and devoid of a crystal ball; consequently, one can anticipate failures and abuses. (The famous “Grand Strategy” course at Yale University begins with the reading of Paradise Lost, a drama by John Milton on the seeds of human corruption.) No mere mortal is omniscient, nor can any mere mortal lay claim to Kantian purity in government affairs. Yet societies seem regularly taken aback by the occurrence of intelligence failures and scandals. Citizens and policymakers alike express amazement and dismay that their espionage services have been unable to provide a clairvoyant warning of impending danger; or that these agencies have spied even at home, not just against enemies abroad. In contrast to this naivety, the American founder James Madison and his colleagues understood that nations were led not by angels but by human beings of flesh and blood; failure and scandal were inevitable.
With the admirable common sense of a Midwesterner, President Harry S. Truman echoed Madison's cautionary words found in Federalist Paper 51 about the importance of constitutional safeguards against government abuse. “You see,” Truman said, “the way a government works, there's got to be a housecleaning every now and then.”5 Citizens in the democracies can throw up their hands in despair over the fact that intelligence errors and misdeeds are inescapable, or they can acknowledge the limits and the foibles of humans and adopt measures to lessen their effects. That is the challenge laid down in this book.
Given the reality of persistent forecasting miscues and periodic corruption in government (which is especially hard to discern within the dark crevasses of the polity), why do nations dedicate substantial resources to the establishment and support of secret agencies? Are not the mistakes, as well as the risks to civil liberties, too great for democratic societies to tolerate the presence of clandestine organizations and their shadowy activities within the interstices of their free and open government institutions? The answer is that all living species have a primordial desire to shield themselves from threats to their well-being; thus, they establish – as well as they can – prudent defenses, whether radar installations erected by human societies to detect the presence of enemy bombers, or by motion-sensitive webs spun by spiders to warn of an intruder. As fundamental as the atom is to physics, so is the human instinct for survival to the creation of government institutions, including secret intelligence agencies. Moreover, reformers in the open societies continue to hope that corruption within intelligence agencies might be discovered early enough and rooted out before improper espionage activities manage to corrode the bedrock principles and procedures of democracy.
Beyond survival, humans are motivated by a sense of ambition (see Figure 1.1). Intelligence agencies can assist leaders in their efforts to know in advance not only about threats they may face, but about opportunities that may arise to advance the national interest. This book focuses on intelligence agencies within nation-states; but they are not the only organizations drawn to espionage. The basic drives of survival and ambition apply as well to non-state organizations and factions around the world; they, too, often have their own intelligence apparatus.

[image: c1-fig-0001]Figure 1.1 Basic human motivations and the quest for national security intelligence: a stimulus–response model
Given the peril of modern WMD – or even the simpler but still catastrophic use of such low-tech methods as aerial terrorism (as occurred in the 9/11 attacks) or a large truck aimed at pedestrians (used in Nice in 2016) – nations hope that their intelligence agencies, however imperfect, might provide at least some degree of warning or leverage in dealings with foreign adversaries or domestic subversives. Nations are prepared to spend vast sums from their treasury on the gathering of information about threats near and far, in an attempt to avoid devastating surprises likes the 9/11 attacks, or to gain an advantage over foreign competitors in a world of military, commercial, cultural, and political rivalries.

The intelligence missions

Collection and analysis
In myriad ways, the activities of intelligence agencies are vital for understanding international affairs.6 The most important intelligence mission is to gather reliable, timely information about the world, as well as to assess its meaning accurately. At the heart of decision-making in every nation is a scene where policy officials are seated around a table in a well-guarded government conference room, as they decide which direction to take their society in its relations with other nations and international organizations. These deliberations are based on information from many sources – a vast flow of ideas and recommendations from personal aides, cabinet members, lobbyists, the media, academics, think-tank experts, friends, and family. Vital in this “river of information,” to use a metaphor favored by several American intelligence directors, are data collected by a nation's secret services. Often this source of information sets the government's agenda and shapes final decisions, especially in a time of crisis. One cannot fully comprehend the choices that a nation makes without an understanding of how these secret agencies operate, and without knowing something about the scope and quality of the information they provide. Despite the many sources of data and guidance available to leaders, national security intelligence resides at the center of a nation's decision-making, largely because secret agents and spy machines can pry out information from foreign governments that is available only through clandestine methods.
As a nation's intelligence services have erred, so have its global strategies and its defenses against internal subversion; and as a nation's intelligence agencies have abused their secret powers, so have its citizens suffered domestic scandals and foreign policy embarrassments. Conversely, as examples throughout this book will attest, reliable information has led to better decisions; and democratic safeguards have curbed intelligence abuses.

Covert action
While primarily interested in the collection and analysis of information, intelligence agencies may also engage in a second mission: covert action – an attempt to change the course of history secretly, through the use of propaganda, political and economic operations, and paramilitary activities (that is, warlike endeavors, which can include assassination plots against the leaders of other nations and terrorist groups). These “dirty tricks,” as they are characterized by critics, can be attractive to leaders who seek quick and (they hope) quiet measures to gain an advantage over global competitors. Yet sometimes covert action has brought grief and disrepute to a nation for violating the canons of propriety and international law.

Counterintelligence
Every nation's intelligence service has a third important mission known as counterintelligence, of which counterterrorism is a part. Here the purpose is to guard a nation's secrets and institutions against secret penetration and deception by hostile foreign governments or factions – or, in the case of terrorists, their outright attack against the nation. Foreign adversaries will attempt to burrow into a rival (and sometimes even a friendly) government, mole-like, in search of secrets or to sow disinformation. The Soviets succeeded in penetrating the CIA and the FBI at high levels during the Cold War, as well as the British, German, and French intelligence services, with harmful effects for the West.
Reports from the FBI and British intelligence indicate that Russian and Chinese intelligence officers have been spying against Western nations even more aggressively in recent years, mainly in a quest for technical, military, and commercial secrets. Russia is thought to have the capacity to disrupt the electricity grid in the United States, raising the prospect of cyber-warfare against this crucial national infrastructure. Every nation seeks to thwart the presence of foreign spies or terrorist “sleeper cells” in its midst. The end result is a game of cat and mouse played between malevolent intruders and spy-catchers within the inner sanctums of national capitals around the world.

The challenge of intelligence accountability
Further, for democratic regimes, the matter of intelligence accountability is critical to those who fear the possible rise of a Gestapo within their own society. In the United States, media investigators discovered in 1974 that the CIA had resorted to spying against American citizens whose only transgression had been to protest the war in Vietnam or to participate in the nation's civil rights movement – activities protected by the First Amendment of the U.S. Constitution. In response to the disclosure of these intelligence abuses, Congress moved to reform America's spy agencies and promulgate safeguards against a repeated misuse of their secret trust. This intelligence reform movement in the United States spread around the world, and continues to be a subject of scholarly discussion and practical experimentation inside the world's existing and would-be democracies.

This book's purpose
The objective of this book is to place the topic of national security intelligence under a microscope, particularly with an eye toward examining its flaws and how they might be addressed in order to strengthen a nation's shield against terrorists and other enemies of democracy. This subject is often overlooked, because it is especially difficult to conduct research into the hidden domain of government. This opening chapter offers an introduction to national security intelligence in the United States by presenting some basic definitions and organizational diagrams necessary to understand how secret agencies operate.
Ideally a book on national security intelligence would examine the approaches taken in various democratic and non-democratic societies. Some work of this nature has been undertaken.7 This volume, though, will explore the American experience for the most part. One day, when more data become available about intelligence activities in South America, Europe, Asia, Africa, and elsewhere, a reliable comparative analysis of espionage services will likely yield significant insights into the evolution and function of intelligence agencies around the globe. Until that time, as the French intelligence studies scholar Sébastien Laurent has put it, “the Anglo-Saxon school of intelligence is the only show in town and currently enjoys an unrivaled global hegemony.”8
In sum, this volume attempts to provide readers with a sense of the failures and scandals that ineluctably accompany the existence of secret agencies. Drawing upon the American example, it demonstrates how each of the intelligence missions is plagued by periodic error and misdeed. It investigates what might be done to mitigate failure and abuse – how a democracy can improve its odds for accurate indications and warnings (I & W) of danger, while promoting the rule of law even inside the government's darkened recesses. Despite the inevitability of failure and scandal, steps can be taken to reduce their incidence. America's intelligence agencies have also recorded many notable successes in defense of democracy and they are examined as well in these pages.
National security intelligence is frustrating because of the inherent weaknesses that attend the imperfections of humankind; nonetheless, on a trouble-ridden world stage characterized by uncertainty, ambiguity, fear, and danger, no nation can afford to be without the shield – the eyes, the ears, and the mind of collection and analysis, and sometimes the sword (covert action and counterespionage) – that intelligence agencies can provide. A good starting place to develop an appreciation for the complexity of this topic is an exploration of the various meanings evoked by the phrase “national security intelligence.”

The multiple dimensions of national security intelligence

Intelligence as secret information
Observers, and even intelligence specialists and practitioners, do not always agree on the precise meaning of national security intelligence. The major point of disagreement usually pivots around whether a definition of intelligence ought to be narrow or broad. Defined narrowly (as is most commonly the case), national security intelligence focuses on the primary mission of a nation's secret agencies: the gathering and analysis of information that might help to illuminate policy decisions made by its leaders. Refined still further, the definition may focus strictly on the actual product of the collection and analysis process: a written report or an oral briefing that conveys a blend of secretly and openly derived information to a government official. The CIA has defined intelligence simply as the “knowledge and foreknowledge of the world around us – the prelude to Presidential decision and action.”9 In this instance, national security intelligence means information. Some choose to limit the meaning even further to just secret information: that is, the findings gathered clandestinely by spies, satellites, reconnaissance aircraft, and electronic interceptions, and then interpreted by analysts.

Intelligence as a set of missions
More broadly, national security intelligence can refer as well to the three primary intelligence missions: collection and analysis, covert action, and counterintelligence. One might imagine a policy official in Israel asking an intelligence director: “What mixture of secret operations might be most effective in finding out more about, and then stopping, Iran's development of a nuclear bomb?” Here the emphasis is on national security intelligence as a mélange of activities, or secret options, that a leader might adopt to achieve a foreign policy goal. In this case, then, national security intelligence means a catalogue of basic missions carried out by secret government agencies.

Intelligence as a process
A third usage of the term may refer solely to the most preeminent among the trio of missions: collection and analysis. In this instance, the concept of national security intelligence points to the means or the process by which information is gathered from the field – say, a document stolen by a British agent from a safe in Beijing, or a photograph snapped by a camera on a U.S. surveillance satellite passing over a North Korean vessel steaming through the South China Sea – and then transmitted to a government's decision-makers.

Intelligence as organization
Finally, national security intelligence may refer to a building, or perhaps a tent staffed by intelligence officers in an encampment of soldiers bivouacked on a remote battlefield. The people responsible for the information gathered and interpreted by intelligence agencies belong to bureaucratic organizations. “Get intelligence on the line,” a general might order, referring to a specific structural entity – perhaps a reconnaissance unit on the front edge of a battlefield – that the commander wants to contact.

A holistic view of national security intelligence
In light of these various dimensions of national security intelligence, thinking of the term purely as a final paper product or an oral briefing that combines secretly acquired and open-source information is too limiting – although certainly national security intelligence is precisely that at its core. Still, intelligence is what intelligence does, and the secret agencies spend much of their time engaged in covert action and counterintelligence, too, not just collection and analysis. Indeed, during times of overt warfare, and sometimes in between, aggressive overseas intelligence operations in the form of covert action can become preeminent – the tail that wags the intelligence dog.
During the 1980s, for instance, the Reagan Doctrine was the most important approach to American foreign policy adopted by President Ronald Reagan and his National Security Advisers. This “doctrine” (a description coined by the media, not the Administration) relied on the CIA to combat Soviet intervention in the developing world – a bold escalation in the funding, magnitude, and frequency of covert actions directed against the Soviet Union and its operations in poor countries around the globe (but especially in Nicaragua and Afghanistan). If one assumed during the 1980s that U.S. national security intelligence was all about the writing of top secret reports on world affairs (or the reports themselves), one would have missed the profound significance of intelligence as a covert action mission considered vital by the Reagan Administration.
Similarly with counterintelligence. Every intelligence officer has an obligation to protect government secrets, augmenting those offices within the spy agencies that are officially responsible for this mole-catching mission. Relegating counterintelligence to orphan status increases the odds of dangerous foreign penetrations, which in turn can lead to the riddling of an intelligence agency with traitors who have succumbed to blandishments (typically, secret cash payments) to spy against their own country. The end result of counterintelligence failures: a nation's own agents abroad are identified, captured, and often killed; its clandestine overseas operations are rolled up; and its reporting is contaminated by the machinations of double agents and disinformation. To focus on secret reports as the be-all and end-all of national security intelligence is to lose sight of the indispensable counterintelligence responsibility to protect a nation's secrets and otherwise shield the public against hostile agent penetrations and terrorist attacks.
Accountability is also often dismissed by some as something that is at best tangential to the subject of national security intelligence. In a democracy, however, intelligence officers and their managers – not to mention the squadrons of lawyers who counsel them (135 in the CIA today, up from six in 1975 and two in 1947) – spend a fair amount of time dealing with overseers: inspectors general (IGs), executive oversight boards, legislative review committees, special panels of inquiry, and select commissions. Again, assuming that intelligence is what intelligence officers do, one would have to include that – at least in democratic regimes – national security intelligence involves time spent with intelligence supervisors, in all three branches of government in the United States, who understand the warnings of Madison and Lord Acton.
National security intelligence is decidedly not covert action alone or counterintelligence; neither is it just responding to oversight panels of inquiry. But it is certainly more than gathering information about threats and opportunities, sitting with a cup of coffee and a computer (or a pencil), writing up what it all means (analysis), and delivering reports to policy officials. Intelligence officials carry out a combination of all these activities. Collection and analysis is usually of premier importance, but occasionally covert action will rush to the forefront of the intelligence agenda. When an Aldrich Ames (CIA) or a Kim Philby (MI6 in Britain) is discovered to be an agent of treason within one's own government – in both of these cases, pawns of the Russian spy services – suddenly intelligence managers rue their lack of sufficient attention to the counterintelligence mission. Or when the acronyms of a nation's secret services – say, CIA, FBI, MI6, or MI5 – are splashed across the newspaper headlines with allegations of failed analysis or scandalous conduct, intelligence managers will wish they had devoted more time to keeping those who fund them in Congress properly informed as they seek to carry out their oversight responsibilities.
Some, quite possibly most, practitioners and scholars alike, will continue to prefer a narrow definition of national security intelligence: the idea of intelligence as information – indeed, just secret information. Others, though, including the author of this book, will adopt a more encompassing view, along the lines suggested by British intelligence scholars Peter Gill and Mark Phythian:

Intelligence is the umbrella term referring to the range of activities – from planning and information collection to analysis and dissemination – conducted in secret, and aimed at maintaining or enhancing relative security by providing forewarning of threats or potential threats in a manner that allows for the timely implementation of a preventive policy or strategy, including, where deemed desirable, covert activities.
The ultimate purpose of intelligence is to provide policymakers with a decision advantage as they cope with resolving problems that face their nation.10


Whatever definition one prefers, the critical point is that espionage agencies engage in several activities to support the interests of their host nation. In the spirit of capturing this diversity of responsibilities, one can conclude that national security intelligence consists of a cluster of government agencies that conduct secret activities, including covert action, counterintelligence, and, foremost, the collection and analysis of information for the purpose of illuminating the deliberations of policy officials by way of timely, accurate knowledge of potential threats and opportunities.
Since intelligence activities are carried out by people in secretive government agencies, a closer look at intelligence as an organization is in order. Which institutions engage in crafting the final products – reports and oral briefings to decision-makers – that reside at the core of what is meant by national security intelligence; and which agencies and individuals engage in covert action and counterintelligence? Who in the intelligence bureaucracy responds to intelligence overseers? The configuration of the seventeen major spy organizations in the United States provides an illustration of what a nation's secret agencies actually do, and how.

Intelligence as a cluster of organizations: the American experience
A fundamental aspect of every nation's approach to spying is to recruit professional espionage officers and house them in buildings that are heavily fortified by fences, alarms, and armed guards. The American espionage establishment has grown into a sprawling bureaucracy – the largest ever devised by any society in history. Moreover, since the 9/11 attacks, the funding for intelligence in the United States has risen dramatically. For example, the NSA budget doubled between 2001 and 2006, reportedly reaching some $8 billion a year.11 As displayed in Figure 1.2, the President and the National Security Council (NSC) stand at the apex of America's behemoth security apparatus. Beneath this National Command Authority (NCA) lie sixteen major intelligence agencies, led from 1947 through 2004 by a Director of Central Intelligence (DCI) and since 2005 by a new spymaster: the Director of National Intelligence (DNI), who is in charge of the Office of the DNI (ODNI) – often viewed as America's seventeenth intelligence agency – and responsible for the coordination of the entire intelligence establishment. An examination of organizational frameworks can be about as exciting as having hot porridge for breakfast on a summer's day; but knowing which agencies comprise the Intelligence Community, and what their duties are, is a necessary first step toward understanding the world of spies.

[image: c1-fig-0002]Figure 1.2 The U.S. Intelligence Community (IC) in 2016*
*From 1947 to 2005, a Director of Central Intelligence (DCI) led the IC, rather than a DNI.

Military intelligence agencies
America's secret agencies have evolved into a cluster of organizations known, in a classic misnomer, as the “Intelligence Community” (IC). In reality, these agencies display the earmarks of rival tribes more than a harmonious community. Eight of the spy agencies are located within the framework of the Department of Defense (DoD), seven in civilian policy departments, and one – the CIA – stands as a civilian-oriented but independent organization. The military intelligence agencies include the National Security Agency (NSA), the nation's codebreaking, encrypting, and signals intelligence (sigint) organization, engaged primarily in telephone and email eavesdropping; the National Geospatial-Intelligence Agency (NGA), dedicated chiefly to taking photographs of enemy troops, weapons, and facilities (“imagery intelligence” or “geo-intelligence”), using cameras mounted on satellites in space, as well as on lower-altitude Unmanned Aerial Vehicles (UAVs or drones) and other reconnaissance aircraft; the National Reconnaissance Office (NRO), which supervises the construction, launching, and management of the nation's surveillance satellites; the Defense Intelligence Agency (DIA), which analyzes military-related subjects; and the intelligence units of the Army, Navy, Air Force, and Marines, each focused on the collection and analysis of tactical intelligence from places overseas – especially battlefields – where U.S. personnel serve in uniform.
Together, these military organizations account for some 85 percent of the total annual U.S. intelligence budget – an aggregate figure of some $80 billion in 2010 – and employ about 85 percent of the nation's intelligence personnel.12 These military agencies absorb such a great portion of the yearly funding for espionage because of the high costs of the “platforms” they use for intelligence-gathering – especially large and expensive surveillance satellites, but also a global fleet of UAVs.
Funding for intelligence in the United States comes from two separate budgets: the National Intelligence Program (NIP), which supports the large national spy agencies, such as the NGA, the NRO, and the NSA, that have both military and civilian missions; and the Military Intelligence Program (MIP), which is devoted chiefly to tactical intelligence and related activities (TIARA). The boundary between the NIP and MIP, though, is “fluid, imprecise and subject to change,” according to the Federation of American Scientists Project on Government Secrecy.13 For instance, in 2006, the NGA received 70 percent of its funding from the NIP and 30 percent from the MIP; then, during the next year, the respective figures were 90 percent and 10 percent. In 2010, the respective percentages were approximately 66 percent and 34 percent.
In 2014, the NIP stood at $52.6 billion and the MIP at $19.2 billion, for a total of $71.8 billion. In 2016, the budget projections suggested a slight increase for the NIP, at $53.5 billion, and a decrease for the MIP, at $16.8 billion, or a total of $70.3 billion – a figure lower than the record spending in 2010, though an amount still vastly larger than America's aggregate spy budget before the 9/11 attacks (indeed, double the amount).

Civilian intelligence
Of the seven secret agencies embedded in civilian policy departments, four have been part of the Intelligence Community for decades and three are newcomers. Among the older agencies, the FBI is located in the Department of Justice and assigned both a counterintelligence and a counterterrorism mission; the Office of Intelligence and Analysis is in the Department of Treasury, which includes among its duties the tracking of petrodollars and the hidden funds of terrorist organizations; the Bureau of Intelligence and Research (INR) is in the Department of State, the smallest of the secret agencies but one of the most highly regarded for its well-crafted and often prescient reports; and the Office of Intelligence and Counterintelligence is in the Department of Energy and monitors the worldwide movement of nuclear materials (uranium, plutonium, heavy water, nuclear reactor parts), while also maintaining security at the nation's weapons laboratories and nuclear weapons storage sites.
The three newcomer civilian agencies, all brought on board after the 9/11 terrorist attacks, include Coast Guard Intelligence; the Office of Intelligence and Analysis, in the Department of Homeland Security (DHS); and the Office of National Security Intelligence, in the Drug Enforcement Administration (DEA), which is part of the Justice Department. When admitted to the Intelligence Community in 2001, Coast Guard Intelligence initially had its own direct line to the nation's intelligence director on the organizational (“wiring”) diagrams for America's spy establishment; but when the second Bush Administration created the DHS in 2003, Coast Guard Intelligence became an offshoot of this new Department, because of their common mission to protect the U.S. homeland and its coastline. The DEA, America's lead agency in the global struggle against illegal drug dealers, has been a part of the Justice Department for decades, but became a member of the Intelligence Community only in 2006.

The CIA
The last of the older agencies, and the eighth civilian intelligence organization, is the CIA, which is located outside the government's policy cabinet. During the Cold War, “the Agency” enjoyed special prestige in Washington, DC as the only espionage entity formally established by the National Security Act of 1947. Equally important for status and political clout in the nation's capital, it became the home office of the DCI – the titular leader of all the intelligence agencies. As noted earlier, since 2005 the DCI office has been replaced by a Director of National Intelligence or DNI, assisted by a set of deputies (DDNIs), a National Counterterrorism Center (NCTC), and a panel of top-flight analysts on the National Intelligence Council or NIC (see Figure 1.2). In the 1950s, the DCI moved with the CIA from a group of old Navy buildings in Washington, near the Mall, into new quarters located in Langley, Virginia, adjacent to the township of McLean. Today, the office of the DNI – the new leader of the American intelligence services – is located in an upscale building at Liberty Crossing, an urban neighborhood near the shopping district of Tyson's Corner, close to Arlington, Virginia, and some six miles away from CIA Headquarters at Langley.
As the names imply, the Central Intelligence Agency and the Director of Central Intelligence were originally meant to serve as a focal point for the U.S. intelligence establishment, playing the role of coordinators for the Community's activities and the collators of its “all-source” (that is, all-agency) reports, in an otherwise highly fragmented array of spy organizations. R. James Woolsey, who held the position of DCI during the early years of the Clinton Administration, has described the job of America's intelligence chief in this way: “You're kind of Chairman and CEO of the CIA, and you're kind of Chairman of the Board of the intelligence community.”14 He emphasized, though, that the Director does not have the authority to give “rudder orders” to the heads of the various intelligence agencies (Woolsey served for a time as Undersecretary of the Navy). Rather, he continued, “it's more subtle” – a matter of personal relationships, conversations, and gentle persuasion: the glue of trust and rapport rarely discussed in textbooks, but the essence of successful government transactions in DC and other national capitals.
As an example of the internal structure of an intelligence agency, the CIA's organizational framework during the Cold War is displayed in Figure 1.3. Admiral Stansfield Turner, who served as DCI during the Carter Administration (1977–81), has referred to the four Directorates within the Agency at the time – Operations, Intelligence, Science and Technology, and Administration – as “separate baronies,” underscoring the notion that the CIA has several different cultures within its walls that are not always in sync with one another, or with the leadership cadre on the Agency's seventh floor.15

[image: c1-fig-0003]Figure 1.3 The CIA during the Cold War
Source: Fact Book on Intelligence, Office of Public Affairs, Central Intelligence Agency (April 1983), p. 9.
The DO/NCS    
As Figure 1.4 illustrates, during the Cold War the Directorate of Operations (DO), led by a Deputy Director for Operations (DDO), was the arm of the CIA that extended overseas, housed for the most part in “stations” around the world, along with a few smaller “bases” within some nations or on some battlefields. The stations have within their walls specially fortified rooms, known as SCIFs (pronounced “skifs” – sensitive compartmented information facilities), that are resistant to electronic eavesdropping and allow Agency personnel to conduct top secret meetings overseas without fear of local counterintelligence officers or foreign intelligence services listening in.

[image: c1-fig-0004]Figure 1.4 The CIA's Operations Directorate during the Cold War
Source: Loch K. Johnson, America's Secret Power: The CIA in a Democratic Society (New York: Oxford University Press, 1989), p. 46.
The DO went through a name change during the second Bush Administration, when it was known as the National Clandestine Service (NCS). During the Obama Administration it reclaimed its old DO tag. Its personnel abroad are referred to as “case officers,” or, in a recent change of nomenclature, “operations officers.” They are led by a chief of station, or COS, within each foreign country. The job of the case officer is to recruit locals (known as “assets” or “agents,” who, if successful, are inducted into the Agency's service) to engage in espionage against their own countries, as well as to support the CIA's counterintelligence and covert action operations. To succeed, case or operations officers need to be gregarious individuals: charming, persuasive, and willing to take risks. For a foreigner to fall under their beguiling spell – or the attraction of the money the CIA may be offering – is to be “case officered” or “COed.”

The DI/DA    
Back at CIA Headquarters, analysts in the Directorate of Intelligence (DI, now known as the Directorate of Analysis or DA) interpret the “raw” (unanalyzed) information gathered by operations officers and their assets, as well as by America's spy satellites and other machines. The CIA has the largest number of all-source analysts in the government. The job of the analysts – the Agency's intellectuals – is to provide insight into what the information means, and especially how it may affect the security and global interests of the United States.

The DS&T and the DS    
The Directorate of Science and Technology (DS&T) is the home of the CIA's “Dr. Q” scientists (a species of intelligence officer made famous by James Bond movies) and assorted other “techno-weenies” who develop equipment to aid the espionage effort, from wigs and other disguises to tiny listening devices and exotic weaponry. The Directorate of Support, or DS (known until recently as the Directorate of Administration or DA), is where the Agency's day-to-day managers reside. They meet payrolls, keep the hallways clean and hang art in the corridors at Langley, conduct polygraph tests on new recruits and (periodically) on employees, and maintain Headquarters security. Both the DS&T and the DS offer technical and security support to the Agency's operations abroad as well. During the Cold War, the Directorate of Administration also engaged improperly in spying against anti-Vietnam War protesters, triggering the Operation CHAOS scandal in 1974 and major investigations into the operations of the CIA and the other intelligence agencies.

Intelligence centers and task forces
To help overcome the fragmentation of America's intelligence apparatus, DCIs and now D/CIAs (Directors of the CIA) and DNIs have resorted to the use of “centers,” “task forces,” and “mission managers” that focus on particular topics and are staffed by personnel from throughout the Intelligence Community. For example, DCI John Deutch (1995–96) created an Environmental Intelligence Center to examine how intelligence officers and private-sector scientists could work together on the security and ecological implications of global environmental conditions, using spy satellites to examine such matters as the depletion of rain forests in Brazil, river water disputes in the Middle East, and the extent of melting ice floes in the Arctic Circle.16 The year 2016 was the hottest in the history of recorded temperatures. The Environmental Intelligence Center would want to learn more about the effects of high temperatures on U.S. security and, more generally, on world affairs. Another DCI, William H. Webster (1987–91), established a special Iraqi Task Force to focus on the intelligence support needed for the First Persian Gulf War in 1990–91. More recently, DNI James R. Clapper, Jr. (2010–17) has relied on an Open Source Center (located at Langley, but reporting to the ODNI) to help integrate facts and figures available in the public domain with secret information acquired overseas.

Intelligence oversight boards
As Figure 1.2 displays, the Intelligence Community also has two prominent oversight boards: the President's Foreign Intelligence Advisory Board (PFIAB, shortened after the 9/11 attacks to the President's Intelligence Advisory Board, or PIAB), and the Intelligence Oversight Board (IOB). Since its creation in the 1950s, PFIAB/PIAB has had among its dozen or so members (the numbers vary from administration to administration) several prominent security, foreign policy, and scientific experts. The latter have given the panel a special niche: helping the President improve the science of espionage. Edward Land, the inventor of the Polaroid camera, is an example of a much-valued PFIAB member during the Eisenhower Administration. He significantly advanced the capabilities of America's spy cameras in space. Some presidents, however, have used membership on the Advisory Board not so much as a means for monitoring and improving U.S. intelligence but as a prestigious White House payoff to political allies who contributed money to their election campaign – a corruption of the original intent for the panel's existence.
The IOB, now folded into the PIAB as a subcommittee, is small, with only three or four members. Occasionally it has conducted a serious inquiry into charges of intelligence improprieties (such as the NSA metadata collection program); but it, too, has become largely an honorific assignment, more cosmetic than effective as a vigilant protector against the abuse of secret power. Not displayed in Figure 1.2, but nonetheless an integral part of the Intelligence Community, are the House and Senate intelligence committees, known more formally as the House Permanent Select Committee on Intelligence (HPSCI, pronounced “hip-see”) and the Senate Select Committee on Intelligence (SSCI or “sis-see”). Their vital role in the Intelligence Community is examined in Chapter 5.

An iron pentagon
Added to this official complex of organizations are a plethora of smaller intelligence units in the federal government, as well as many private institutions that are hired by the U.S. intelligence agencies to help them with their missions – the “outsourcing” of intelligence. A special Washington Post inquiry in 2010 discovered the existence of 1,271 government organizations involved in intelligence work of one type or another, and an additional 1,931 private companies.17 The most notorious example of the latter in recent years was the Blackwater firm (renamed Xe Services in 2009, then Academi in 2011), based in North Carolina. This group of security experts and paramilitary officers provided protection to American intelligence officials and diplomats in Iraq and Afghanistan during the recent U.S. interventions in those countries, among other locations. Blackwater reportedly even entered into the CIA's plans for executing terrorist leaders around the world – an idea that was scrubbed when this organization developed a reputation for overzealous operations overseas. For example, in 2007, Blackwater guards armed with machine guns and grenade launchers killed seventeen Iraqi civilians at Nisour Square in Baghdad.
In his famous farewell address, President Dwight D. Eisenhower warned the American people about a “military–industrial complex” – an expression of his concern that defense contractors might gain “unwarranted influence” over lawmakers, providing them with campaign contributions in exchange for appropriations to build an endless supply of new weaponry. Political scientists speak of this alliance as an “iron triangle” comprised of interest groups, bureaucrats, and politicians. In Eisenhower's description, the points of the triangle were the weapons manufacturers (Boeing, for instance), admirals and generals in the Pentagon, and key lawmakers on the Armed Services and Appropriations Committees. The alliance produced profits for the manufacturers; new planes, ships and tanks for the military brass; and defense jobs back home for the lawmakers. Presidents would come and go, but the iron triangle persisted – and often defied presidential leadership.
In more recent years, added to this venerable triangle are two more geometric points in the security establishment: outsource groups like Xe Services and the nation's weapons laboratories (where weapons systems are developed). This “iron pentagon” represents an even more potent and sophisticated security coalition than the triangle that Eisenhower found disconcerting in 1959. Accompanying the old lobbying efforts on behalf of new weaponry is an added corporate interest in lucrative intelligence dollars appropriated by Congress for spy platforms, such as the expensive satellites used by the NGA, the NRO, and the NSA, and the mass production of drones for the wars in Iraq, Afghanistan, and elsewhere. In addition, Xe Services and its proliferating counterparts, all with a lobbying staff, are attracted to funding for security, counterintelligence, and covert action support.

A flawed plan for U.S. intelligence
Like the intelligence organizations of other nations, the American espionage system has been built without any grand design, in response to a series of pressures: national emergencies; new technological developments (better eavesdropping capabilities, for example, have led to a greater emphasis on – and a larger staff and building for – sigint); the priorities of intelligence leaders (Allen Dulles in the 1950s concentrated on his favorite method of spying, human intelligence – the traditional use of agents recruited locally to spy on behalf of the United States); and the lobbying skills of bureaucrats (the master, J. Edgar Hoover of the FBI, built “the Bureau” into one of the most highly regarded – some would say feared and dangerous – organizations in Washington). The haphazard evolution of spy organizations in the United States can be seen in the history that led to the birth of the CIA in 1947.

The creation of the CIA: a Faustian bargain
The searing memory of one violent shock, and the potential for yet more violence, contributed to the establishment of the CIA. The initial shock occurred in 1941, when the Japanese attack against Hawaii pulled the United States into the Second World War. A potential for further violence loomed immediately after the end of the global war when, as early as 1945, the Soviet Union showed signs that it might attempt an armed expansion into Western Europe and Asia that could jeopardize America's global interests.
On December 7, 1941, Japanese warplanes swooped down on the U.S. Pacific Fleet anchored in Pearl Harbor at Oahu. In two waves of strafing and bombing just after sunrise, 350 planes from six Japanese carriers located north of Hawaii managed to demolish 187 aircraft on the ground, as well as eight battleships (five sank), three cruisers, three destroyers, and four auxiliary ships in the harbor. The assault killed 2,403 American service personnel, mostly Navy, and wounded another 1,178. One hundred civilians also died. In an address to Congress, President Franklin Roosevelt declared that the day of the attack would “live in infamy.”
Eight separate panels of inquiry examined why the United States had been taken by surprise at Pearl Harbor. None of the investigations clearly fixed blame for the disaster, but one conclusion was indisputable: America's intelligence apparatus had failed to warn President Roosevelt that a Japanese war fleet was sailing toward Hawaii. Indeed, it was the most damaging intelligence failure in the nation's history, and would remain so until the horrific Al Qaeda terrorist attacks against New York City and Washington, DC in 2001.
In the lead-up to the Pearl Harbor tragedy, the fragments of data available here and there in the bureaucracy about the impending outbreak of war in the Pacific were never assembled, subjected to all-source analysis, and forwarded to the White House in a timely manner – the basics of what is known as the “intelligence cycle” (discussed in Chapter 2). This sequestering of information resulted in part from the intention of some intelligence officers to keep the existence of “MAGIC” (the breaking of the Japanese communications codes) carefully compartmented and secure. MAGIC might be compromised, they reasoned, if information from this source was shared outside the confines of a few Navy intelligence personnel. Yet, in concealing the secret decoding breakthrough from the Japanese, they managed to hide it from the President of the United States and his aides.
As a U.S. Senator from Missouri, Harry S. Truman was well aware of the significant loss of lives and matériel that had resulted from America's poor intelligence performance in 1941. During his three-month tenure as Vice President and upon becoming President with Roosevelt's death in April 1945, Truman experienced further dissatisfaction with the lack of coordination among America's few intelligence services throughout the remaining months of the Second World War. As one of Truman's top aides, Clark Clifford, recalled: “By early 1946, President Truman was becoming increasingly annoyed by the flood of conflicting and uncoordinated intelligence reports flowing haphazardly across his desk.”18 On January 22, 1946, he signed an executive order that created a Central Intelligence Group (CIG) for the express purpose of achieving a “correlation and evaluation of intelligence relating to the national security.” The order allowed the CIG to “centralize” research and analysis and “coordinate all foreign intelligence activities.”19
Truman's original intent was, in his own words, to avoid “having to look through a bunch of papers two feet high.” Instead, he wanted to receive information that was “coordinated so that the President could arrive at the facts.”20 Yet the President never saw his objective fulfilled. From the beginning, the CIG proved weak. One of its primary tasks was to put together the Daily Summary, the precursor to today's President's Daily Brief. Intelligence units in the various departments balked, however, at handing over information to the CIG.

A central intelligence agency
Frustrated, the Truman Administration turned to the idea of establishing a strong, statutory espionage organization: a Central Intelligence Agency. It soon became evident to President Truman, however, that the creation of a truly focused intelligence system would come at too steep a price, in light of an even more urgent goal he desired: military consolidation. The Second World War had been rife with conflict between the U.S. military services, often interrupting the pursuit of battlefield objectives. Clifford remembered how the Administration had to slow down intelligence reform in favor of settling the “first order of business – the war between the Army and the Navy.” The “first priority,” he continued, “was still to get the squabbling military services together behind a unification bill.”21
The creation of a new Department of Defense would provide an umbrella to bring the services closer together. The President wished to avoid complicating this core objective by carrying out at the same time a quest for intelligence consolidation that was bound to roil the military brass, who viewed a powerful new CIA as a threat to their own confederal and parochial approach to intelligence. As a top Agency official recalled, “The one thing that Army, Navy, State, and the FBI agreed on was that they did not want a strong central agency controlling their collection programs.”22 So Truman and his aides entered into a compromise with the armed services, in the hope that this would produce the desired goal of military unification. They tried to improve intelligence coordination to some extent, but without letting that sensitive subject anger the Pentagon and erase its support for the higher goal of military unity.
The result was a series of retreats from centralized intelligence, as exhibited in the diluted language on the CIA and the DCI in the National Security Act of 1947. This law provided for only an enfeebled DCI, along with a CIA that was hard to distinguish from the failed CIG. As Clifford conceded in understatement, the effort fell “far short of our original intent.”23 In this sense the Agency was from the beginning, as intelligence scholar Amy B. Zegart has remarked, “flawed by design.”24 The landmark National Security Act would mainly address the issue of military unification, and even on that subject with only moderate success. In the new law, the subject of intelligence was sharply downgraded.
The 1947 statute did set up a Central Intelligence Agency, at least in name; but it left the details vague on just how this new, independent organization was going to carry out its charge to “correlate,” “evaluate,” and “disseminate” information to policymakers when confronted with the powerful grip that extant departments held over their individual intelligence units. The portion of the 1947 law dealing with intelligence represented a delicate attempt to establish a CIA that, in the view of historian Michael Warner, would have to “steer between the two poles of centralization and departmental autonomy.” As a result, the CIA “never quite became the integrator of U.S. intelligence that its presidential and congressional parents had envisioned.”25
The rhetoric of “intelligence coordination” expressed in the law had a pleasant ring to it, but the reality of bringing about true jointness was another matter altogether. Genuine integration of the intelligence agencies required a strong DCI, with full budget and appointment powers. The word “community” was clearly a euphemism, coined in 1952 to describe America's loose aggregation of “stovepiped” espionage agencies, each with its own program director (a “gorilla,” in intelligence slang) and allegiance to its own cabinet secretary (at Defense, Justice, and State). The powers of the DCI enumerated in the National Security Act of 1947 remained at best merely suggestions, leaving the spymaster in a position of having to cajole, persuade, plead, even beg for intelligence coordination, rather than demand unity through the threat of budget and personnel retaliation against the “gorillas in the stovepipes” who failed to comply with the Director's directives. As Warner concludes: “…a powerful statutory CIA never had a chance. From Day One, War and Navy leaders strenuously opposed such a scheme. With no political capital to spare, the President went along.”26

A DCI without authority
When Truman authorized the creation of the CIG by executive order in 1946, the Group's chief counsel, Lawrence R. Houston, soon complained that “we are nothing but a stepchild of the three departments [Defense, Justice, and State] we are supposed to coordinate.”27 Matters did not improve much with the more formal, statutory establishment of a CIA in the next year. Even twenty years after its creation, one of the Agency's deputy directors, Admiral Rufus Taylor (1966–69), referred to the Intelligence Community as still little more than a “tribal federation.”28
An important aspect of U.S. intelligence history since the Truman Administration has been the series of efforts since 1947 to overcome the flaw in the CIA's original design: that is, to strengthen the DCI and the Agency in their roles as collator and disseminator of intelligence for the entire “Community.” A series of commissions have all suggested the need for a more authoritative DCI to integrate the nation's fragmented intelligence agencies.29
The steam went out of each of these efforts, however, as soon as they confronted resistance from the community's gorillas, especially the 800-pound King Kong in the DoD – the Secretary of Defense, the DCI's rival over leadership of the eight military intelligence units and a cabinet secretary with redoubtable allies on the Armed Services and Appropriations Committees.30 Nor were the other cabinet secretaries with a security portfolio exactly pushovers. “For the duration of the Cold War, the White House kept nudging successive Intelligence Directors to provide more leadership for the intelligence community,” historian Warner writes. But a towering obstacle persisted: “Cabinet-level officials…saw no reason to cede power to a DCI.”31

Redesigning the leadership of American intelligence
In the waning days of 2004, Congress finally addressed the need for intelligence reform. The key provision of the much amended 600-page law, entitled the Intelligence Reform and Terrorism Prevention Act (IRTPA), was an Office of Director of National Intelligence. The DNI, though, was still nowhere near dominant enough to draw the now sixteen intelligence agencies together into one cooperative harness. Despite the horrors of the 9/11 attacks, the far-reaching mistakes related to the war in Iraq begun in 2003, and all the publicity associated with the findings of the Kean Commission that investigated the 9/11 failures, the best Congress seemed able to achieve were half-measures that proved unable to knit together the long-standing rents in the vast tent of the so-called Intelligence Community.
The DNI would have to go on sharing authority with the Secretary of Defense (SecDef) over military intelligence – the same situation faced by the DCI before the IRTPA was passed. This meant that the 800-pound gorilla in the Pentagon, the SecDef, would continue to dominate intelligence, maximizing support to military operations while minimizing resources for global political, economic, and cultural matters that might help curb the outbreak of wars in the first place. As vaguely stated in the IRTPA law, the new intelligence chief would be allowed only to “monitor the implementation and execution” of intelligence operations. Tribal warfare in the community would continue. Institutional diffusion had trumped consolidation. On one point practically every observer agreed: the statute was riddled with ambiguities and contradictions that would have to be hammered out on the anvil of experience over the coming years and strengthened by amendments. These amendments never materialized.

A revolving door at the office of the DNI
With this new Intelligence Reform Act, Congress – under pressure from the Pentagon – banned the DNI from having an office at the CIA (over the objections of the White House).32 It was payback time against the Agency by supporters of the other intelligence services, for all the CIA's slights and perceived arrogance over the years.
The first DNI appointee, Ambassador John D. Negroponte, eventually found space for his office in the Defense Intelligence Agency Center (DIAC), the new DIA Headquarters Building at Bolling Air Force Base, located across the Potomac River from National Airport. The Ambassador brought with him a few analytic components from the CIA and some other elements from around the Community. Most of the CIA's analysts remained at Agency Headquarters in Langley, however, a dozen miles away upstream on the other side of the Potomac. Nesting at Bolling only temporarily (the DIA wanted all its space back), intelligence managers and the White House set in motion plans to build a new DNI facility at Liberty Crossing, near Tyson's Corner in North Arlington, Virginia, ready for use in 2009. The nation's intelligence director would still be miles away from the CIA resources he needed if he wanted to be anything more than a shadow leader. Why not just move back to CIA Headquarters? That would require an amendment to the 2004 Intelligence Reform law. “That horse is out of the barn,” concluded an experienced intelligence officer, waving aside any thoughts about revisiting that battle and taking on the Pentagon brass again.33
Ambassador Negroponte soon fled back to the Department of State, after serving for less than two years as DNI. His successor, former NSA director Admiral Mike McConnell, stayed in the Bolling office for the time being and continued to build up a staff. Both Negroponte and McConnell were talented, bright spy chiefs; but, nevertheless, the United States, in a search for greater cohesion in the Intelligence Community, had created instead (ironically) in the DNI an Intelligence Director even weaker than the old DCI – a leader with ambiguous authority, a small staff, and an office miles away from most of the government's reservoir of intelligence analysts at Langley. Just what the nation needed: an isolated spymaster and a new, hollowed-out seventeenth spy agency.
During the confirmation hearing for Admiral McConnell's appointment as DNI, the Chairman of the Senate Select Committee on Intelligence, John D. Rockefeller (D, West Virginia), raised serious questions about the weaknesses of the office. The Senator observed:

We did not pull the technical collection agencies out of the Defense Department [one reform possibility] and we did not give the DNI direct authority over the main collection or analytic components of the community. We gave the DNI the authority to build the national intelligence budget, but we left the execution of the budget with the agencies. We gave the DNI tremendous responsibilities. The question is: did we give the position enough authority?34


For most observers – outside the DoD at least – the answer was a clear “no!” Even McConnell, after serving two months as DNI, could only offer a euphemistic description of a job that he had clearly found unwieldy. It was, in his words, a “challenging management condition.”35 In particular, he complained about his inability to dismiss incompetent people. “You cannot hire or fire,” he told a reporter.36 The Admiral soon announced a “100 Day Plan,” in which he proposed a searching review of the DNI's authority and an ongoing effort to integrate the components of the Intelligence “Community.” He vowed: “We're going to examine it; we're going to argue about it; we're going to make some proposals.”37 Appearing before the Senate in February 2008, he further testified: “Our current model…does not have operational control over the elements that conduct intelligence activities. The DNI also does not have direct authority over the personnel in the sixteen agencies in the community.”38
At least the retired SecDef, Donald H. Rumsfeld, who opposed the DNI position to begin with, was no longer in Washington to stymie the development of an effective DNI Office. In Rumsfeld's place at the Pentagon had come Robert M. Gates, a former DI analyst and DCI, who understood intelligence probably better than any SecDef in the nation's history. Moreover, he had long been an advocate of a better working relationship between military and civilian intelligence agencies. Whether this happy alignment of the stars could overcome the DNI's inherent statutory weaknesses, though, was unlikely – especially with McConnell becoming more and more preoccupied with, and defensive about, the debate over controversial CIA torture methods and the NSA's use of warrantless wiretaps at the direction of the Bush White House (the latter a violation of the Foreign Intelligence Surveillance Act of 1978). In 2009, he resigned and was replaced by another former admiral, Dennis C. Blair, who would take up quarters in the new space for the DNI at Liberty Crossing.
Before long, Admiral Blair found himself embroiled in a squabble over who should appoint the top U.S. intelligence officer in each American intelligence station overseas, that is, the chief of station or COS. The outcome provides an illustration of how enfeebled the Office of the DNI is. Blair claimed the right as the nation's intelligence chief to make these appointments, even though they had been named traditionally by the head of the CIA (who was dual-hatted as DCI as well, prior to 2005). The DNI issued a memorandum announcing that, henceforth, he would select each COS. The next day, the Director of the CIA (D/CIA), former member of the House of Representatives Leon E. Panetta (D, California), countered with a memorandum of his own that ordered Agency employees to disregard the DNI's message. Panetta – prodded by the Director of the National Clandestine Service, who does the actual selection of station chiefs – reasoned that the CIA had traditionally named the nation's COSs for good reason: it was the Agency that had almost all the intelligence billets in each of the stations overseas, so its officers could recruit local spies – human intelligence, or humint – for the United States. These delicate relationships could be torn if suddenly the locals had to deal with new case officers who were not even led by the CIA; therefore, Panetta argued, it made sense to have Langley's officers remain in charge.
Both arguments had some merit. On Panetta's side, it is true that U.S. intelligence officers in most stations are there to recruit indigenous assets, the job primarily of the CIA. Yet, in some countries where signals intelligence is a forte – Britain and Australia, for example – America's intelligence officers serve chiefly as liaison personnel for sigint cooperation. In these cases, it made some sense for the COS to be from the NSA, America's sigint organization. Blair wanted to be able to make these distinctions, rather than simply have the CIA in charge everywhere. Moreover, if the Office of the DNI had been created in December 2004 to serve as America's intelligence chief, shouldn't Blair be calling the shots? He obviously thought so, but the White House eventually sided with Panetta in this dispute. President Barack Obama and his Vice President, Joseph R. Biden, Jr., may have bent naturally toward Panetta, a fellow pol and former member of Congress; and perhaps they were concerned, too, about a rumor circulating in Washington that Blair's gambit was an attempt by the military to further weaken the CIA, and that the DNI would soon name large numbers of senior military intelligence officers to COS positions around the world.
Blair, supposedly the CIA Director's superior on the organizational charts, was reportedly furious about what he perceived to be Panetta's insubordination. A New York Times reporter with an intelligence beat viewed the brouhaha as “further evidence that the intelligence overhaul five years ago did little to end longstanding rivalries or clearly delineate the chain of command within American intelligence bureaucracy.”39 The Admiral resigned in 2010 and President Obama replaced him with a seasoned intelligence official, former Air Force general James R. Clapper, Jr., mentioned previously, who had headed up both the DIA and NGA earlier in his career. In confirmation hearings, he vowed to establish better working relations with Panetta.

A dream still on hold
Would a strong DNI with full authority over the spy community solve America's intelligence woes and ward off future 9/11s? In itself, of course not. Improvements in intelligence must move forward across a broad front, a challenge explored throughout this book. The intelligence reform bill in 2004 represented, though, an important step toward the establishment of a genuine national intelligence chief. Here was a chance to have an intelligence leader with full authority over America's secret agencies, a spymaster who could overcome the twin banes of ineffective intelligence: inter­agency rivalry and parochialism. Yet a last-minute watering down of the reform legislation left the DNI enfeebled and separated from the National Intelligence Council and the rest of the vital corps of analytic “troops” who continued to be located in Langley at the CIA.40 General Clapper, well aware of the weaknesses in the DNI office, nonetheless expressed a determination during his Senate confirmation hearings in 2010 to bring greater cohesion to the Intelligence Community. To enhance IC integration, he established a team of fifteen or so (the numbers varying from time to time) National Intelligence Managers or NIMs with specific portfolios related to world regions or specific issues (such as the counterproliferation of WMD). The NIM for the Western Hemisphere, for example, is expected to pull together all-source information from throughout the IC in preparing reports on America's neighbors to the north and south for the President and other top government consumers of intelligence.
Thanks to Clapper's half-century of experience in intelligence work, along with his widespread contacts among intelligence professionals, he had considerable success in managing the Intelligence Community. It will be difficult, though, for his successor to match these fortuitous advantages.
  ….
In trying to make espionage agencies more effective as a shield for the democracies – that is, less prone to failure and scandal – organizational reform at the DNI level of intelligence management is just part of the challenge. The mission of collection and analysis also cries out for improvements, as examined in the next chapter.
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Intelligence Collection and Analysis
Knowing about the World


Early one morning in October 1994, Secretary of Defense William J. Perry – a tall, thoughtful man with a PhD in mathematics – greeted the Chairman of the Joint Chiefs of Staff, General John Shalikashvili, in the SecDef's spacious office at the Pentagon. Under his arm, the General carried a portfolio of satellite photographs of Iraq. He spread the images across a conference table. Using a pointer, Shalikashvili directed Perry's attention to a disturbing set of pictures. Improbable as it might have seemed, coming just three-and-a-half years after a U.S.-led coalition had knocked Saddam Hussein's army to its knees, elements of the Republican Guard (Saddam's elite troops), supported by mechanized infantry, armor, and tank units, were moving at a rapid clip southward toward Basra, a mere thirty miles from the Kuwaiti border. The force was aimed like an arrow at the Al Jahra heights overlooking Kuwait City, in an apparent repeat of the same maneuver that led to the Iraqi conquest of Kuwait in 1990 and the first Persian Gulf War. At its current rate of speed, the Republican guard would stream across the Kuwaiti border within a couple of days.
Perry quickly ordered a U.S. armored brigade stationed in Kuwait to the Iraqi border. With a mounting sense of uneasiness, the SecDef and the top Pentagon brass waited as young captains and lieutenants brought new batches of satellite imagery into Perry's office over the next twenty-four hours. Upwards of 10,000 Iraqi troops had amassed in an area near Basra. Steadily the number rose to 50,000, some camped within twelve miles of the border. The American brigade had arrived, but consisted of only 2,000 lightly armed Marines.
While the United States also had 200 warplanes in the area on standby alert, the Iraqi armored force dwarfed the American presence. President Bill Clinton ordered 450 more warplanes to Kuwait, along with the 24th Mechanized Infantry Division and a Marine contingent from Camp Pendleton in California. The aircraft carrier George Washington steamed at maximum speed toward the Red Sea from the Indian Ocean. None of these forces, though, would arrive in time to block an invasion of Kuwait. Perry and Shalikashvili faced the prospect of a rout that would quickly wipe away the small American brigade assembled at the border.
The two men waited nervously for the next set of satellite photographs. When they arrived, Perry and Shalikashvili breathed an audible sigh of relief. The Iraqi troops had suddenly stopped and some elements were already turning back toward Baghdad.
The good news was that imagery intelligence may have prevented the outbreak of another war in the Persian Gulf. Using these timely photographs to pinpoint the location of Iraqi troops, Perry had been able to place an American brigade as a barrier against Iraqi aggression. “Had the intelligence arrived three or four days later, it would have been too late,” he told the Aspin–Brown Commission.
The episode revealed, however, troubling intelligence weaknesses as well. Even though vital information had arrived in time for the Secretary of Defense to put up some semblance of resistance at the Kuwaiti border, the thousands of troops in the Republican Guard could have overwhelmed the single Marine brigade. The best Perry could hope for was that the Marines might intimidate Saddam and make him think twice about another invasion. Fortunately, the bluff worked. Retrospective studies of the satellite imagery taken of Iraq before the crisis disclosed palpable clues that, for weeks, Saddam had been gathering a force near Baghdad for another invasion of Kuwait. The photos revealed trickles of Iraqi troops and armor moving toward Basra that would soon turn into a threatening flood of armed aggression. Intelligence analysts in the CIA's National Photographic Interpretation Center (NPIC, now a part of NGA) had missed these signs, as had everyone else at the Agency.
The problem had not been a lack of information: high-ranking government officials have access each day to enough imagery and other intelligence data to smother every desk in the Pentagon. Photos don't speak for themselves, however, and nobody had scrutinized them carefully enough, day-by-day, to notice the accretion of troop buildups that signaled the possibility of a gathering invasion force. “Had we analyzed the data better from techint [technical intelligence collection],” said Perry, looking back at the crisis, “we could have had a seven-to-ten-day earlier alert. Better humint [human intelligence – spies on the ground] might have given this alert, too.”1
The message from the SecDef was clear: the U.S. Intelligence Community still had much room for improvement when it came to support for military operations and a host of other collection and analysis responsibilities. This chapter examines key strengths and weaknesses of this preeminent mission for the secret agencies of every nation – what a DCI once referred to as “the absolute essence of the intelligence profession.”2

The intelligence cycle
The phrase “collection and analysis” is used here as shorthand to describe a complex process for the gathering, analysis, and dissemination of information to decision-makers. A convenient way of envisioning this flow is the theoretical construct known as the intelligence cycle (see Figure 2.1). Despite its oversimplification of a complicated process with many stops and starts, the “cycle” captures the major phases in the life of an intelligence report.3 The first phase is known as planning and direction.
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Planning and direction
The beginning of the intelligence cycle is critical. Unless a potential target is clearly highlighted when officials gather to establish intelligence priorities (“requirements” or “tasks”), it is unlikely to receive much attention by those who collect information. The world is a large and fractious place, with some 200 nations and a plethora of groups, factions, gangs, cartels, and terrorist cells, some of whom have adversarial relationships with the democratic societies. A former DCI, R. James Woolsey (1993–95), observed after the Cold War that the United States had slain the Soviet dragon but “we live now in a jungle filled with a bewildering variety of poisonous snakes.”4 As noted in Chapter 1, some things – “mysteries” in the argot of intelligence professionals – are unknowable in any definitive way, such as who is likely to replace the current leader of North Korea. Secrets, in contrast, may be uncovered with a combination of luck and skill – say, the number of Chinese frigates, which are susceptible to satellite tracking.
At some point the degree of danger posed by foreign adversaries (or domestic subversives) becomes self-evident, as with the 9/11 attacks. Unfortunately, however, intelligence officers and government officials are (like other mortals) rarely able to predict exactly when and where danger will strike. As former Secretary of State Dean Rusk once put it, “Providence has not provided human beings with the capacity to pierce the fog of the future.”5
Rwanda provides an example. Les Aspin recalled: “When I became Secretary of Defense [in 1993, at the beginning of the Clinton Administration], I served several months without ever giving Rwanda a thought. Then, for several weeks, that's all I thought about. After that, it fell abruptly off the screen and I never again thought about Rwanda.”6 The central African nation had become the “flavor of the month” for policymakers, as intelligence officers scrambled to find information about the genocidal civil war that had erupted there. Such unexpected “pop-up” intelligence targets are also known as the “ad hocs.” Lowenthal notes how these international surprises can sometimes dominate the intelligence cycle and divert attention from the established formal targets of perceived danger or opportunity. He refers to this risky displacement as “the tyranny of the ad hocs.”7
The Iranian revolution in 1979 offers a further illustration of the difficulties intelligence analysts face in anticipating future events. A top CIA analyst on Iran recalls that on the eve of the revolution,

we knew the Shah was widely unpopular, and we knew there would be mass demonstrations, even riots. But how many shopkeepers would resort to violence, and how long would Army officers remain loyal to the Shah? Perhaps the Army would shoot down 10,000 rioters, maybe 20,000. If the ranks of the insurgents swelled further, though, how far would the Army be willing to go before it decided that the Shah was a losing proposition? All this we duly reported; but no one could predict with confidence the number of dissidents who would actually take up arms, or the “tipping point” for Army loyalty.8


A further example of a threat that was shrouded in ambiguity was the Soviet Backfire bomber during the Cold War. Analysts in the CIA concluded that the bomber was a medium-range aircraft, which its specifications seemed to indicate. Yet DIA analysts pointed out that if the Soviets operated the bomber in a certain manner, sending its pilots on a one-way, no-refueling, kamikaze mission, then clearly the range of the Backfire would be much longer. From the DIA's point of view, under these conditions the Backfire bomber was a weapon of strategic significance that could reach the United States, not one solely for tactical operations on the Soviet perimeter.
Sometimes differences in analytic conclusions seem driven by political considerations. For example, when North Korea failed to put a satellite into orbit in 2009, some analysts concluded that the country's technical capabilities were far less than Cassandras had warned. Other analysts, though, attempted to “hype the threat” of North Korean missiles in order to “scare people” – so observed Philip E. Coyle III, a former director of weapons testing at the Pentagon. Their goal, according to Coyle, was the promotion of the Pentagon's costly and controversial anti-missile program.9
In the United States, the job of evaluating the nature of threats to the United States and determining intelligence priorities is known as a “threat assessment.” Experts and policymakers convene periodically to evaluate the perils that confront the nation, starting at the beginning of every incoming Administration in the January that follows the presidential election year. They establish a ladder of priorities from the most dangerous threats (labeled Tiers 1A and 1B in some administrations) to the least dangerous but still worthy of attention (Tier 4). A further Tier 0 is reserved for crisis situations that might entail the immediate use of military force.10
The Pentagon is always the most voracious consumer of intelligence, especially when wars involving the United States are under way. The combatant commanders (COCOMs) – the four-star officers who lead America's troops and sailors around the world – are always hungry, understandably, for information that will help to protect their forces and, in wartime, to advance America's battlefield objectives. This so-called SMO (support to military operations) tends to dominate the U.S. intelligence budget and target planning. The payoff can be substantial. America's secret agencies were far off the mark in predicting that the Saddam Hussein regime was developing a robust WMD program threatening to the United States in 2002; but once the U.S. invasion against Iraq began the following year, these agencies performed well. The U.S. forces benefited from full battlefield transparency, knowing the location of practically every Iraq tank, plane, boat, and even combat patrol. This dominant battlefield awareness (DBA, in Pentagonese) was remarkable in the annals of warfare. The same had been true during America's earlier invasion of Iraq in 1990–91. In both instances, the outcome was victory – coming quickly in the first war, though much more slowly in the second. Best of all, in both cases the United States suffered relatively few casualties compared with other major wars. America's military firepower was the most vital ingredient in these successes; but DBA played a significant role, too. For adversaries, fighting the United States in the post-Cold War era became equivalent to wearing a blindfold while confronting a superpower with seemingly omniscient vision – at least at the tactical level of the battlefield.
Some 80 percent of U.S. intelligence funding is related to military matters. This tilt of the Intelligence Community toward SMO has had its critics. They would prefer to see more funding for what might be called support to diplomatic operations, or SDO – gathering intelligence from around the world that might help to advance U.S. interests through diplomacy: a focus on peacemaking rather than war-fighting.
In addition to a threat analysis during the planning and direction phase of the intelligence cycle, important, too, are calculations about global opportunities. Intelligence is expected to provide a “heads up” regarding both dangers and chances to advance America's global interests. Whether related to threats or to opportunities, bias and guesswork enter into the picture, along with the limitations caused by the inherent opaqueness of the future. On which tier should policymakers place China? Iran? What about the Russian Federation, less hostile toward the United States than during the Cold War but still able to destroy every American metropolis in the thirty-minute witchfire of a nuclear holocaust? Or global climate change?
Around the Cabinet Room in the White House, or in the comparable forums of other nations, the arguments fly regarding the proper hierarchy of concerns. This is not an academic exercise. The outcome determines the priorities for multibillion-dollar spending on intelligence collection and analysis. It pinpoints locations on the world map where spies will be infiltrated; telephones and computers tapped; surveillance satellites set into orbit; reconnaissance aircraft dispatched on overflight missions; and potentially lethal covert actions directed. All too frequently in this process, intelligence officers are left in the dark about the “wish list” of policy officials, who assume that the secret agencies will somehow divine their needs. The solution: more regular discussions between the two groups – spies and the nation's leaders – to ensure that the secret agencies fully understand the top priorities of the nation's decision-makers.
Different nations are apt to have differing threat perceptions. Al Qaeda, ISIS, and other jihadi terrorist organizations, plus insurgents on the Iraqi and Afghan battlefields, global WMD proliferation, and state-sponsored cyberhackers, have recently been the top 1A intelligence targets for the United States and the United Kingdom. In many African nations, however, AIDS and poverty are the greatest threats to national security; in Brazil, crime is high on the list; in New Zealand, a top priority is the encroachment of Japanese fishing vessels into the Tasman Sea; for Norway, it is fishing rights in the Barents Sea, as well as Russian dumping of radioactive and other waste north of the Kola Peninsula. These variations in intelligence priorities can make it difficult for the secret services in the democracies to work together in sharing intelligence responsibilities.
A key question looms behind discussions of intelligence threats and opportunities. How much intelligence is enough? The answer depends on the chances a nation is willing to take about the future – how much “information insurance” its leaders desire. The relationship between intelligence and risk is depicted in Figure 2.2. The fewer the risks a nation is willing to take, the more intelligence it needs. At the same time, though, the more intelligence a nation gathers, the greater the costs become – and the greater the likelihood of information overload occurring, whereby a nation finds itself inundated with so much data that it is unable to analyze what it all means. Relevant, too, is the extent of a nation's global interests. Asked if the United States collected too much information, DCI William E. Colby (1973–76) replied: “Not for a big nation. If I were Israel, I'd spend my time on the neighboring Arab armies and I wouldn't give a damn about what happened in China. We are a big power and we've got to worry about all of the world.”11
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In 2003, during the tenure of DCI George Tenet, a National Intelligence Priorities Framework (NIPF) was created as a management tool for evaluating how well the Intelligence Community was meeting its goals of stating “requirements” (key targets), along with fulfilling all the other steps in the intelligence cycle that follow the planning phase. The list of targets generated by the threat assessment is reviewed annually by the President, as well as quarterly by the Intelligence Community – with updates made along the way as required by global events and conditions.

Intelligence collection and the “Ints”
The second phase in the intelligence cycle is collection: going after the information that policymakers have requested (plus items that the Intelligence Community presumes leaders will want to know, now or later). During the Cold War, the highest intelligence collection priority was to learn about the locations and capabilities of Soviet armaments, especially nuclear weapons. This was sometimes a dangerous endeavor, as underscored by the more than forty U.S. spy planes shot down by the Soviet Union and its allies. Intelligence-gathering during the Cold War – though important – was arguably less pressing than it is today, since at least the world understood then that the bipolar tensions between the superpowers defined international affairs. Now, as Joseph S. Nye, Jr., and William A. Owens have noted: “With the organizing framework of the Cold War gone, the implications are harder to categorize, and all nations want to know more about what is happening and why to help them decide how much it matters and what they should do about it.”12
A recent analysis of worldwide ship and airplane movements suggests how difficult it is for the intelligence agencies in the Western democracies just to keep track of global transportation flows – a matter of some significance because ships might carry materials in violation of international sanctions against some countries, or, worse still, WMD bound for rogue nations or terrorist factions. Each year, “worldwide maritime activity includes more than 30,000 ocean-going ships of 10,000 gross tons or greater,” noted a DNI report in 2009, and there are “over 43,000 fixed airfields worldwide with over 300,000 active aircraft.”13 On the counterterrorism front, just during the first half of 2010 the National Counterterrorism Center received 8,000–10,000 pieces of information related to global terrorist organizations, along with some 10,000 names of likely terrorists and more than forty specific threats and plots.14
In trying to understanding this more complicated world we live in since the Cold War ended in 1991, intelligence can provide “cat's eyes in the dark,” in the British phrase, although even wealthy nations are unable to blanket the globe with expensive surveillance “platforms” designed for “remote sensing” – reconnaissance aircraft, satellites, and ground-based listening posts. The world is simply too vast and budgets are always finite. Still, satellite and airplane photography (“imagery” or, in the latest term for spy photography, “geoint,” or geospatial intelligence) plays a vital role in a nation's defenses. Imagery eased the hair-trigger anxieties of the superpowers during the Cold War. Through the use of spy platforms, both ideological encampments – the superpowers – could watch one another's armies and a Pearl Harbor-like surprise attack became less likely. As DCI Colby observed, fear and ignorance were replaced by facts for decision-makers.15 Before the United States had the capacity to accurately count Soviet bombers, ships, and missiles, Washington worried that Moscow was far ahead in armaments – the “bomber gap” and the “missile gap” that haunted America policymakers in the 1940s and 1950s. As a result of U-2 flights over the Soviet Union and, later, satellite surveillance over this vast territory with eleven time zones, the United States discovered that there were indeed bomber and missile gaps; but, contrary to conventional wisdom, they favored the United States. The Americans had outpaced the Soviets in weapons production.
George J. Tenet, who served Presidents Clinton and George W. Bush as DCI (1997–2004), referred early in his tenure to what he viewed as the basics of intelligence: stealing secrets and analyzing the capabilities and intentions of America's adversaries.16 Every intelligence agency has its own set of methods (“tradecraft”) for acquiring secrets. In the United States, these methods are referred to colloquially by the abbreviation “ints,” short for “intelligence disciplines.” Imagery or photographic intelligence becomes “imint,” short for imagery intelligence – or, as mentioned earlier, in the new terminology, “geoint.” Without the untrained eye of a professional photointerpreter, the white-and-black lines in this sophisticated photography can look more like the static of early television than landing strips and hangars on enemy bases. Signals intelligence becomes “sigint,” an umbrella designation for a spate of operations that collect against electronic targets, such as telephone and other communications (“comint” for communications intelligence) and a variety of forms of electronic intelligence (“elint”), including data emitted by weapons during test flights (“telint” for telemetry) and additional emissions from enemy weapons and radar systems (“fisint” for foreign instrumentation signals). As already noted, human intelligence – the use of agents or “assets,” as professionals refer to the foreign operatives who comprise their spy rings – becomes “humint.”
Within each of the ints, intelligence professionals fashion ingenious techniques for purloining secrets from adversaries – say, the contents of a laptop computer owned by a foreign government scientist in charge of weapons engineering. The methods can range from sophisticated devices that track foreign military maneuvers through telescopic lenses on satellites orbiting deep in space, to the planting of miniature microphones in the breasts of pigeons trained to roost on the window ledges of foreign embassies. Best of all would be a reliable asset close to a senior official in another country, perhaps a staff aide, a chauffeur, or a lover.
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Another prominent int is “osint” or open-source intelligence: information gleaned from non-secretive sources, such as libraries or foreign media. Is there information in the public domain about whether the desert sands near Tehran are firm enough to support helicopters, or must an intelligence asset be deployed to find out the answer? This was an important matter in 1979, when the Carter Administration planned a rescue of U.S. diplomats held in the U.S. embassy in Iran. The DCI at the time, Admiral Stansfield Turner, had to send a special intelligence unit into Iran – a dangerous undertaking – to answer this question. The sand proved firm enough, but the mission eventually had to be aborted when U.S. military rescue helicopters collided in the desert before heading into Tehran. Today, the DNI's Center for Open-Source Intelligence studies what information is missing in the early drafts of intelligence reports that will have to be acquired through clandestine means.
Since the end of the Cold War, roughly 90 percent – some say as much as 95 percent – of all intelligence reports are made up of osint material, such as information from Iranian blogs on the Internet which can offer revealing glimpses into that secretive society. Based on this statistic, some critics have suggested that policymakers should obtain their information about world events from the Library of Congress and close down the secret agencies, saving the nation $50–$80 billion a year; yet the Library of Congress does not have agents around the world to gather the secret (and sometimes most important) “nuggets” of information that go into intelligence reporting; nor does it have the long experience of the secret agencies in analyzing foreign countries, putting together national security reports, and disseminating them in a timely manner to the right decision-makers around the bureaucracies in Washington, DC.
The newest and most technical int – measurement and signatures intelligence or “masint” – can be valuable, too. Run chiefly by the DIA, here the methodology involves testing for the presence of various materials, say, telltale vapors emitted by the cooling towers of foreign nuclear plants that might contain radioactive particles. These particles could indicate the presence of a “hot” reactor engaged in uranium enrichment. Other chemical and biological indicators might reveal the presence of illicit materials – perhaps waste fumes in a factory that point to the production of nerve gas. Between 1994 and 2008, for example, the intelligence unit in the U.S. Energy Department reportedly spent some $430 million on nuclear detection equipment at international border crossings, especially along Russia's frontiers.17
One of the most celebrated technical collection programs carried out by the CIA was an effort in 1974 to raise a disabled Soviet submarine from the bottom of the Pacific Ocean, an operation known as Project Jennifer. Officials in the Agency realized from satellite photography that the Soviet vessel, at the time skimming along on the ocean's surface, had experienced a fire on board, causing it to sink rapidly beneath the waves. Under orders from DCI William Colby, the Agency called upon Howard Hughes for assistance in retrieving the submarine. The eccentric billionaire was in the business (among other lucrative pursuits) of mining the ocean floors for valuable ore, such as magnesium. He owned a ship, the Glomar Explorer, capable of lowering wire cables deep enough into the Pacific to capture the submarine and pull it to the surface. Hughes agreed to help (in return for a tidy $350 million) and the recovery mission was under way. The dramatic attempt to raise the sub was only partially successful; half the prize fell back into the ocean, as the submarine was accidentally sliced in two by the Glomar's wire jaws. Still, the Agency viewed the capture of half a Soviet submarine, which carried nuclear missiles and advanced communications equipment, as quite a coup. Unfortunately, the Project Jennifer operation was leaked to the media and a return trip to snare the rest of the ship was impossible once the Soviet Navy had been alerted to its position in the ocean. The actual contents of the captured half of the submarine remain classified, but insiders claim that the project was worth the costly price tag. Critics, though, questioned why the Agency decided to pay a king's ransom for access to an obsolete submarine.18


Humint versus Techint    
Intelligence professionals make a distinction between humint and technical intelligence (“techint”) collection – the latter an acronym that lumps together all of the machine-based means of gathering information. The vast majority of funds spent on collection go into techint. This category includes geoint and sigint satellites; large, land-based NSA listening antennae; and reconnaissance aircraft, like the U-2 and A-12 spy planes in the United States, and their successor the SR-21, as well as the popular Predator, a UAV fielded over Afghanistan, Iraq, and other nations in the Middle East and South Asia following the 9/11 attacks. The Predator and its cousins, such as the larger Reaper and small (some even insect-sized) drones, are attractive to intelligence planners because of their mobility and their capacity to spy without endangering the life of a pilot. When the larger UAVs are equipped with missiles, they are able not only to spy but also to obliterate targets that appear in their camera lens. Awed by the technological capabilities of spy machines, nations spend sizable amounts of funds on their construction and deployment, prodded by the intelligence component of the “iron pentagon” lobby. One recent satellite program cost $9.5 billion, according to reliable newspaper reporting, and that amount was for one of the simpler types of satellites used only in daylight hours and clear weather.19
This fascination with intelligence hardware has continued into the Age of Terrorism, even though these platforms are apt to be less useful against ghost-like terrorists. Cameras on satellites or aircraft are unable to peer inside the canvas tents, roofed mud huts, or mountain caves in the Middle East, Southwest Asia, and Iraq where ISIS members meet to plan their deadly operations, or into the deep underground caverns where North Koreans construct atomic bombs. As an intelligence expert notes, often one “needs to know what's inside the building, not what the building looks like.”20 Another group of intelligence officers has emphasized that “technical collection lends itself to monitoring large-scale, widespread targets….”21 This approach is less effective against discreet and carefully concealed WMD or terrorist cells.
Still, at times, techint can be a strong arm of counterterrorism – especially sigint telephone interceptions and spy cameras on low-flying drones. For example, in Afghanistan and Pakistan, Taliban and Al Qaeda leaders have been forced into hiding for fear of being spotted by U.S. geoint machines. As Richard Barrett notes: “This lack of face-to-face contact with their subordinates and the enemy is sapping their authority. Taliban leaders have also had to limit their telephone communications for fear of giving away their locations, and have had to find less reliable and efficient ways to discuss strategy and pass orders to the field.”22
In contrast to techint spending, the United States devotes just a single-digit percentage of its annual intelligence budget to foreign humint. Moreover, within five years after the end of the Cold War, the CIA had experienced a 25 percent decline in case officers around the world, with fewer than 800 in the field. The FBI reportedly has more “special agents” (the Bureau's term for operational officers) in New York City than the CIA has counterparts across the globe.23 On occasion, sigint satellites capture revealing information about adversaries – say, telephone conversations between international drug lords. The photography yielded by geoint satellites is of obvious importance on such matters as the whereabouts of Chinese naval vessels; trucks transporting ISIS soldiers into Iraq; the unloading of missile parts carried in the hulls of Chinese freighters steaming toward Karachi ports (despite official denials in Beijing and Islamabad); Hamas rocket emplacements in Gaza; or the construction of nuclear reactors in Iran. In the case of terrorism, though, a human agent well situated inside ISIS or Al Qaeda could be worth several costly satellites.
A category of humint tradecraft is the use of intelligence officers operating under deep or non-official cover, known as NOCs. In contrast to officers working from official U.S. government facilities with official cover (OC), a NOC exists outside in the local society – say, as an archaeologist, investment banker, or oil-rig operator. Acting as a NOC can be a difficult assignment. The intelligence officer must keep his or her cover during the day, then undergo a metamorphosis at night into a spy in search of local recruits. Further, the NOC often operates in remote locations where, as a senior CIA operative has put it, “diarrhea is the default setting.”24 Convincing middle- or upper-class Agency recruits to adopt a life of hardship over the comfort of working inside a U.S. facility overseas with fellow Americans under OC can be a hard sell. The NOC role can be dangerous as well, because an intelligence officer in this role operates without U.S. government immunity. If caught while engaged in espionage activities, he or she is likely to be arrested and imprisoned by local authorities and released to the United States only when – and if – an exchange of prisoners can be arranged.
Frequently, NOCs burn out from shouldering two jobs, one for cover and one for espionage. Or they may decide that the cover occupation is more remunerative than being a spy. For example, the CIA trained one NOC to serve as an investment banker overseas in a Third World capital. After almost a year of working long hours during the day as a banker, then donning his cloak and dagger in the evening, the NOC resigned, moved to New York City, and made four times his Agency salary, plus bonuses, from a well-known financial firm in Manhattan. The costly training of this individual reaped little payoff for the CIA.
For all these reasons, the Agency has shied away from the use of NOCs, although other nations have adopted this approach with great effectiveness – such as the Soviet Union in New York City during the Cold War, with a strong reliance on journalistic cover for its NOCs. Clearly an OC officer is not going to meet a member of ISIS at an embassy cocktail party, but a NOC operating in, say, Pakistan might have a chance of recruiting a local “cutout” (an intermediary asset) who can in turn attempt a recruitment pitch to an Al Qaeda or Taliban operative. Embassy parties, though, will remain a useful means for meeting potential recruits from major target countries, like Russia, as was the case during the Cold War.
Whether based on NOC or OC tradecraft, humint is no panacea. During the Vietnam War, for example, almost all of America's assets recruited to infiltrate the north were either killed or captured. Moreover, within closed societies like North Korea and Iran, local spies are difficult to recruit; and even if successfully recruited, they are often untrustworthy. Neither Boy Scouts nor nuns, they are known to fabricate reports, sell information to the highest bidder, and scheme as false defectors or double-agents. During the Cold War, all of America's assets in Cuba and East Germany proved to have been doubled back against the United States.25
A recent example of humint treachery is the German agent in 2002, Rafid Ahmed Alwan al-Janabi, prophetically codenamed “Curve Ball.” A former Iraqi scientist, he persuaded the German intelligence service (the Bundesnachtrichtendienst or BND) that biological WMD existed in Iraq. The CIA took the bait through its intelligence liaison relationship with the Germans. Only after the war began in Iraq in 2003 did Curve Ball's bona fides fall into doubt among German and CIA intelligence officials; he was, it turned out, a consummate liar.26
Further, it takes a considerable amount of time to train a clandestine officer before he or she is ready to recruit foreign assets – upwards of seven years. A case officer must learn the delicate art of handling an asset, a “very close relationship” that requires motivating the foreign local to engage in espionage, continue to produce valuable information, and maintain a double life in risky circumstances.27
Despite these drawbacks, humint can provide extraordinarily helpful information, as did the Soviet military intelligence officer Oleg Penkovsky during the Cold War. He was not recruited by a U.S. clandestine officer but, rather, was a “walk-in” who volunteered to spy for the British and the Americans. To prove his bona fides, he tossed classified Soviet intelligence documents over the wall of the U.S. embassy in Moscow. The American officials feared, however, that he was a “dangle” meant to trick the United States, so his overture was initially rebuffed. He then tried the British embassy in Moscow and MI6 quickly determined that he was a legitimate volunteer. Subsequently, the Americans accepted his services, too. In 1962, information from Penkovsky helped the United States identify the presence of Soviet nuclear missiles in Cuba, based on his information that missile bases constructed by the USSR at the time were frequently configured in a six-pointed Star of David design.
Based on occasional successes like Penkovsky, the United States and most other countries persevere in their quest for reliable espionage assets. Following 9/11 and the WMD errors in Iraq, the Kean and the Silberman–Robb Commissions criticized America's lack of assets in important parts of the world. President George W. Bush authorized a 50 percent increase in the number of CIA operations officers, leading in 2004 to the largest incoming class of clandestine officers in the Agency's history.28
In an appraisal of humint, former DCI Colby observed: “It's one of those things you can't afford to say no to, because sometimes it can be valuable.” He added: “You can go through years with nothing much happening, so then you cut off the relationship. Since nothing had happened there for ten years, we were in the process of closing the [CIA's] stations in El Salvador and Portugal – just before these countries blew up!” Colby's conclusion: “I think you'll always have some humint, and it'll pay off. And remember that the human agent is also available to somehow engage in the manipulation of a foreign government.”29
Former DCI (1991–93) and later Secretary of Defense Robert M. Gates agrees that humint has been valuable. While acknowledging the contribution made by techint towards America's understanding of Soviet strategic weapons, he recalls that “a great deal of what we learned about the technical characteristics of Soviet conventional weapons we learned through humint.”30 He adds that when it came to probing into the Kremlin's intentions, not just its capabilities, humint provided important insights. Humint can address the matter of intentions in ways that are impossible for machines to achieve. A well-placed asset might be in a position to pose the question to a foreign leader: “What will you do if the United States does X?” As former CIA officer John Millis has written: “Humint can shake the intelligence apple from the tree, where other intelligence collection techniques must wait for the apple to fall.”31

The Cuban Missile Crisis of 1962 as an Illustration of Intelligence Collection Challenges    
Pilots of the high-altitude U-2 reconnaissance spy plane, built in record time by the CIA, the U.S. Air Force, and Lockheed Corporation in the 1950s, had come to know the contours of Cuba well during the late 1950s and early 1960s. In an operation referred to inside the Agency as Project NIMBUS, overflights across the island from west to east and back again had become standard operating procedure in the spring of 1962.32 Since the CIA's disastrous paramilitary attempt to overthrow Fidel Castro by way of the Bay of Pigs paramilitary invasion in May 1961, regime change in Cuba continued to be a high priority for the Kennedy Administration. Just as sabotage and assassination plots against Castro remained a part of Washington's secret agenda, so did America's surveillance of the island only ninety miles off the coast of Florida, which had become Moscow's favorite Marxist-Leninist showcase in the developing world – the only socialist revolution that had succeeded in Latin America. As rumors grew among the CIA's spies on the ground in Cuba about intensified Soviet activity on the island in late 1961 and early 1962, the frequency of the reconnaissance missions increased. By May 1962, a year after the Bay of Pigs, the number of monthly flights had doubled and would rise further as the year unfolded and the rumors continued. Most of the flights originated from Laughlin Air Force Base in Texas and Edwards Air Force Base in California. Designed to fly as high as 73,000 feet and equipped with high-resolution cameras, the U-2 was a major breakthrough in aerial surveillance, although the plane was thin-winged and fragile, difficult to steer, and vulnerable to turbulence.33
Reports from CIA intelligence sources in Cuba suggested the arrival of sizable numbers of Soviet troops on the island. More troubling still, the agents had spotted large cylindrical objects on the ground and new Soviet encampments being constructed in the palm forests of western Cuba. Senator Kenneth Keating (R, New York) had commented publicly about stories he had heard from some of his Cuban American constituents in New York, to the effect that the Soviets were importing missiles to the island. The CIA grilled its secret Cuban agents about these stories. The vast majority of the spies, though, were unreliable, offering conflicting and often fabricated reports – any “intelligence” to keep themselves on the Agency payroll.
Yet a few of the more trusted agents also claimed to have seen odd activities throughout the island, including the unloading of large objects from Soviet freighters in the port of Havana. In response to this humint, the Agency stepped up its U-2 surveillance flights. Bad weather intervened, though, and prohibited reconnaissance throughout most of August 1962. Even more important than the unpredictable weather was the political opposition in the Department of State to further U-2 surveillance of the island.34 Secretary of State Dean Rusk and others thought the flights were too risky: a conventional surface-to-air missile (SAM) in Cuba might be able to down one of the reconnaissance aircraft and escalate the pressure in the United States from the Republican party to invade the island. Caution prevailed in the Kennedy Administration. Not until October 14 – after a full month of U-2 surveillance abstinence ordered by President Kennedy in deference to the State Department – did the spy aircraft take flight again over the island, snapping hundreds of photographs of the terrain below each day.
These fresh images were transmitted quickly to specialists in the CIA's National Photographic Interpretation Center. The black-and-white lines on the photos, difficult for the untrained eye to interpret, provided unmistakable clues to expert eyes: the Soviets were indeed constructing missile bases in Cuba. Shockingly, the photos (“imagery”) revealed the presence of WMD. Agency analysts had forecast that the Soviet Union would never be so rash as to introduce such weapons into a country so near the United States – although the CIA's director at the time, John A. McCone, a successful California businessman turned spy chief, had predicted, on the contrary, that Moscow might attempt this provocative move. According to his reasoning, President Nikita Khrushchev of the Soviet Union might try to redress the lop-sided intercontinental ballistic missile (ICBM) advantage enjoyed by the United States at the time – an estimated 17:1 edge – by placing shorter-range nuclear missiles close to North America. Further, Khrushchev was apt to do what he could to protect a Marxist ally and protégé from a possible full-scale assault by the U.S. military, as foreshadowed by the Agency's Bay of Pigs operation.35
Ominously, the U-2 photographs taken on October 14 over Cuba showed a Star of David pattern on the ground near San Cristobal, just like the one Penkosky had warned about. The reality was both clear and disturbing: the Soviets had taken the fateful step of introducing missiles into their Caribbean satellite – and not just any rockets. These were medium- and intermediate-range ballistic missiles (MRBMs and IRBMs) capable of striking targets in the United States anywhere east of the Mississippi River, carrying nuclear warheads.
The next day, October 15, the CIA informed the White House about the presence of sophisticated Soviet WMD in Cuba. Now the U-2 surveillance trips over Cuba shot upwards in frequency, to several each day in the search for other missile sites. Low-level photography taken by Navy and Air Force aircraft complemented the U-2 imint and, together, they revealed more missile trailers, erectors, vehicles, and tent areas in the Star of David design.
The reconnaissance missions yielded thousands of feet of film, some of which President Kennedy later presented to the public as evidence in support of his allegations against the Soviet Union. Reports on the ground in Cuba from agents remained unreliable for the most part, but here was hard imagery of Soviet mischief – irrefutable empirical evidence in the form of photographs. The film pinpointed forty-two Soviet missiles in all, as well as the presence of Ilyushin-28 (IL-28) medium-range bombers, MIG-21 fighter aircraft, anti-aircraft missile batteries, and short-range battlefield rockets.
The U-2 photographs were a blessing to the President; it was a “moment of splendor,” recalled a senior CIA analyst.36 The images made it clear that the missiles would not be operational (that is, ready for firing) for some time – perhaps as long as a fortnight. Kennedy could now resist pressures from the Pentagon for a quick invasion; he had breathing room to consider other options. Had the United States, fearful that the Cuban rockets were ready for firing, sent in a land force in the early days of this crisis, the Pentagon and the White House would have discovered that – however vital it had been – the intelligence from the U-2 flights and agent reports had dangerous gaps. After the end of the Cold War, conferences on the Cuban missile crisis held with U.S. and Soviet participants disclosed that, unbeknownst to the CIA and the White House at the time, the Soviets had more than two hundred tactical nuclear warheads on the island; atomic bombs inside the cargo hatches of the IL-bombers; and five times more troops than estimated by U.S. intelligence (some 40,000 rather than 8,000). Moreover, early in the crisis, the Kremlin had given local Soviet commanders discretionary authority to use the tactical weapons and release the bombers for flight to the United States if an American army invaded the island.37
Reflecting back on these tense days, former Secretary of Defense Robert S. McNamara expressed his belief that an invasion would have triggered a nuclear war in Cuba, which would have led to a strategic response between the two superpowers – in other words, a thermo-nuclear Third World War that would have destroyed much of the United States and the Soviet Union.38 The Cuban missile crisis was a fine example of how important intelligence can be to presidential decision-making, but it also stands as an illustration of how even saturated surveillance coverage of a target can miss significant information.

Strengthening Intelligence Collection    
“Many elements make up a decision,” Secretary of State Rusk once told an interviewer. “First, though, one must grapple with the facts. What is the situation?”39 In determining the situation overseas, no single int is sufficient. Success depends on all of the collection disciplines working together, just as an engine performs best when all of its cylinders are firing. Employing a different metaphor, intelligence officers sometimes refer to this synergism as the “Black & Decker” approach: every tool in the box is used in the search for useful information. Woolsey offers the example of North Korea: “That nation is so closely guarded that humint becomes indispensable to know what is going on. This humint then tips off sigint possibilities, which in turn may suggest where best to gather imint. These capabilities, ideally, dovetail with one another.”40
At the end of the Cold War in 1991, efforts were made in Washington, DC to trim the defense and intelligence budgets. Some made the argument that intelligence capabilities associated with the various ints could be surged from one location to another, depending on where the latest crisis emerged. Others, though, maintained that intelligence had to have a global presence; only in this way could potential crises be anticipated. This surge-versus-presence debate led most participants to conclude that, yes, saving money was important and some technical collections systems could be moved (surged) from one hot spot to another; however, analysts were considered far less fungible. Moreover, operations officers who might have expertise in Latin American affairs, and were able to speak Spanish or Portuguese, could not perform effectively right away in Kabul or Islamabad. Thus, whereas the Intelligence Community needed global presence when it came to human assets, it could more easily surge drones, listening devices, and satellites.
Both survey data and case studies of collection operations indicate that humint can be particularly important when targeting terrorists, narcotics dealers, and weapons proliferators.41 Much can be done, however, to improve both techint and humint. Technical intelligence collection must constantly overcome advances in deception and denial activities carried out by adversaries, such as the camouflaging of their weapons facilities and the encryption of telephone calls.42 Humint, though, is most in need of reform. Even observers sympathetic to this approach have serious reservations about its effectiveness. The United States has a “moribund Clandestine Service,” concluded one experienced field officer; and the House Permanent Select Committee on Intelligence warned that humint is headed “over a cliff” as a result of poor management.43
An agenda for humint reform in the United States would embrace these initiatives:


	an increase in the number of case (operational) officers in key parts of the world, especially those under non-official cover (NOCs);

	the development of additional cover arrangements overseas, to reverse what DCI William E. Colby once referred to as the “melting ice floe of cover”44 – that is, the increasing unwillingness of the State Department, U.S. newspapers and magazines, universities, and religious groups to provide shelter and false identification for U.S. intelligence officers, for fear of jeopardizing the safety of their own genuine employees (while the prohibition against using official media and academic cover continues to make sense in the democracies, other groups – especially U.S. businesses abroad – will have to shoulder more of this burden);

	the holding of more frequent tasking meetings between consumers and humint managers;

	a boost in the entrance requirements for operations officers, making this career as demanding and prestigious as a diplomatic career;

	the improvement of language training for operations officers – a challenge made all the more difficult because CIA managers have been unwilling to allow officers to concentrate on just one language with continual service in the country or countries where the language is spoken, preferring career pathways that place officers in a variety of locations around the world throughout their careers;45

	a more extensive study of the history and culture of other societies, which is limited by the career rotation policy mentioned above;

	the recruitment of more citizens with ethnic backgrounds relevant to the strategic “hot-spots” of the world, such as the Middle East and Southwest Asia, and the encouragement of diversity generally throughout the humint services;46

	the establishment of easier access to U.S. embassies abroad – which often look like forbidding fortresses – to encourage walk-ins (like Penkovsky), relying on perimeter physical searches and metal detectors as a means for thwarting terrorist attacks against these facilities;

	a reduction in the size of the humint bureaucracy at headquarters, with increased reliance on a small, more nimble clandestine service that focuses on high-priority foreign targets;

	the basing of promotion decisions for case officers serving in particular hard targets (such as Russia and China) on the quality, not the quantity, of assets they recruit;

	the encouragement of closer cooperation between the CIA's Directorate of Analysis (DA) and the Directorate of Operations (DO) – a co-location experiment in partnership begun in 1995 (discussed later in this chapter) – with more rapid promotions as a reward for those who participate in this activity;

	an improved sharing of humint findings across the Intelligence Community;47 and

	strengthened intelligence liaison relations, both humint and techint, among all regimes and international organizations that are determined to defeat terrorists, drug dealers, and other international criminals – although with a closer vetting by the United States of shared sources to avoid future “Curve Balls.”48


The processing of intelligence
In the third phase of the intelligence cycle, the collected intelligence must be decoded if encrypted, interpreted if a satellite photograph, translated if in a foreign language, and generally put into a form that a president or a prime minister can readily comprehend. This is known as processing: the conversion of “raw” (unevaluated) intelligence, whether photographs or email intercepts, into a readable format.
Intelligence pours into the capitals of the larger nations like a fire hose held to the mouth, to use a simile made popular by a former NSA director, Admiral Noel Gayler. Each day, some four million tele­phone, fax, and email intercepts – often in difficult codes that must be deciphered or exotic languages that must be translated – flood the NSA. Hundreds of satellite photographs arrive at the NGA. This volume is unlikely to dissipate. Every minute, for instance, a thousand people around the world sign up for a new cell phone. A further problem is that nations are always short on translators, photo-interpreters, and codebreaking mathematicians. In response to a query about the major challenges facing U.S. intelligence, no wonder Vice Admiral J.M. “Mike” McConnell remarked when he was NSA director: “I have three major problems: processing, processing, and processing.”49 Most every intelligence expert agrees that the collection of information worldwide has far outraced the ability of intelligence services to process the data.
The day before the 9/11 attacks, the NSA intercepted a telephone message in Farsi from a suspected Al Qaeda operative. Translated on September 12 – a couple of days too late to help – the message proclaimed: “Tomorrow is zero hour.”50 Whether a more rapid translation might have led to a tightening of U.S. airport security procedures on the morning of September 11, thereby thwarting the attacks, is anyone's guess; but it may have. Today the vast majority of information gathered by intelligence agencies is never examined; it gathers dust in warehouses. An estimated 90 percent of what the U.S. Intelligence Community collects is never examined by human eyes (although “watch lists” are used to scan for key topics like “bombs,” “Daesh,” or “Al Qaeda”). As many as 99 percent of the telephone intercepts gathered by the NSA are never analyzed.51 Here is a supreme challenge for the government's IT specialists: improving the nation's capacity to sift rapidly through incoming intelligence data, separating the signals from the noise, the wheat from the chaff.
In the United States, additional IT challenges present themselves. The computers in the seventeen intelligence agencies still need to be fully integrated, so collectors and analysts can communicate better with one another from agency to agency. Currently the connections are spotty. This data integration must also be carried down to the new intelligence “fusion centers” that have been developed for counterterrorism purposes at state and local levels, where officials stand on the front lines of counterterrorism and seek better intelligence from Washington. Further, as this organizational integration is pursued, steps must be taken to ensure that the channels of information-sharing are protected by firewalls that guard against cyber-intervention by hostile intelligence services. These are all tall orders for IT specialists, many of whom would rather make big money in Silicon Valley than work for government wages in Washington, DC.

Intelligence analysis
Analysis, the next phase, lies at the heart of the intelligence cycle: the task of bringing insight to the information that has been collected and processed. The method is straightforward enough: namely, hiring smart people to pore over all the information from open and secret sources, then present the findings to decision-makers in written reports and oral briefings. The Washington Post reported in 2010 that the Intelligence Community produces some 50,000 intelligence reports each year.52 If these reports and briefings are unable to provide reliable insights into the meaning of the information gathered from around the world, then each of the preceding steps in the intelligence cycle is for naught.
Here's the bad news: intelligence analysts will always be taken by surprise from time to time, a fate guaranteed by the twin dilemmas of incomplete information and the uncertain light of the future.53 Dean Rusk often advised DCIs during the Cold War that intelligence reports ought to start off with the honest caveat: “Damned if we know, but if you want our best guess, here it is.”54 Not all the news is bad, though. Western nations have taken long strides toward improving their intelligence capabilities against the enemies of democracy. The enormous amount of money spent on intelligence each year by the United States, for example, has allowed officials to deploy the largest and – at least in terms of spy machines – the most sophisticated espionage apparatus ever devised by humankind. This brings in a torrent of information, much of which improves the nation's safety.
Still, things go wrong. Perhaps nothing underscores this reality better than the surprise attacks of 9/11, followed by the intelligence misjudgment about WMD in Iraq. A look at the most prestigious intelligence products in the United States, the President's Daily Brief (PDB) and National Intelligence Estimates, illustrates the vulnerabilities of national security intelligence to human error.

The PDB    
From among the hundreds of classified reports prepared each year by the Intelligence Community, the PDB is the most prestigious document. Former DCI Tenet referred to the PDB as “our most important product”; and Thomas Kean, the Chair of the 9/11 Commission, dubbed it the “Holy Grail of the nation's secrets.”55
The PDB is distributed by CIA couriers each morning to the President and a few top cabinet officials and aides. The number of recipients has varied from administration to administration, rising to as many as fourteen in the Clinton Administration and as few as five in the Reagan Administration, six in the second Bush Administration, and eight in the Obama Administration. The document often sets the agenda for early morning discussions in high councils – a “catalyst for further action,” in the words of a NSC staff aide.56
The format of the PDB has varied over the years, though it has always had three core objectives: readability, logical reasoning, and fidelity to the Intelligence Community's sources. The document is normally fifteen to twenty pages long and printed in impressive four-color graphics, vividly displaying, say, global economic trends with multiple lines on a graph. The PDB – “the book,” as it is known inside the CIA – is designed to grab the attention of busy policymakers and provide them with “current intelligence” about events that have just transpired around the world over the previous twenty-four hours, commenting perhaps on the health of an aging foreign leader or the deployment of a new Chinese weapon system. The PDB's spiral-bound, glossy pages are attractive and easy to read. Further, the PDB focuses on topics known to be high on the President's agenda, rather than the daily smorgasbord offered readers by regular newspapers. The document attempts, as well, to integrate information gathered clandestinely from around the world by each of the secret agencies – the all-source fusion concept that permits “one-stop shopping” for information on global events.
The PDB comes with another important service unavailable to ordinary newspaper subscribers: follow-up oral briefings designed to answer specific questions posed by its VIP readership – six or sixty minutes of additional information, depending on the interest and patience of the policymaker. Here is a rare opportunity for a president or other official to talk back to their “newspaper” and actually get some immediate answers.57 During a typical year of the Clinton Administration, for example, forty-two follow-up oral briefings took place in the offices of PDB recipients; and the CIA sent an additional 426 memoranda to those readers who requested more detailed written responses to their queries. About 75 percent of these follow-ups occurred by the next working day.58 Thus, the PDB is more than a document; it is a process, allowing intelligence officers to interact with decision-makers and provide useful supportive information. As an NSC staffer noted during the Carter Administration, this interaction keeps “the CIA boys hopping, but, most importantly, it lets them know what is of interest at any given time to the President.”59
Presidents and some other subscribers in the small “witting circle” of PDB recipients have sometimes complained about the quality of the document. George W. Bush, for instance, received the PDB and oral briefings during his first presidential campaign in 2000, along with other leading candidates, a service provided by the CIA since 1952 to presidential contenders.60 He found them unhelpful and remarked: “Well, I assume I will start seeing the good stuff when I become President” – without realizing the Intelligence Community was already giving him its best material.61 Yet when George Tenet was the senior intelligence director on the NSC staff in the mid-1990s, he observed that the PDB was “for the most part, a high-quality product. There are days when it's not earth-shattering; there are days when it's really interesting.”62
The Aspin–Brown Commission's examination of whether the Chinese were selling M-11 missiles to Pakistan between 1989 and 1995 provides an example of the value added by the PDB. Reporting in public newspapers was filled with ambiguities about the alleged weapons sales.63 The spy agencies, however, possessed geoint and sigint that moved the case from one of speculation to a level of reasonably strong evidence that the Chinese were indeed providing Pakistan with missile components. The sighting of “cylindrical objects” at the Sargodha Missile Complex in Pakistan and “unidentified, suspicious cargo” being unloaded in the Karachi harbor provided useful humint clues. When coupled with telephone intercepts between Pakistani and Chinese officials, “cylindrical objects” being unloaded from Chinese ships in Karachi harbors, and photographs of missile launchers at Sargodha, the President had more information about the weapons controversy in the PDB than he could have found in the public newspapers.

The NIE    
While the PDB is an example of current intelligence, a National Intelligence Estimate (NIE) concentrates on longer-range reporting, based on research intelligence. An NIE offers an appraisal of a foreign country or international situation, reflecting the coordinated judgment of the entire Intelligence Community. “Estimates,” as NIEs are sometimes called (or “assessments” in Britain), are the outcome of an intricate gathering and evaluation of intelligence drawn from all IC sources, relying on each of the “ints.”64 They are not limited to the task of predicting specific events (which the PDB often attempts); indeed, their primary responsibility is to assist the President and other leaders by providing background research on foreign leaders, unfolding situations abroad, and the military and economic activities of other nations. Many NIEs set down on paper, and often rank, a range of possible outcomes related to developments inside a foreign nation or faction; or they will address the likely long-range pathway of a situation developing somewhere in the world that could threaten American interests or present an opportunity for the advancement of U.S. interests. An Agency official provides this definition of an Estimate: “a statement of what is going to happen in any country, in any area, in any given situation, and as far as possible into the future.”65

A Range of NIE Topics    
An Estimate sometimes begins with a formal request from a senior policymaker for an appraisal and prognosis of events and conditions in some part of the world. In an overwhelming majority of cases, however, the Intelligence Community itself generates NIE proposals – 75 percent in one recent year. In this manner, the Community attempts to “push” intelligence toward the consumer, rather than wait (perhaps endlessly) for it to be “pulled” by the consumer. The potential subjects for an Estimate cover a wide front, as shown by these examples from the Carter Administration:


	the balance of strategic nuclear forces between the United States and the Soviet Union;

	the conventional military balance in Europe;

	the prospects for improvement in relations between the Soviet Union and China;

	the outlook for cohesiveness within the Atlantic Alliance; and

	the significance of the developing world's international debt problems.66


Preparing Estimates    
In the preparation of an NIE, a panel of intelligence experts (known since 1980 as the National Intelligence Council or NIC – officially a part of the ODNI, but physically located at CIA Headquarters in Langley) initially examines the merits of each proposal in consultation with analysts throughout the Community, as well as with senior policy officials. If the decision is to move ahead, the NIC determines which segments of the IC can best contribute and then provides these agencies with an outline of objectives, asking them to respond with their facts and insights by a certain deadline. This outline is known as the Terms of Reference or TOR. A NIC document explains: “The TOR defines the key estimative questions, determines drafting responsibilities, and sets the drafting and publication schedule.”67
In response to the TOR, data and ideas pour back to the NIC from around the Community and are shaped into a draft NIE by one or more of the senior analysts who comprise the NIC, in continual dialogue with experts further down the chain of analysts. Since 1973, the senior analysts on the NIC have been known as National Intelligence Officers or NIOs. These men and women are expected to have “the best in professional training, the highest intellectual integrity, and a very large amount of worldly wisdom.”68 The ten to sixteen or so NIOs (the number varies from time to time) are considered the crème de la crème of intelligence analysts, drawn from throughout the Community as well as from academe and the think-tanks. A recent set of NIOs consisted of four career intelligence officers; five analysts from academe and think-tanks; three from the military; and one from the legislative staff on Capitol Hill. The NIC also consults regularly with some fifty individuals across the country who hold security clearances. For the dozen NIOs in the Clinton Administration, here is a listing of their “portfolios”: Africa; Near East and South Asia; East Asia; Russia and Eurasia; Economics and Global Issues; Science and Technology; Europe; Special Activities (a euphemism for covert action); General Purpose Forces; Strategic and Nuclear Programs; Latin America; and Warning. The NIOs work closely with the DNI's National Intelligence Managers to bring about the kind of synergy in the Intelligence Community that leads to the ultimate goal of “all-source fusion” – a blend of all the findings from the ints into comprehensive intelligence reports for decision-makers.
To improve the intelligence product, the secret agencies will sometimes (although too infrequently) reach outside their walls to solicit the views of private-sector experts in academe and the think-tanks. Perhaps the most well-known of the Intelligence Community's efforts to consult with outsiders for a critique of an NIE came in 1976, by way of a “Team A, Team B” review of an Estimate on Soviet military intentions and capabilities.69 The staff of the National Security Council selected the two teams. The CIA's own Soviet experts comprised Team A, and academics comprised Team B, led by Harvard University Russian historian Richard E. Pipes, known for his strongly hawkish views on the Soviet Union. Pipes and his panel were convinced the Agency had gone soft; its liberal “civilian” outlook, reinforced by naïve arms control experts in the scholarly community, had led to an NIE that downplayed the Soviet plan for world conquest. In the Team B view, the Soviets were subtly seeking – and could well achieve – a first-strike, war-winning strategy against the United States, rather than peaceful coexistence. Team B accused the CIA of miscalculating Soviet expenditures on weapons systems, thereby underestimating the formidable strength of the Red Army and its WMD. Team A, in turn, charged the Pipes panel with exaggerating the Soviet peril.
The upshot of this attempt at “competitive analysis” using outsider reviewers was that the CIA trimmed back on some of its more sanguine views about Moscow's intentions, adopting Soviet military production figures that were slightly more in line with the Team B projections. Nevertheless, a vast gulf between the two groups continued to exist on the subject of Soviet motivations: the more optimistic views of the Team A set against the pessimistic “hard-liners” like Pipes in Team B. The “debate” probably put a dent in the reputation of the Intelligence Community; the door had been opened to doubt about the wisdom of reliance on its internal judgments. Nonetheless, it was healthy for inside Agency analysts to have their views tested by outside experts, although the selection of an external review board known for a particular political stance – a hard-line anti-Soviet perspective – was less useful than would have been a reliance on more neutral authorities.
During the NIE drafting process, the NIO in charge will send the first draft back to each of the intelligence agencies working on the study and so begins the process of interagency editing, as specialists from throughout the Community hammer the final document into shape. An analyst recalls this editing process in painful terms: “It was like defending a Ph.D. dissertation, time after time after time.”70
The NIC makes the penultimate judgment on the appropriateness of the data and conclusions presented in each Estimate, then sends the document along to the National Intelligence Board for further review. The NIB is made up of the senior representatives of the Intelligence Community and is chaired by the DNI, who is also in charge of the NIC and has the last say on an Estimate before it is distributed to senior policymakers. In the past, intelligence directors have occasionally so disliked an Estimate produced by the intelligence bureaucracy that they have written one themselves on the topic in lieu of sending forward the NIC version. This practice is rare, however, and carries with it the danger of an Estimate becoming too personalized or even politicized.71 Sometimes, though, intelligence chiefs can be correct and the bureaucracy wrong, as when DCI John McCone rejected the conclusion of an Estimate that predicted the Soviets would be unlikely to place missiles in Cuba in the early 1960s. The best approach, however, is to rely on well-trained and experienced analysts; then, if the Intelligence Director (or some other high official in the IC) disagrees with them, he or she can forward a dissent to policymakers as an addendum to the official NIO version.
The bulk of the NIE drafting resides in the hands of junior analysts within the IC – specialists who study the daily cable traffic from the country (or other topic) in question. The NIOs are expected to keep in touch with the various intelligence agencies that have contributed to the Estimate. Obviously, the tenor of the language in an NIE is all-important, especially the confidence levels evinced in the document (high, medium, or low). The NIOs must be careful not to claim more than the evidence can support, especially in the NIE's executive summary (called “Key Judgments” or KJs) found at the beginning of the document. This may be the only portion of an Estimate read by a harried (or sometimes perhaps lazy) policy official and it needs to convey the shades of gray, and the caveats, that serve as an antidote to overly assertive and simplistic conclusions.

The Question of Dissent    
Especially tricky has been the question of how to represent dissenting views in an Estimate. The intelligence agencies sometimes have quite different perspectives on a world situation. Military intelligence organizations are notorious for their “worst-case” approach to estimating – a result, critics contend, of pressures on analysts applied by the Department of Defense and the military-industrial complex to justify larger military budgets by scaring the American people and their representatives in Congress with testimony about dire threats from abroad. Conversely, military intelligence officials often consider the CIA and INR as too “civilian” and unable to understand the true nature of foreign military threats.
The clash of differing views among intelligence agencies can be healthy, if driven by an objective weighing of facts rather than policy bias. Debate among analysts can provide policymakers with a range of views, instead of just the lowest common denominator. Sometimes Estimates are diluted to a tapioca consistency that robs policy officials of the nuances they need to understand. A NIC vice chair remembers that NIEs were “all too likely to produce a hedged and weasel-worded result.”72 Further, agency dissents have been relegated to obscure footnotes on occasion, if included at all. The best NIC managers have been careful to ensure that dissents are stated at some length in the text of the NIE, not hidden in a footnote – if only to avoid the resentment of dissenting agencies that have had their findings and judgments shunted aside. Some dissenting agencies insist that their contrary opinions be highlighted boldly in the text, often in a boxed format obvious to every reader, and placed as well in the KJ section of the document – a useful practice that encourages debate.

The Internal Liaison Challenge    
An additional responsibility of intelligence managers is to ensure that NIOs and other designated intelligence analysts maintain good liaison relationships with consumers. “The difficulty lies not only in predicting the future, in a world of many variables, incomplete data, and intentional deception,” writes an intelligence officer, “but in convincing policy makers that the prediction is valid.”73 Experience has shown that unless a policy-maker knows and feels personally comfortable with an NIO or other intelligence briefer, he or she is less likely to pay attention to an Estimate. Rapport between consumer and producer also provides analysts with a better understanding of the information needs of the policy departments, lowering the chances that intelligence reports will be irrelevant to current policy concerns and become merely “self-licking ice cream cones.”74 Too close a relationship, though, can undermine the objectivity of the intelligence process – the politicization danger.

The Timing and Frequency of NIES    
An NIE can be written quickly, in two to four weeks (or less than a day in emergencies); in two to six months during normal times; or as long as three years on a slow track. Historically, Estimates have taken 215 days on average to produce: about seven months. Those studies readied on a fast-track basis during a crisis have their own name: a special NIE or SNIE (pronounced “snee”). During the Suez Canal crisis of 1956, the Intelligence Community produced a SNIE on Soviet intentions within a few hours. Analysts hope, though, to have at least three months to produce a thorough Estimate.
From 1947 to 2005, the IC produced 1,307 NIEs, averaging twenty-three a year.75 The numbers have fluctuated over the years (see Figure 2.3), a reflection of the Intelligence Director's priorities and an administration's interest in receiving Estimates.76 Added into the mix are changing world circumstances that may or may not require the preparation of new NIEs. In times of war, for example, policymakers are likely to be focused on current intelligence that reports on immediate battlefield exigencies, with NIEs pushed to a back burner.
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NIE Hits and Misses    
The dean of CIA analysts, Sherman Kent, commented on the goal of in-depth analysis. “The guts of the matter,” he said, “is the synthesizing of the pieces and setting them forth in some meaningful pattern which everyone hopes is a close approximation of the truth.”77 Still, the end result remains something of a best guess, resulting from discussions among the top analysts in the Intelligence Community. As Kent once put it, “Estimating is what you do when you do not know.” One enters “into the world of speculating.”78 However shrewd the forecasts, they still remain hunches. It is better than blind luck, because the judgments are based on expert research and knowledge; but they are a far cry from certainty.
At times, NIEs have been as accurate as an expensive Swiss watch; on other occasions they have been wide of the mark. Examples of successful predictions include: the likely conduct of the Soviet Union in world affairs (Moscow would try to expand, but would avoid the risk of general war);79 the launching of the Soviet Sputnik in 1957; the Sino-Soviet split of 1962; the Chinese A-bomb test in 1964; the development of new Soviet weapon systems throughout the Cold War;80 developments in the Vietnam War (1966–75); the Arab–Israeli War of 1967; the India–Pakistan War of 1971; the Turkish invasion of Cyprus in 1974; the Chinese invasion of Vietnam in 1978; the mass exodus from Cuba in 1978; the Soviet invasion of Afghanistan in 1979; the sharp deterioration of the Soviet economy just before the end of the Cold War (1984–89); the investment strategies of the Organization of Petroleum Exporting Countries (OPEC) consistently over the years; the rise and fall of political leaders around the world, including the breakup of Yugoslavia in the 1990s; the threat of “aerial terrorism” in 1995, presaging the 9/11 attacks (but, unfortunately, without details); and forecasting the difficulties of a post-invasion Iraqi society in 2002.
Most of the Intelligence Community's major mistakes during the Cold War were about what the Kremlin intended, not what weapons systems the communist empire possessed. The ability to track the numbers and capabilities of Soviet weaponry was vital during the superpower confrontation, and remains so today with Russia. Arms negotiations with the Russians and others still depend on the ability of the intelligence agencies to detect any significant violation of arms accords – a process known as verification. “Trust but verify” was a famous arms control slogan of the Reagan Administration during the 1980s.
Examples on the debit side of analysis include: the failure to predict the outbreak of the Korean War in 1950 or the placement of Soviet offensive missiles in Cuba in 1962; the reporting – especially by U.S. Air Force Intelligence – of a (non-existent) bomber and missile gap between the Soviet Union and the United States in the 1950s and early 1960s; underestimating during the Vietnam War the supplies coming to the Viet Cong through Cambodia; underestimating the pace of the Soviet strategic weapons program; faulty forecasts about the Soviet invasions of Hungary in 1956 and Czechoslovakia in 1968, the Arab–Israeli war in 1973, and the fall of the Shah of Iran in 1979; and a lack of precise predictions about the collapse of the Soviet empire in 1989–91 – although the CIA tracked its economic decline and rising political turmoil more closely than critics concede.81 More recently, mistakes regarding supposed WMD in Iraq in 2002 arose as a result of limited humint in the country, poor vetting of the few humint sources that were available (Curve Ball, for instance), and an overreaction to earlier underestimating of Iraq's weapons prowess in 1990.82 Attacks by “lone wolf” terrorists have also taken the United States by surprise from time to time, as in San Bernardino, California (2015) and Orlando, Florida (2016).
In a nutshell, NIEs have been uneven in their capacity to provide officials with accurate forecasts about history's probable trajectory, especially when it comes to invaluable details. Long-range prognosticating is a skill that diminishes the farther one attempts to peer into the future. “The CIA Directorate of Science and Technology has not yet developed a crystal ball,” Senator Frank Church (D, Idaho) cautioned. “Though the CIA did give an exact warning of the date when Turkey would invade Cyprus [in 1974], such precision will be rare. Simply too many unpredictable factors enter into most situations. The intrinsic element of caprice in the affairs of men and nations is the hair shirt of the intelligence estimator.”83 When it comes to predictions, Betts stresses as well that “some incidence of failure [is] inevitable.” He urges a higher “tolerance for disaster.”84 The bottom line: information is usually scarce or ambiguous, and the situation in question may be fluid and changing. Former intelligence officer Arthur S. Hulnick advises that “policy makers may have to accept the fact that all intelligence estimators can really hope to do is to give them guidelines or scenarios to support policy discussion, and not the predictions they so badly want and expect from intelligence.”85
This realistic sense of limitations is unhappy news for presidents and cabinet secretaries who seek clear-cut answers, not hunches and hypotheses; but such is the reality of national security intelligence. It bears repeating, though, that having intelligence agencies closely examining world affairs is better than operating blindly. As a CIA analyst writes, “There is no substitute for the depth, imaginativeness, and ‘feel’ that experienced, first-rate analysts and estimators can bring to the often semi-unknowable questions handed them.”86
Even if NIEs are less than perfect instruments for forecasting future events, they have the virtue of gathering together in one place a dependable set of facts about a situation abroad. This frees up decision-makers to focus attention on sorting out the disagreements they might have over which policy options to choose. Former NSA Director William Odom states this case: “The estimate process has the healthy effect of making analysts communicate and share evidence. If the NIEs performed no other service, they would still be entirely worth the effort.”87 Almost fifty years ago, Kent noted, too, that “the intelligence estimate will have made its contribution in the way it promoted a more thorough and enlightened debate.…”88

The Iraqi NIE Controversy    
Caught up in the swiftly moving events that followed hard upon the 9/11 attacks in 2001, DCI Tenet never got around to ordering the preparation of an NIE on Al Qaeda or on suspected Iraqi WMD. Neither did the White House. Reportedly, advisers to President George W. Bush feared that a full-blown Estimate on the WMD question would reveal “disagreements over details in almost every aspect of the Administration's case against Iraq.”89
The lack of an NIE on Iraqi WMD at the very time the United States was engaged in an important internal debate over whether to launch a war against Saddam Hussein's regime was unfortunate. Rumors about WMD in Iraq were rife and inflamed by references to “mushroom clouds” appearing on American soil, expressed by President Bush and National Security Adviser Condoleezza Rice.90 Tenet has admitted his error: “An NIE on Iraq should have been initiated earlier, but at the time I didn't think one was necessary. I was wrong.”91
Senators Richard Durban (D, Illinois) and Carl Levin (D, Michigan), both members of the Senate Select Committee on Intelligence (SSCI), believed at the time that a NIE would be important in the debate over a possible war against Iraq. They insisted on a formal written assessment and persuaded SSCI Chairman Bob Graham (D, Florida) to send a letter on September 10, 2002, to Tenet requesting that an Estimate on Iraq be prepared as soon as possible.92
Tenet replied that he would be unable to produce the kind of comprehensive NIE on Iraq that Graham sought, because of other pressing intelligence duties. Nevertheless, he promised to furnish, as soon as possible, an Estimate on the subject of WMD in Iraq.93 The DCI ordered a “crash project” to meet SSCI's request. The ninety-page Estimate went to the Senate about three weeks after the request – too hastily prepared, in the view of critics. One reporter called it “the worst body of work in [the CIA's] long history.”94 The document arrived at SSCI's quarters in the Hart Office Building in early October and Tenet came to brief the Committee's members on its main points. In retrospect, Senator Graham feels that the DCI seemed to skate over dissenting views that downplayed the Iraqi threat.95
Senators Graham, Durbin, and Levin next sought to have the NIE declassified for public consumption, except for portions that might disclose sensitive sources and methods. They made the request on October 2, 2002, and two days later Tenet delivered an unclassified version of the longer document, this one twenty-five pages in length. The problem, from Graham's point of view, was that the new version “did not accurately represent the classified NIE we had received just days earlier.”96 Missing was the sense imparted in some passages of the longer, still-classified document that Saddam posed no immediate danger to the United States or his neighbors, if left alone. In Graham's opinion, Tenet had diluted the original document to keep in step with the opinion of the White House that Saddam was a great menace to the United States.97 Republican Senator Chuck Hagel (Nebraska) concluded that the condensed NIE was “doctored” to suit the political needs of the White House.98
The “Key Judgments” section of the original NIE was not released until July 16, 2003 (the invasion of Iraq began four months earlier, on March 19, 2003). Only on June 1, 2004 – almost a year into the war in Iraq – did Tenet provide a more complete, but still redacted, version of the KJ section. In a report released in July 2004, SSCI concluded that the NIE's Key Judgments were, for the most part, “either overstated, or were not supported by the underlying intelligence reporting.”99 Only much later, in 2007, in a memoir published as war in Iraq lingered on, did Tenet acknowledge that “we should have said, in effect, that the intelligence was not sufficient to prove beyond a reasonable doubt that Saddam had WMD.” The DCI said that he now believed “more accurate and nuanced findings would have made for a more vigorous debate – and would have served the country better.”100

Current versus Research Intelligence    
A vital question for any nation is how many resources should be devoted to the production of current intelligence, at the expense of preparing more deeply considered products of research intelligence like the NIE. In capitals around the world, most policy officials prefer to receive current rather than research intelligence. Indeed, policymakers in the United States recently rated NIEs eighth in value among the intelligence products they received.101 Former CIA senior analyst Mark M. Lowenthal writes that, recently, the Intelligence Community has “put its greatest emphasis on shorter, more current products,” a response to “a fairly consistent decline in policymaker interest in intelligence community products as they get longer and more removed from more current issues.”
The upshot is that about 80–90 percent of the analytic resources of the U.S. Intelligence Community is now dedicated to clarifying for policymakers what happened today and yesterday, and what is likely to happen tomorrow – the essence of “current intelligence.”102 According to Lowenthal, the Intelligence Community has “gotten out of the knowledge-building business. Now it is: current, current, current.”103 A former CIA deputy director for intelligence points out, however, that “a bunch of research intelligence is done, not necessarily estimative – just everything we know about subject X. Then someone says, ‘It's about time we do a formal Estimate.’”104

A Yardstick for Intelligence Reports    
Whatever the type (more current or more research oriented), all intelligence reports should attempt to honor the basic canons of professional analysis. Among the major hallmarks of an outstanding intelligence report, the first requirement is to get the facts right.

Accuracy    
In 1999, the American comedian Jay Leno quipped that “CIA” must stand for “Can't Identify Anything,” after the Intelligence Community forwarded to a NATO bomber pilot coordinates for an arms depot in Serbia that turned out in fact to be the Chinese embassy. (The wrong map was actually sent to NATO by the National Geospatial-Intelligence Agency, not the CIA.) Several Chinese were killed in this accidental bombing and many Chinese continue to think the bombing was done on purpose. Obviously, the intelligence agencies must provide accurate information – within limits; no sensible policymaker expects IC clairvoyance about future world events.

Timeliness    
Important, too, is the quality of timeliness. History runs on nimble feet, and if intelligence reports lag too far behind events, they are likely to be of little use to a decision-maker. The result may be the dreaded acronym “OBE” scrawled across an analytic report: “overtaken by events.”

Relevance    
Policymakers have no interest in receiving an intelligence report on local elections in Greenland when their in-box is filled with decisions that have to be made about events on the Horn of Africa. Sometimes intelligence analysts wish to write about their own interests or speciality – perhaps derived from their PhD dissertation topic, say, “Rural Politics in Outer Mongolia.” If analysts are out of tune with the consumers they serve when it comes to topical focus, they may as well go on a fishing trip; consumers will have no time for their reports. The best intelligence reports are tailored to address the most pressing problems in a decision-maker's in-box. This reality underscores the value of close – yet non-political – ties between intelligence producers and consumers, brought about by forward liaison teams and periodic meetings between the two groups.

Readability    
Considerable effort goes into making intelligence reports inviting to read: the four-color quality of the PDB, for instance, fully equipped with charts, graphs, and photographs – all on high-quality paper. It is not enough to write a solid intelligence assessment about some event or condition in the world; the report must be marketed as well, to catch the attention of busy policy officials. The language must be straightforward, too, even if the subject is economics and the temptation to use econometrics and jargon is great. Policymakers have a low tolerance for the obscure – and few of them have doctorates in economics.

Brevity    
Like many overworked government leaders, the great Secretary of State George Catlett Marshall placed a premium on succinct reporting. When George F. Kennan became the first director of the Policy Planning Staff in the State Department, he asked Marshall what his instructions were. “Avoid trivia,” the General replied. Prime Minister Winston S. Churchill of Great Britain felt the same way. In a compliment to one of his favorite policy advisers, Churchill referred to him as Lord Heart-of-the-Matter. Because of this emphasis on getting to the point quickly in our fast-paced society, praise descends upon those report writers and oral briefers who cut to the chase. It is also why the modern NIE will have to be trimmed down in length at least somewhat, although not to the degree of losing its in-depth research contribution to policy debates.

Imagination    
The best analysts attempt to think imaginatively about how an adversary might try to harm the United States. Would a terrorist organization resort to aerial terrorism against the skyscrapers of New York City – a question insufficiently pondered before the 9/11 attacks would ultimately provide a tragic answer. What targets are most vulnerable inside the United States today? What are the likely strategic objectives of China in the South China Sea, or Russia on their border with Eastern Europe? What are the odds that a missile might strike the United States without anyone in Washington knowing who fired it? How likely is it that a pandemic might sweep from China or Africa toward the United States? To what extent is environmental degradation dangerous to U.S. security interests?

Jointness    
The United States has seventeen intelligence agencies, plus a range of “ints,” for a reason: the world is large and several approaches to intelligence-gathering are necessary to ferret out the information Washington leaders desire. Yet a fragmented flow of information to decision councils from seventeen different “hoses” would be overwhelming and confusing. Instead, presidents and other leaders want “all-source fusion” – a thoughtful blending of all the int findings into comprehensive reports (“jointness,” in military intelligence jargon). This requires the sharing and integration of intelligence findings, which the Kean Commission inquiry found to be the weakest link in U.S. intelligence in the run-up to the 9/11 tragedy.

Objectivity    
Intelligence reports must be free of political considerations and attempts to please decision-makers – a cardinal requirement. The Nazi Foreign Minister Joachim von Ribbentrop issued orders to his ministry that reports in contradiction to the views of Der Führer would be ill-advised, hinting further that anyone guilty of this offense would face an unpleasant outcome.105 With these sorts of edicts traveling out from Berlin to the various bureaucratic entities of the Third Reich, the end result was predictable: Hitler and his retinue descended deeper and deeper into self-delusion, cut off from accurate intelligence about the progress of the war against Britain, Russia, and the United States. A strong sense of professional ethics keeps most intelligence officers in the democracies on the straight and narrow path of honest reporting. Occasionally, though, some individuals in the intelligence agencies have set aside this sense of ethics, as when DCI Allen Dulles failed to stand up to inflated DoD estimates on Soviet bomber production rates; or when DCI Richard Helms deleted a paragraph from an Estimate on Soviet missilery, under pressure from the Nixon Administration to paint a more frightening portrait of America's Cold War enemy.106 This “politicization” of intelligence is much more likely to come, though, from the consumer side of the intelligence equation, as the less scrupulous of America's policymakers cherry-pick intelligence reports and otherwise bend and twist the findings to suit their political agendas.

Specificity    
Finally, and most difficult of all, the best intelligence reports carry a sufficient degree of specificity to provide policymakers with an ability to take action. Intelligence officers are often able to monitor an increase in the flow of messages between members of an adversarial group or nation – say, the telephone conversations of ISIS lieutenants. This kind of “traffic analysis” that reveals an increase in enemy communications – more “chatter” – can be valuable to know, triggering a greater concentration of ints toward the target. Yet even more valuable would be a quick deciphering of the encoded messages and translation of them into English, which might point to an enemy's precise attack plans. In short, vague airport “orange alerts” about possible terrorist attacks provide little help; what is necessary are a terrorist organization's detailed and timely attack plans – actionable intelligence. The analyst must be explicit and honest about the limits of data in a report, conveying a sense of how confident he or she is about the findings.
This list of reporting attributes adds up to a lofty set of standards, on top of which comes the necessity of easy access to top policymakers. Given a lack of rapport at the level of intelligence dissemination, the intelligence will go unread or will fall on deaf ears. That is why the relationship between top intelligence managers – the DNI and the various agency directors – and senior policy officials is so important. DCI James Woolsey was rarely able to sit down with President Clinton and talk about intelligence findings; William Casey, despite his many deficiencies as DCI, enjoyed open access to President Reagan and, as a result, could return to Langley with full knowledge of the main foreign policy problems confronting the Administration – an indispensable ingredient for the achievement of relevant intelligence tasking. Often the Intelligence Community will fall short of these demanding standards, because of inadequate collection (during the war in Vietnam, for example, the CIA was never able to penetrate the North Vietnamese government with a spy107); the slow translation of foreign language and coded materials; flawed analyses; the political misuse of reports by policymakers; or a lack of access to the President and other top officials. Despite such challenges, the secret agencies must aim for the highest possible quality in intelligence reporting; policymakers must constantly resist the temptation to twist these reports for political purposes; and the producers and consumers of intelligence must develop bonds of trust in their common quest for better information to inform decisions.
As for NIEs, they often make a contribution in the mix of products for decision-makers, but improvements are necessary.108 Estimates have to be more nuanced, with dissents – sometimes known by analysts as “footnote wars” – boldly presented (“flagged” – including both within the body of the text and in the Key Judgments or “executive summary” portion of the report). Their production levels ought to rise as well (in one year under DCI George H. W. Bush, the community produced only five NIEs); they need to be shorter (thirty rather than one hundred pages long); and they should be completed in six months at the most – and much faster in emergencies. Moving the Office of the DNI to Langley would also make sense from the point-of-view of the NIE production process (and also the PDB). After all, the vast majority of the government's top strategic analysts are located in the CIA's Directorate of Analysis (DA) and the NIC, not in the Office of the DNI at Liberty Crossing, six miles away from Langley.

Co-Location    
Some reformers have long believed that analysis could be improved by having a closer relationship between operatives and analysts at the CIA. The operatives in the DO (formerly the NCA) enjoy “ground truth” about countries overseas, since that is where they serve under official or non-official cover. This gives them a certain inside knowledge, from café life to the nuances of local slang. The analysts are experts about foreign countries, too, and travel abroad, but for shorter periods of time. Their primary knowledge comes from study; they typically have a PhD that reflects their advanced book-learning and research on international affairs. Though quite different in their career paths and daily experiences, both groups can bring something to the table when a specific nation or region is the focus of U.S. attention. Yet traditionally operatives and analysts have been located in separate places at the CIA, behind doors with combination locks that bar any outsiders from entering. This can have unfortunate consequences.
For example, in the planning that went into the Bay of Pigs covert action in 1961, the DO operatives were enthusiastic and confident about the prospects of a relatively easy overthrow of Fidel Castro; the people of Cuba would supposedly rise up against the dictator once the Agency had landed its paramilitary force on the island beaches. In another part of the CIA, however, the analysts with expertise on Cuba understood that an uprising was highly unlikely; as they spelled out in a SNIE in December 1960, the people of Cuba adored their leader (Fidel Castro) and would fight a CIA invasion force door-to-door in Havana and across the island. The DO could have benefited significantly from rubbing shoulders with their colleagues in the DI (now called the DA); perhaps that interaction would have brought a stronger dose of realism to DO planning. Nor was President Kennedy made aware of the DI's views on the unlikely success of this scheme. The head of the Bay of Pigs planning, Richard Bissell, enthusiastic about the paramilitary operation and the advancement the successful overthrow of Castro might bring him personally in the CIA leadership hierarchy, had some corridor knowledge of the skeptical SNIE but elected never to bring it to the President's attention.109
Aware of this physical and cultural distance between the DO and the DI, John Deutch took steps as DCI in 1995 to improve the cooperation between the two at Langley by physically moving together elements of both Directorates. This experience in “co-location” has been uneven. Sometimes the two types of intelligence officers – the doers and the thinkers – have displayed personality clashes that get in the way of sharing information; still, on other occasions, the experiment has led successfully to the achievement of its goal: a blending of in-country experience with library learning to provide intelligence reports with more richly textured insights into world affairs. In 2009, the Director of the CIA, Leon Panetta, said that there would be “more co-location of analysts and operators at home and abroad” in the coming years, adding that greater fusion of the two groups “has been key to victories in counterterrorism and counterproliferation.”110 In 2010, he announced the formation of a CIA Counterproliferation Center to combat the global spread of WMD. In the Center, which would report to Panetta and further upward to the DNI's National Counterproliferation Center, operatives and analysts would work cheek-by-jowl in the spirit of “co-location.”111 Panetta's successor John Brennan, who assumed office in 2013, has pushed the CIA even further in the direction of co-location, with a major integration of operatives and researchers through the Agency's Headquarters Building at Langley.

Dissemination
Once prepared by analysts, intelligence reports are distributed to those who make decisions (and their top aides). This may seem easy enough, but even this phase of the intelligence cycle is rife with possibilities for error. For one thing, policy officials are often too busy to read documents provided to them by the IC. “I rarely have more than five minutes each day to read intelligence reports,” an Assistant Secretary of Defense (a former Rhodes scholar and Harvard University professor) told the Aspin–Brown Commission in 1995.112 That a nation may spend a king's ransom on the collection and analysis of national security intelligence, only to have the findings ignored by busy decision-makers, is a disquieting paradox. No wonder Betts concludes that “the typical problem at the highest levels of government is less often the misuse of intelligence than the non-use.”113 Misuse occurs as well, though – all too often, as when leaders cherry-pick the portions of a report they like and dismiss the rest.
Always of concern is the proper relationship between analysts and decision-makers. If a NIO becomes too cozy with those in power, the danger of politicization rises as the analyst may be tempted to bend intelligence in support of policy objectives – what is known as “intelligence to please.” Yet if the NIO is too detached and unaware of the policy issues faced by a decision-maker, an intelligence report risks being irrelevant. The skillful analyst will carefully navigate between this Scylla and Charybdis, developing rapport with policymakers to understand better their in-box pressures, while keeping a distance from the politics of an administration.
An important debate on this topic revolves around whether or not DNIs, D/CIAs, and other intelligence managers and analysts should enter into discussions with decision-makers about policy recommendations. Or should they maintain a strict no-cross zone between the presentation of facts – a universally acknowledged intelligence duty – and commenting on ideal policy directions. Richard Helms, DCI from 1966 to 1973, argued for neutrality; so did Sherman Kent, who thought a high wall should exist between intelligence and policy officers. As Helms put it:

My view was that the DCI should be the man who called things the way he saw them, the purpose of this being to give the president one man in his Administration who was not trying to formulate a policy, carry out a policy, or defend a policy. In other words, this was the man who attempted to keep the game honest. When you sit around the table and the Secretary of State is propounding this and defending this, and the Secretary of Defense is defending this and propounding that, the President has the right to hear somebody who says: “Now listen, this isn't my understanding of the facts” or “That isn't the way it worked.”114


Other intelligence officials, though, such as DCIs John A. McCone (1961–65) and William J. Casey (1981–87), have taken an active – often aggressive – role in debates over policy options.115 McCone even strongly recommended a military invasion of Cuba in 1962. Whatever one's philosophy on this subject of intelligence activism versus neutrality, it might be difficult in practical terms to stay apart from the policy fray as an intelligence officer. As a senior analyst has noted, “When it's 8:30 at night and the Undersecretary of State says, ‘What do you think I should do?’, you can't say at that point: ‘That's not my job, Mr. Secretary.’ You just can't do that.”116 One solution followed by DCI Woolsey was to stay out of policy debates until after the formal meeting was over and the room cleared; then, if asked, he offered President Bill Clinton his personal views at that time. The most important obligation of an analyst or an intelligence manager is to resist political pressures from those in high office to twist intelligence in a manner that suits an administration's policy preferences, at the expense of the actual meaning of an intelligence report. Here is the soul-destroying sin of politicized intelligence – the gravest hazard of the intelligence cycle.
With respect to the Iraqi WMD controversy in 2002, the DCI at the time, George Tenet, had an obligation to spell out for President George W. Bush the weaknesses in the intelligence reporting. While it is true that thirteen of the sixteen U.S. intelligence agencies at the time concluded that WMD probably did exist in Iraq, every analyst knew how soft the data were (as personified by Curve Ball's unsubstantiated speculations). Neither Tenet nor the 2002 NIE adequately communicated this softness to the President, however, or to Congress and the public. Had these weaknesses been highlighted, responsible officials could have argued for a delay in the invasion plans until firmer data were acquired. Intelligence reports, based on flimsy evidence, had helped pave the way to war – although the Bush Administration may well have taken up arms against Saddam Hussein regardless of intelligence findings, so intent were its leaders on regime change.
Weaknesses in the Iraqi WMD data were improperly dealt with in Great Britain as well. The Prime Minister's communications director gave to the British people the impression that Iraq had WMD that could strike the British Isles, even though MI6's intelligence report on this subject noted only that Iraq probably had tactical WMD that might well be used against a British and American invasion force on the battlefield in Iraq. Neither the Prime Minister nor the Director of MI6 ever corrected the distorted record presented by the political leaders in the British government, which helped turn British public opinion more toward a pro-invasion stance out of fear that Saddam Hussein harbored nuclear (and perhaps chemical and biological) weapons that could hit London and other targets in the United Kingdom.117

The ongoing quest for better collection and analysis
Despite the well-intended efforts of many intelligence officers and policymakers to make the intelligence cycle function smoothly, serious questions remain about the usefulness of the information provided by the Intelligence Community. Even with the staggering amount of money spent gathering and analyzing national security intelligence each year, many consumers find its products lacking. “We never used the CIA stuff,” recalls a former U.S. ambassador and assistant secretary of state. “It was irrelevant.”118 A survey of intelligence consumers conducted by the Senate Select Committee on Intelligence during the 1980s revealed widespread disdain toward the value of the Community's analytic work. Most widely reported was Senator Daniel Patrick Moynihan's sweeping indictment of the CIA for failing to predict the fall of the Soviet Union.119
In the months prior to the 9/11 attacks against the United States, the Agency and the FBI blundered repeatedly in their counter­terrorism activities, from failing to investigate suspicious behavior by foreigners in the United States seeking flight training for large commercial airliners to mix-ups in tracking known terrorists who entered the nation in early 2001 and would join other 9/11 hijackers.120 Then the intelligence mistakes multiplied in 2002 with the poor collection of information and faulty analysis related to suspected WMD in Iraq. Examples include gullibility over the trustworthiness of Curve Ball and other assets, as well as toward the pro-war lobbying in Washington of a self-serving Iraqi exile group; confusion over whether Saddam Hussein had purchased large amounts of yellow-cake uranium from Niger; facile conclusions reached about how Iraqi fire trucks spotted in the Iraqi desert indicated the presence of a biological weapons capability; how UAVs that the U.S. Air Force firmly believed were conventional surveillance aircraft were seen by others as carriers for WMD; speculation on the likely progress of an Iraqi WMD program based on extrapolation (and overestimation) to correct underestimating errors in 1990; taking at face value Saddam's blustering that he had WMD, rather than considering the possibility (which turned out to be true) that his rhetoric was a hollow attempt at a deterrence posture designed to frighten Iraq's archenemies in Tehran and keep them at arm's length. The list goes on.121
Yet, despite mistakes – and even an occasional scandal over the years (see Chapter 5) – the U.S. Intelligence Community has consistently provided valuable data and insights to policymakers about world affairs, from accurate specifications on Soviet and Chinese weaponry to advanced details on the negotiation positions of foreign diplomats. The Aspin–Brown Commission summarized some of the successes that had occurred just since the end of the Cold War in 1991:122


	discovering North Korea's nuclear weapons program;

	blocking the sale of radioactive materials to renegade nations;

	uncovering illegal WMD sales;

	supporting battlefield operations in the Middle East;

	backstopping many international negotiations with reliable information;

	helping to break up drug cartels, among them the Cali organization in Colombia;

	thwarting various terrorist activities, including the capture of Carlos the Jackal, as well as the ringleader of 1993 World Trade Center bombing and the leader of the Shining Path terrorist group in Peru;

	providing information that supported diplomatic peacekeeping initiatives around the world;

	disclosing and thus foiling assassination plots perpetrated by other countries overseas;

	revealing unfair global trade practices, thereby improving the chances of success for U.S. business enterprises in the developing world;

	pointing to countries that have violated trade sanctions, as well as alerting officials to approaching financial crises in foreign nations; and

	collecting information about human rights abuses around the world, as well as warning about ecological problems and humanitarian crises.

This is only a partial list from the years 1992–95; since then, America's intelligence agencies have recorded many additional successes, including capture or killing of a large number of Al Qaeda's leaders in Pakistan (Bin Laden among them) and ISIS members in Syria, Iraq, and Libya; the tracking and countering of other ISIS- and Al Qaeda-affiliated terrorist cells in such places as Somalia and Yemen; support for the wars in Iraq and Afghanistan; and surveillance assistance in the responses to a variety of natural disasters, not only abroad but (with special clearances from Congress and the White House) at home as well.
The United States and other democracies, as well as their adversaries, will continue to seek improvements in their knowledge of world events. On the collection side, this will mean spending more money on technical platforms and human agents to bring about greater transparency to the planet. On the analysis side, it will mean continuing to search for the brightest and most thoughtful citizens a government can find to work as analysts: smart, dedicated, patriotic individuals who can help decision-makers make better sense of history as it unfolds – especially those threats that could be dangerous for the democracies to overlook.
Vital for success will be cooperation among the intelligence services of the democracies through what is known as “foreign intelligence liaison” or “burden-sharing.” The world is too vast for any one democracy alone to monitor for threats and opportunities; they need cooperation from one another. Intelligence burden-sharing arrangements can be dicey, however, as the Curve Ball example underscores. Each of the democracies will have to be cautious about vetting information from one another. Moreover, as the relationship between the United States and Pakistan illustrates, nations can have mixed agendas. Pakistan has been helpful in some instances in providing intelligence to Washington about Al Qaeda and Taliban activities in the mountainous border between Pakistan and Afghanistan. Yet the Pakistani intelligence service, Inter-Services Intelligence or ISI, has also attempted to run double agents against the United States; and some ISI officers are known to have close friendships and ideological ties with the Taliban and perhaps Al Qaeda.123
Despite the need for caution, the United States and the other democracies have much to gain from sharing their intelligence findings. The common foes of terrorism, illegal drug dealing, and other forms of international crime, as well as the proliferation of WMD, should provide adequate incentives for the open societies to share their collection and analytic capabilities.
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4
Counterintelligence
The Hunt for Moles


In October and November 1969, the anti-war movement brought thousands of protesters to Washington, DC, in the largest mass demonstrations ever witnessed in the United States. Not only the draft-age youth of America, but the entire nation was obsessed with the war in Indochina. In turn, the Nixon Administration became obsessed with the rising tide of protests that ebbed and flowed along the Mall in Washington to within a stone's throw of the Oval Office. At one point, presidential aides encircled the White House grounds with DC Metro buses, as if the protesters were Apaches and the executive office buildings an imperiled wagon train in the western territories. As historian Theodore H. White recalled, “Perplexed by a street madness which seemed beyond the control of either his staff, his own efforts, or the FBI, [President Nixon] groped for solutions.”1
Following riots by youthful protesters in April 1969, the President ordered one of his closest advisers, John Ehrlichman, to prepare a report on possible Soviet involvement in the financing of the student protest movement. Just as with President Lyndon B. Johnson before him, President Nixon could not believe that he or his policies could be so unpopular; there had to be a sinister foreign hand involved behind the scenes, inciting college radicals to turn against their own country by paying them off perhaps or by brainwashing them – maybe both. Ehrlichman turned to the Intelligence Community for answers, but they rejected the hypothesis of foreign involvement. There was simply no evidence to support the allegation. These were “credit card revolutionaries,” as one intelligence officer put it, using their parents’ credit cards to travel around the country demonstrating against a war they found illegitimate and unworthy of U.S. involvement.2 Ehrlichman reported this conclusion to the President, but both men remained skeptical that the intelligence agencies had sufficiently probed the possibility that Soviet “active measures” might be the hidden hand behind the riots.
Two months later, in June 1969, Ehrlichman heard about a young White House aide on Pat Buchanan's speech-writing staff, a twenty-nine-year-old by the name of Tom Charles Huston. As an activist Republican and head of the Young Americans for Freedom (YAF, a right-leaning student association) while an undergraduate at Indiana University, Huston had gained first-hand experience in confronting anti-war campus protesters; he was articulate and impassioned about their lack of patriotism. He saw the protesters as unwashed, unruly, and disdainful of authority; they were, in his opinion, often bearded, shabbily dressed, and on the far left of the political spectrum, undermining the security of the United States by opposing the communist containment policy in Southeast Asia pursued by the Johnson and now the Nixon Administrations.
After college, Huston had joined the Army as an intelligence officer and was assigned to the Pentagon. During off-hours, he engaged in volunteer work for the Nixon presidential campaign. A bright, hard-working individual, he soon attracted attention among Nixon's senior assistants and, when his military tour came to an end, he had a job waiting for him in Buchanan's shop. Huston made clear to his new boss his deep-seated disdain for the tatterdemalion demonstrators marching through the streets of America. When Buchanan heard about the failure of the Intelligence Community to uncover a connection between the protesters and the Soviet Union, he shared the President's disbelief and suggested to Ehrlichman that Huston conduct a study of his own on behalf of the White House. After all, Huston wasn't much older than most of the protesters, had witnessed their tactics close-up at Indiana University, and knew more about radical (“New Left”) student politics than anyone else in the White House. Buchanan informed Ehrlichman that his young aide shared the President's suspicions about Soviet ties to America's domestic unrest.
Ehrlichman called Huston into his West Wing office and, in the name of the President, charged him with the task of preparing a thorough report on the possibility of Soviet involvement in the funding of the anti-war movement in the United States. A brief pep talk in the Oval Office from the President followed. The young Indianan, slightly built with a finely boned face, spectacles, prematurely thinning hair, and little experience in Washington, suddenly found himself in a commanding position to carry on his opposition to the hippies who (he was convinced) were undermining American society. With a sense of zeal, he set out for the office of William C. Sullivan, the assistant director for domestic intelligence at the FBI – the number three official in the Bureau beneath the legendary J. Edgar Hoover and his deputy. Sullivan was the government's top counterintelligence officer, responsible for discovering and thwarting threats to the Republic from home-grown subversives, as well as from hostile intelligence services operating inside the United States – especially the Soviet KGB. His office was the place to begin in Huston's effort to stop KGB support for American student anti-war protests and protect the White House.
Huston informed Sullivan about his orders from Nixon and Ehrlichman. The President wanted to know everything about the anti-war movement, “especially,” Sullivan remembers the youthful White House aide emphasizing, “all information possible relating to foreign influences and the financing of the New Left.” Sullivan replied to Huston that the White House would have to put this request in writing to the redoubtable Mr. Hoover. At the time, the FBI Director was in his twilight years at the Bureau, past the official retirement age, and increasingly uneasy about any controversy that might strip him of his beloved position as head of the Bureau. Huston returned to his White House office and wrote a letter that informed the FBI Director – the nation's self-anointed foremost authority on the Red Menace – that U.S. intelligence about the influence of communists on the anti-war movement was “inadequate.” The President wanted to know what intelligence gaps existed on this subject, as well as what steps could be taken to provide the maximum possible intelligence coverage of the street radicals who were tearing the nation apart. Huston sent a similar message to the leaders of the CIA (DCI Richard Helms), the NSA (Admiral Noel Gayler), and the DIA (General Donald Bennett) – all with a June 31 deadline for a written response back to the White House.
When the responses came back to Huston, among them was an argument from Sullivan that the FBI would need increased sigint authority to obtain the information the President wanted. Sullivan stressed that “increasingly closer links between [domestic radicals] and foreign communists in the future” remained a real danger.3 The White House found the responses from the intelligence chieftains still lacking, however, in the search for a clear confirmation of its suspected link between Soviet intelligence and the hippie demonstrators.
Huston persevered. In the coming months, he developed a close working relationship with Sullivan, a man his father's age. Together, they worked out a plan to convince Hoover and the other leaders of America's secret agencies to lower the legal barriers that barred intelligence collection against domestic protesters inside the United States. A year after he began this quest, Huston finally managed in June 1970 to arrange an Oval Office meeting between the President and the four intelligence leaders. Based on briefing notes provided to him by Huston, President Nixon told Helms, Hoover, Gayler, and Bennett that the demonstrators were “reaching out for the support – ideological and otherwise – of foreign powers,” and that the radicals were trying to “destroy their country.” He ordered the group to “insure that the fullest possible inter-agency cooperation is being realized and that all our resources are being utilized to gather the types of information which will enable us to halt the spread of this terrorism before it gets completely out of hand.”4
Twenty days later, on July 25, 1970, following a series of intense work sessions with their top aides, the intelligence chiefs met again, this time in Hoover's office at FBI Headquarters in downtown Washington. They had gathered to sign the top secret (since declassified) forty-three-page “Special Report” that became known in the White House as the Huston Plan. The report provided a list of existing restraints on collection that the President should lift, thus enabling the Intelligence Community to spy on the war dissenters (see the examples in Figure 4.1). In a shocking episode in the annals of American intelligence history, each of the intelligence leaders signed the document that authorized hitherto illegal operations inside the United States. Huston and his mentor, William Sullivan, had achieved their goal of enlisting America's secret services in the internal domestic struggle against the anti-war protesters.

[image: c4-fig-0001]Figure 4.1 Key recommendations in the Huston Plan, 1970
As historian White has observed, the methods proposed in the Huston Plan reached “all the way to every mailbox, every college campus, every telephone, every home” in America.5 A memorandum accompanying the Huston Plan, addressed to the President and written by Huston, raised – and quickly dismissed – questions about the legality of two collection techniques in particular: covert mail cover and surreptitious entry. “Covert [mail] coverage is illegal, and there are serious risks involved,” he wrote. “However, the advantages to be derived from its use outweigh the risks.”6 As for surreptitious entries – break-ins, or “second-story jobs” in FBI lingo – Huston advised: “Use of this technique is clearly illegal: it amounts to burglary. It is also highly risky and could result in great embarrassment if exposed. However, it is also the most fruitful tool and can produce the type of intelligence which cannot be obtained in any other fashion.”7 With the provisions of this top secret document, the young White House aide was asking nothing less than for the President to sanction lawlessness inside the United States by the Intelligence Community – or, at any rate, four of its top agencies: the CIA, FBI, NSA, and DIA. The agencies themselves had worked with Huston to craft rationales for the use of these illegal operations. On July 14, President Nixon signed his approval of the recommendations. Chillingly, the Huston Plan was now secret presidential policy.
The plan, however, proved short-lived. The Attorney General, John Mitchell, learned of the President's authorization for the collection procedures and urged Nixon to reconsider, on grounds that the “risk of public disclosure…was greater than the possible benefits to be derived.”8 Hoover, too, began to have second thoughts. His feelings of job insecurity were magnified by the possibility that the Huston Plan might be publicly disclosed. He might be fired if any of these machinations leaked to the media. Hoover withdrew his support only days after signing off on the scheme, at which point the Huston Plan collapsed and the President rescinded his initial approval. The broad attack on American civil liberties aimed at the anti-war movement, whose members (except for a few criminal elements in the Weather and Black Panther factions) were simply exercising their First Amendment rights to protest a government decision, had been stopped short.
Or so it seemed. Five years later, the Church Committee would discover that the intelligence agencies had been involved in improper domestic spying both before the Huston Plan and after its rescission, all in the name of counterintelligence – protecting the nation against hostile (and, it turned out, virtually non-existent) Soviet influences among America's youth.9 In 1975, the Church Committee called Huston as its chief witness for public hearings into the startling domestic spy caper. Five years after the fact, he expressed remorse for his role in the drafting of the plan that bore his name:

The risk was that you would get people who would be susceptible to political considerations as opposed to national security considerations. Or would construe political considerations to be national security considerations, to move from the kid with the bomb to the kid with a picket sign, and from the kid with the picket sign to the kid with the bumper sticker of the opposing candidate. And you just keep going down the line.10


The case provides an important, indeed fundamental, lesson in counterintelligence: however vital this intelligence mission is – and there should be no doubt that the democracies have genuine enemies who must be identified and thwarted by a well-trained counterintelligence corps – one has to be on guard constantly against the use of this tradecraft to spy against the very law-abiding citizens whom the secret agencies have been established to shield in the first place. Sound security measures against genuine threats at home and abroad, yes; turning the democracies into Orwellian “Counterintelligence States,” like North Korea, no.

The proper focus of counterintelligence as an intelligence mission
In the United States, an executive order offers this definition of counterintelligence (CI):

Counterintelligence means information gathered and activities conducted to identify, deceive, exploit, disrupt or protect against espionage, other intelligence activities, sabotage or assassination conducted for or on behalf of foreign powers, organizations or persons or their agents, or international terrorist organizations or activities.11


Stated simply, the task of CI is to thwart hostile acts perpetrated against one's nation by foreign intelligence agencies, terrorist factions, and internal subversives.

Ambush at the agency
The dangers to the free societies from hostile regimes and terrorists are palpable – everything from attacking computers in the democracies (an electronic Pearl Harbor, as some specialists envision a massive, modern-day cyberattack) to murdering their citizens. Consider, for example, one dreadful January morning in 1993. At 8:00 a.m. on a work day, a long line of CIA employees queued up in their automobiles at a traffic signal on Dolly Madison Highway, preparing to make a left turn into the main entrance of the Agency's 213-acre, forested compound at Langley. Just another ordinary morning for commuters – until suddenly a strange noise became audible to those waiting at the stop light. Perhaps a fender bender had occurred somewhere in the queue. But the noise grew louder and sounded more like firecrackers popping. Then the source of the noise became all too clear.
Carrying an AK-47, a dark-haired man of stocky, medium build, dressed in brown, his face stone cold, his eyes unblinking, had walked up to the first of the idling cars, a Volkswagen, and fired into the open window, striking the driver in the back as he leaned away from the barrel. The assailant then started to trot toward the next car, and the next, spraying bullets into the windows at close range – some seventy rounds in all. As witnesses recall, glass shattered, car horns blared, and people screamed or prayed that the weapon would run out of ammunition.12 The murderer, a Pakistani national by the name of Mir Aimal Kansi, raced back to the first car and finished off the driver as the wife of the dying CIA officer opened the door on the passenger side and ducked for cover. Kansi then ran to his brown station wagon parked nearby and sped away from the scene. Two Agency employees slumped against their steering wheels, blood seeping from bullet holes in their bodies. Down the line of cars, others moaned in the agony of their wounds.
Kansi escaped back to Pakistan, flying out of the United States that same day. His expired passport went unnoticed by airport security. It took four-and-a-half years for the CIA and the FBI to track him down at a small village in his homeland, but he was captured and returned to the United States for a trial. A day after his conviction in 1997, four American oil executives were killed in Karachi, Pakistan, in apparent retaliation. In 2002, Kansi was put to death by lethal injection at the Greensville Correctional Center in Jarratt, Virginia. Hours before, he said that he had carried out his attack to protest U.S. policies toward Muslim countries.

The Oklahoma City bombing
On April 19, 1995 – one of the most calamitous days in the nation's history – the United States suffered a different kind of assault, one that proved even more lethal. That morning in Oklahoma City, a rental truck sat parked at a curb downtown, near the entrance to the Alfred P. Murrah Federal Building. In the truck's storage space, a homemade bomb composed of fifty-five-gallon drums suddenly erupted in a powerful blast, fueled by a mixture of ammonium nitrate and nitromethane. The date marked the second anniversary of a fatal assault by the FBI on the Branch Davidian sect near Waco, Texas, which resulted in the death of seventy-six people – a symbol for some “patriot” groups of the growing danger posed by the federal government in Washington.
The Oklahoma City explosion, triggered by an alienated young military veteran, Timothy McVeigh, who seethed with anti-government rage, was the worst terrorist attack in the United States since a bomb exploded in front of the Morgan Bank on Wall Street, September 16, 1920, killing thirty-eight men and women.13 In a letter written shortly before the bombing of the Murrah Building, McVeigh said that he had shifted from being an “intellectual” in the anti-government movement to being an “animal” determined to shed blood in honor of his cause.14 The bombing left 168 people dead, including 19 children, and injured more than 500 other individuals.15 Careless in his plans for escape (his car license plate was out of date, for instance), McVeigh was quickly captured as he fled Oklahoma City. Conviction and a death sentence soon followed.
One of the many questions raised by the Oklahoma City bombing was the extent to which the FBI had succeeded in placing counterintelligence informants inside patriot groups of the kind to which McVeigh had belonged. A well-placed informant – a “mole,” in counterintelligence spytalk – could have warned the Bureau of the planned attack.16

Treason inside the CIA and the FBI
Sometimes America's counterintelligence failures result not in the death of U.S. citizens at home, but in the targeting of its agents and operations abroad. The cases of Aldrich “Rick” Hazen Ames of the CIA and Robert Hanssen of the FBI, who began their spying for the Soviet Union at about the same time in 1984, are prime illustrations.17 Ames was a senior counterintelligence officer within the Agency who had responsibilities for the Soviet Union. From that perch, he knew the identities of most CIA assets in the USSR and had knowledge of the Agency's collection activities, covert actions, and counterintelligence operations aimed at this most important of all the West's Cold War targets. A senior CIA counterintelligence officer, Paul J. Redmond, who helped uncover Ames's treachery, told the Aspin–Brown Commission in 1995 that the traitor had essentially ruined the CIA's ability to spy against the Soviets during the final years of the Cold War.18
Ames had engaged in espionage for the Soviets and then the Russians from 1984 to 1994, when his deceit was finally uncovered. Clues to his treasonous behavior had been there all along: questionable responses to the periodic polygraph tests given to all Agency employees (although he was given a pass by the examiners anyway); the absence of a mortgage on his $540,000 home in Arlington, Virginia; the purchase of a pricey new Jaguar automobile; expensive cosmetic dental work; a new wardrobe; increased foreign travel – all on a $70,000-a-year government salary. Yet Ames was hardly the only person at Langley to have a fancy house and car; the Agency has a number of well-to-do officers, individuals of independent wealth drawn through a sense of patriotism or a quest for adventure to a life of sleuthing on behalf of the United States.
Ames, though, stood out in other ways as well. The “corridor file” (rumors at Agency Headquarters) about him had been negative long before his misdeeds were uncovered. He was widely known as a drunkard. This fact, plus the surplus of money in his pockets significantly over a bureaucrat's salary, raised questions among some colleagues. When they inquired about the new Jag and the fancy home, however, Ames brushed them off with stories of his Colombian wife (who was his partner in espionage), who, he claimed, had recently inherited money from her family. Moreover, since Ames's father had been a well-regarded DO officer for decades (which provided the son with a halo effect), and because drunkenness was hardly page-one news at Langley, his colleagues accepted the explanations and moved on.
For Ames, the motivation for treason had been chiefly financial; an earlier divorce settlement had drained his bank account. Moreover, the challenge of evading detection became something of a fascinating game for him. The money wasn't bad: the Soviets and, after the Cold War, the Russians paid him more than $4.6 million for his handiwork. Redmond, the CI investigator, provided the Aspin–Brown commissioners with details about the painstaking detective work that finally exposed the Soviet mole (“walking back the cat,” in counterintelligence terminology). It was an example of the CIA and the FBI effectively working together, which is not always the case. The damage assessment of Ames's spying revealed substantial setbacks for the United States. His sale of secrets to the KGB and its successor, the SVR, had led to the murder of at least ten Agency assets operating inside the government in Moscow. Further, the SVR's counterintelligence unit succeeded in rolling up more than 200 Agency intelligence operations against the Kremlin, based in part on Ames's tipoffs.
No one in Washington knew at the time that while the Aspin–Brown Commission was investigating the Ames case, his foul work was being complemented by another major Soviet asset inside the U.S. government: FBI agent Robert Hanssen, who had been working off and on for the KGB and the SVR throughout the previous two decades. Not until 2001 was the Bureau able to track down this Russian mole – thanks to a CIA agent inside the SVR who helped tag Hanssen and Ames (neither of whom knew about this particular Agency asset in Moscow). With a job high up in the FBI's Soviet counterintelligence division, Hanssen – like Ames – was well placed to inform the Kremlin about U.S. espionage activities against the Soviet Union and, subsequently, Russia. He reinforced many of the secrets that Ames had provided to his spymasters in Moscow; together, Hanssen and Ames managed to finger almost all of the CIA and FBI assets working against the Soviet and Russian targets. In addition, Hanssen told the SVR precisely where the Bureau had planted listening devices within the new Russian embassy (on Wisconsin Avenue in Georgetown) as it was being constructed; and he revealed to his handlers top secret information about exactly how American officials planned to continue emergency governance if a nuclear war broke out with Russia, as well as key information about U.S. underwater sigint capabilities for tracking enemy submarines.19
In Hanssen's case, the motivation for treason was less financial than had been the case with Ames, although Hanssen did request some payment in gems that were valued at $1.4 million (about a fourth of the payoff to Ames). Hanssen lavished these profits on a friend, an attractive stripper in DC, whom he had met at a bar. Professing to be a deeply religious Catholic, he spent little of these ill-gotten gains on himself and seemed primarily interested in a game of counterintelligence cat-and-mouse (could he evade his FBI and CIA counterintelligence colleagues?), as well as attempting to “save” his new-found barroom friend from her wayward life.
Sloppy tradecraft on both their parts, coupled with clues from the CIA's mole in Moscow, eventually gave Ames and Hanssen away, and now they are serving life sentences in U.S. federal penitentiaries.

The 9/11 attacks
The greatest counterintelligence failure in American history, though, came within the domain of counterterrorism – namely, the inability to stop Al Qaeda terrorists from striking the U.S. homeland on September 11, 2001. Certainly opportunities presented themselves for blocking the attacks. As early as 1995, the CIA's Counterterrorism Center (CTC) warned the White House and other government officials that “aerial terrorism” could strike inside the United States, with terrorists hijacking commercial aircraft and flying them into skyscrapers20 – precisely what happened that heart-wrenching September morning. Recall from Chapter 2, though, that missing in this warning were any specifics about when and where such an event might occur – that is, actionable intelligence. Moreover, the warning about this danger was inserted into a list of many other threats, including chemical or biological attacks against urban areas by terrorists piloting crop-duster airplanes with anthrax or disease agents in their spray tanks; the contamination of U.S. water supplies with toxins; and the bombing of America's nuclear reactors.
The litany of dangers seemed to have the effect of paralyzing officials, preventing them from doing anything about any of the unsettling possibilities – although one would have thought the Clinton Administration would at least have shared this warning with the Department of Transportation (responsible for airport security) and the American Pilots Association. Another obstacle to action was no doubt the costs involved for defending against the eventuality of aerial terrorism, such as strengthening airport security, sealing cockpit doors, and hiring sky marshals – although each of these measures summed to a minuscule expense compared to dealing with the loss of life and the aftermath of the 9/11 attacks. Wishful thinking that aerial terrorism would never happen inside the United States trumped the political risks of advocating the spending of finite resources on events that might never take place. So did the press of daily events and the numbing effect that accompanied the thought of a wide range of other possible attacks – all expensive to deter.
The nation's experience with the devastation of Hurricane Katrina in 2005 points to a comparable scenario. If the political leaders and citizens of New Orleans had been willing to pay the billions of dollars necessary to strengthen the surrounding levees to withstand a Level 5 hurricane, the people of that great city would have been spared the catastrophic flooding that occurred, along with the immense costs and tragic deaths that came with the crisis. Both the 9/11 attacks and the Katrina event point to a vexing public policy challenge: what should political leaders do when it comes to high-cost, low-probability contingencies?
With respect to the 9/11 attacks, better surveillance in California against two of the nineteen terrorists who hijacked the airplanes might have unraveled the plot as well. Instead, both the CIA and the FBI fumbled this assignment and worked together with all the good will and camaraderie of Kilkenny cats. The Bureau's headquarters personnel failed, as well, to respond to alerts from their own agents that suspicious flight-training activity was taking place in Phoenix, Arizona, and Minneapolis, Minnesota. In the context of the aerial terrorism report on 1995, these agent field reports should have set off multiple alarms at the J. Edgar Hoover FBI Building in downtown Washington – especially the case of the suspicious figure in Minneapolis, Zacarias Moussaoui, who had known connections to terrorists abroad.21 Further, on the Hill, lawmakers on SSCI and HPSCI sat on their hands from 1995 to 2001, holding few hearings on terrorism, counterintelligence, or CIA–FBI surveillance cooperation.
Then, when, in January 2001, the Clinton Administration's chief of counterterrorism, Richard A. Clarke, warned the new National Security Adviser of the Bush Administration, Condoleezza Rice, that the NSC should act immediately to guard against an Al Qaeda attack aimed at the United States, it took Rice until September 4, 2001, to convene the first Council meeting of principals on this topic.22 The counterintelligence errors seemed to metastasize like a terrible cancer in the decade preceding the attacks. Above all, the U.S. intelligence agencies lacked a mole inside the Al Qaeda organization, or even much historical understanding among its analysts of this terrorist organization.

A parade of traitors
While these cases are the most well known of the major counterintelligence and counterterrorism setbacks for the United States in recent years, they are hardly the only ones. Even during World War II, the United States was dealing with Soviet moles in the Manhattan Project. As Haynes, Klehr, and Vassiliev report, a British scientist by the name of Klaus Fuchs, affiliated with the Manhattan Project, worked secretly for the Soviets and managed to steal enough secrets about the construction of nuclear weaponry to save the Kremlin years of delay and millions of rubles in acquiring the atomic bomb – which it managed to do much more quickly than anticipated by the CIA.23 The Soviets had other atomic spies, including David Greenglass, Russell McNutt, and Ethel Rosenberg – all part of the Julius Rosenberg spy ring. In the collection discipline of signals intelligence, the Soviets also recruited William Weisband, a sigint officer who informed the Soviets about America's ability to eavesdrop on their military communications (the Venona program). According to Haynes and his co-authors, the KGB was successful in suborning the influential left-leaning journalist I.F. Stone, too; and, according to most experts (although not all), Soviet military intelligence – the GRU – most likely recruited the senior State Department official Alger Hiss as a well-placed agent.
From the end of World War II through the 1950s, Haynes, Klehr, and Vassiliev calculate that the Soviets were able to entice some 500 Americans to spy on their behalf – chiefly private-sector engineers, not government officials. Many of these “spies” caused little damage to U.S. security and probably fooled their Kremlin handlers into thinking they were more valuable than they really were (a chronic problem for those in the business of recruiting agents for counterintelligence or intelligence collection). Clearly, though, a few individuals – like Fuchs and Weisband – were significant Soviet penetrations.
In another example of successful spying by the Soviet Union against the United States later in the Cold War, the Walker family pedaled U.S. Navy communications intelligence to Moscow during the 1960s. Among the items sold by the Walkers to the KGB was top-secret information about the U.S. Intelligence Community's underwater listening grid in the Atlantic Ocean that was able to track the movement of Soviet submarines. The Walkers also provided their handlers in Moscow with data on the firing codes for U.S. submarine-launched ballistic missiles (SLBMs), which in time of war would have given the Kremlin an opportunity to neutralize this important sea leg of America's nuclear deterrence. Had war erupted between the superpowers, the espionage carried out by the Walker family would have had much greater consequences than even the documents turned over to Moscow by Ames and Hanssen. In 1985, Barbara Walker, divorced and vengeful after being denied alimony payments, finally blew the whistle to the FBI on her former husband John, the leader of the spy ring.
The types of people who turn against their own country, and their motives, have varied over the years.24 Some of the more prominent additional examples of betrayal by American intelligence officers and outside contractors include the following:


	Jack E. Dunlap worked at the NSA in the 1960s and spied for the Soviet Union, turning over to Moscow reams of useful sigint data.25

	Clyde Conrad, a U.S. Army non-commissioned officer, gave the KGB (via Czech and Hungarian “cut-out” – or intermediary – agents) information from 1975 to 1985 about Army operational plans and communications procedures, if war were to break out between the United States and the Soviet Union on the battlefields of Western Europe.26

	William Kampiles, a first-year CIA officer, sold the Soviets a manual on U.S. surveillance satellites for a pittance in 1977, hoping evidently – with wild reasoning (or simply a dumb excuse) – that the Agency would then use him as a double agent once he had developed his Soviet contacts.27

	William Bell, who worked for a defense contractor, tried to sell data on sensitive technologies to a Polish intelligence officer in 1981 and, instead, found himself in FBI handcuffs.

	Edward Lee Howard of the CIA signed up with the KGB in 1983 (a year before Ames) to sell secrets about the Agency's Moscow operations, then escaped to the Soviet Union when the FBI attempted to nab him.28

	Jonathan Jay Pollard and his wife, uncovered in 1985, gave U.S. Navy intelligence data to the Israeli government, because of their attraction to Zionism (although they didn't turn down the $30,000 yearly stipend they were provided by Israel for their ongoing kindnesses).29

	Ron Pelton, an NSA intelligence officer, gave highly classified sigint documents to the Soviets from 1980 to 1985, when he was finally arrested.

	Thomas Patrick Cavanagh, a scientist with a defense contractor, offered the Soviets information on advanced U.S. radar capabilities and was grabbed immediately by the FBI in 1985.

	James Hall III, an Army communications specialist, sold secrets to the KGB about U.S. sigint operations in Eastern Europe, until apprehended by counterintelligence investigators in 1988.

	A guard at the American embassy in Moscow, Corporal Clayton J. Lonetree (the first and only Marine ever convicted of espionage), was caught in a sexual entrapment – a “honey trap,” in Soviet lingo – arranged by the KGB, which provided him and a few of his fellow guards access to beautiful Russian women (“swallows”) in exchange for secret documents from the embassy's vaults, a relationship the guilt-ridden Lonetree finally confessed to in 1986.

	Harold J. Nicolson, the highest ranking CIA officer ever to be charged with treason, was busy spying for the Russians at the same time as Ames, Howard, and Hanssen, until he was caught in 1996 – thanks in part to the new, post-Ames procedures that required intelligence officers to disclose information to their supervisors at Langley about their personal finances.30

	Earl Pitts, an FBI agent spying for the Russians, was detected in 1997.

	Robert C. Kim pled guilty to spying on behalf of South Korea in 1997.31

	Brian P. Regan, an Air Force master sergeant assigned as an analyst to the NRO, attempted to sell surveillance satellite data to the Iraqis, Libyans, and Chinese, but was discovered and sentenced to life in prison in 2003.

	A spate of American citizens of Chinese birth have either spied or offered to spy for China, including Larry Wu-tai Chin, a “sleeper agent” at the CIA – a mole-in-waiting, biding his time before he began to steal secrets for China (and who, like Ames, passed his polygraph tests) – caught in 1985; and Dongfan (Greg) Chung and Chi Mak, both California engineers working for defense contractors. Chung was arrested in 1979, and Mak in 2005.

Several of these traitors, along with a number of other minor miscreants, were discovered during the 1980s, and that is why this period is often referred to as “The Decade of the Spy.” A high point in the number of captured moles in the United States during that decade was 1985, remembered by experts as “The Year of the Spy.”
This rogues gallery sums to a depressing list of counterintelligence setbacks, leading a former CIA counterintelligence officer to concede that “the overall record of United States counterintelligence at catching spies is not good.”32 America, however, has hardly been alone in CI setbacks. Though of small comfort, Great Britain, France, and Germany suffered Soviet penetrations at even higher levels of government than occurred during the Cold War in Washington. Of greater succor perhaps is the fact that the West had its share of penetration successes against the Soviet empire.33 Moreover, it should be underscored that these American traitors account for only a tiny fraction from among the millions of federal employees who have held sensitive positions in government over the years and have honored the public trust placed in them.

The motivations for treason
A central counterintelligence question is: why do citizens betray their country? Journalist Scott Shane has noted that the mnemonic MICE – for money, ideology, compromise (that is, being blackmailed after one is caught in a compromising circumstance), and ego (an “I can beat the system” mentality, exhibited by Ames and Hanssen, among others) – sums up the standard answers from experts. He suggests that this rule of thumb should be updated with a new mnemonic: MINCES, adding to the mix that a deep-seated sense among some immigrants of a continuing devotion to their place of birth (“N” for nationalism) can lead them to spy for the “old country,” plus “S” for the lure of sex.34 For political scientists Stan Taylor and Daniel Snow, the reasons for treason by Americans during the Cold War can be broken down into several categories.35 Greed (money) tops their list at 53.4 percent, followed by ideology at 23.7 percent. Much further down this hierarchy of motivations is ingratiation (5.8 percent), that is, efforts to fulfill a friendship or love obligation, impress a superior, or seduce a sexual partner; and disgruntlement (2.9 percent) – typically on-the-job anger over failure to advance in one's career. A final “other” category accounted for 12.2 percent and includes individuals who fantasized about possible James Bond escapades that might come from flirting with the KGB/SVR or some other foreign intelligence service (the “E” or ego group in MICE).
The capture of several American citizens of Chinese heritage acting for Beijing as moles points to a change in motivations for treason in the United States, at least as discerned in a study authored by Katherine L. Herbig, a Defense Department contractor.36 Ideological causes were the driving influence for most traitors in the 1940s and during the early stages of the Cold War, according to her analysis. For example, with astounding naïveté about the intent of Joseph Stalin, Klaus Fuchs thought the Soviets would be able to advance world peace more effectively if the U.S.S.R. could match the United States in atomic weaponry. After the atomic spy cases of the 1940s and 1950s, though, Herbig (like Taylor and Snow) discovered that greed began to dominate the explanations for treachery until the end of the Cold War. In more recent years, she (like journalist Scott Shane) detects a trend toward naturalized Americans spying for their previous place of citizenship (China or South Korea, for example) out of a sense of devotion to their heritage. Many of these individuals have proclaimed loyalty to America, but to their nation of heritage as well – a duality that is obviously unacceptable when it leads to the unauthorized disclosure of sensitive national security information from the vaults of spy agencies in the United States.

Catching spies
Catching spies is not easy. Even super sleuth James Angleton, Chief of CIA Counterintelligence from 1954 to 1974, was taken in by the Soviets in at least one significant instance.37 A British MI6 liaison officer, Harold A. R. “Kim” Philby, befriended him in Washington while stationed there in the 1960s. The two met frequently for George­town lunches and other social events, and often compared notes on their counterintelligence experiences in battling the Soviet Union. Both were well educated (Yale and Harvard for Angleton, Cambridge for Philby), cultured and debonair, and seasoned CI specialists. Yet, all along, Philby was a Soviet mole, working with a number of other well-placed British intelligence officers who had been students with him at university (the so-called “Cambridge Spy Ring”) and elected to spy against their own country. When investigators came close to uncovering his true loyalties, Philby fled to Moscow. Angleton had already begun to have suspicions about his British lunch-mate and was starting his own inquiries; nonetheless, his long ties with the MI6 officer were clearly an embarrassment to the Agency's CI Chief when Philby's true allegiances became known.38
Thereafter, Angleton turned even more paranoid, a natural occupational hazard for all counterintelligence officers. He redoubled his mole-hunting efforts inside the CIA, perhaps to compensate for his humiliation over the Philby surprise. Critics claimed that Angleton began to point the finger of guilt indiscriminately at colleagues, claiming they were possible Soviet agents without sufficient evidence to substantiate his charges – a form of McCarthyism inside the CIA. Critics complained, as well, that he had been far too passive in his attempts to penetrate governments in the Warsaw Pact (the Soviet satellites in Eastern Europe), since he believed such operations were futile as a result of probable existing penetrations within the CIA by KGB agents, who would immediately tip off the Kremlin.39
Angleton supporters retorted that he was just doing his job as a determined and indefatigable counterintelligence professional, one who would have caught Ames had he been CI Chief during the Decade of the Spy. Moreover, they argue, Angleton was hardly passive – indeed, he was the most energetic CI Chief the Agency has ever had, even running penetration and disinformation operations out of the CI Staff offices in the DO that sometimes looked more like covert action than counterintelligence, all with little supervision from the seventh floor at Langley. In one widely reported example, Angleton is said to have doctored the famous “secret speech” delivered by Nikita Khrushchev following the death of Joseph Stalin. By adding deceptive paragraphs to the document and circulating it in Eastern Europe, Angleton apparently hoped to stimulate uprisings against the Soviet regime by painting an even more venal portrait of the Stalinist era than did the unadulterated speech itself.40
A British journalist has captured part of the reason for the controversy over Angleton's tenure as CI Chief at Langley. Counterintelligence is “a murky world,” he writes, “full of risks, dangers, personal jealousies and never-ceasing suspicions that the man in the office next to yours may be a Soviet agent. It is a situation that creates paranoia, corroding men's characters.”41 Adds political scientist Jervis: “There is no easy answer to the question of how much paranoia is enough.”42
In 1974, as the accusations about Angleton's excesses swirled in the hallways at Langley, DCI William Colby fired him as CI Chief. The ostensible grounds were that he had too much control over the Agency's relations with Israeli intelligence, but the real reason was the rising number of complaints about his overzealous activities as CI Chief. Some even leveled the farfetched allegation that Angleton was himself a Soviet mole. Others, recklessly, thought that of Colby. No wonder Angleton often referred to counterintelligence as a “wilderness of mirrors.”43 It was hard to know in this surreal realm who was telling the truth and who was lying.
A seasoned CI officer has written: “Except temporarily in the aftermath of spy scandals and major operational failures, the CIA historically has put less emphasis on CI.”44 The judgment of a presidential commission was more blunt in 2005: “U.S. counterintelligence efforts have remained fractured, myopic, and only marginally effective.”45 Just as with the other intelligence missions, America's counterspy operations are far too decentralized (“stovepiped”) and lacking in cohesive leadership. At least, though, the 2004 Intelligence Reform and Terrorism Prevention Act created a National Counterterrorism Center, with reporting lines to both the White House and the ODNI. The NCTC has helped to coordinate America's CT efforts against ISIS and other terrorist factions, although most observers view the Center as only partially successful in its attempts to bring “all-source fusion” into the counterintelligence domain.
In 1995, a senior Agency CI officer warned the Aspin–Brown Commission that “we're never going to stop people from ‘volunteering’ [that is, spying for the enemy]. We just have to learn how to catch them earlier, and to encourage people to report on those engaged in suspicious activities.”46 Catching spies relies on good CI tradecraft – the methods of mole-hunting.

CI tradecraft: security and counterespionage
Counterintelligence tradecraft consists of two complementary halves: security and counterespionage (CE). The former is the passive or defensive side of counterintelligence, while the latter is the offensive or aggressive side.

Security
In Renaissance Venice, a method of security used by the all-mighty Council of Ten was the Lions’ Mouths. Marble lions were placed throughout the city with their mouths agape, so “Venetians could inform the Council anonymously of their suspicions of their neighbors” by simply stuffing a hand-written note into the mouth of the beast to finger the threat to society.47 There were no public trials and no appeals. A favorite punishment was to bury the accused upside-down in the Piazzetta, legs protruding. Happily, those days are passed – although ISIS has its own medieval forms of counterintelligence. In 2016, when one of its senior leaders was killed by a U.S. drone strike in northern Syria, the ISIS counterintelligence unit conducted a witch hunt in an attempt to find informants within the ranks of the terrorist organization. The possession of a mobile phone or an Internet connection could be enough to have a suspected Western spy beheaded, burned alive, or lowered into a vat of acid.
In the more humane democratic societies, counterintelligence relies instead on the maintenance of good security at an intelligence agency, which entails putting in place static defenses against hostile operations aimed at one's country. Such defenses include the screening and clearance of personnel, along with the establishment of programs to safeguard sensitive information, such as extensive investigations into the backgrounds of job candidates.
Other security checks come into play. Polygraph examinations are administered to all new recruits at the CIA, for example, and periodically for those intelligence officers who are already employed. The polygraph is hardly foolproof, though, as the Ames example illustrates. Even before the Ames era, several traitors at the NSA underwent periodic polygraph tests, but their spying for the Soviet Union never came to light.48 The unreliability of the polygraph can sometimes ruin the reputations of individuals who are innocent but who react poorly when wired up to the machine. In the words of a three-time COS officer at Langley, “[The polygraph] has done great harm to our personnel system and agent base.”49 On occasion, however, lie-detector tests can disclose genuinely suspicious behavior. For example, one prospective Agency employee blurted out during a polygraph “flutter” (CIA slang for the test) that he had murdered his wife and buried her in the backyard – a guaranteed disqualification for a security clearance. On the whole, however, polygraph tests should be weighed with some degree of skepticism. Additional security measures include electric fences; armed guards accompanied by dogs; Jersey barriers, razor wire, and bollards; locks on vaults and doors; ID badges; education sessions on how to maintain security; a close accounting of sensitive documents by way of sign-in and sign-out systems; computer, email, fax, and telephone monitoring by internal security officers; a censorship of materials written by intelligence officers for public consumption; camouflage; and the use of encoded messages.
Security concerns extend overseas, too. Embassies must protect their personnel and classified documents, for instance. Further, U.S. intelligence officers often find themselves in hostile regions of the world. In 1983, a hashish-drugged terrorist drove a truck filled with explosives into the entrance of the American embassy in Beirut, killing hundreds of Marines and several intelligence officers. In 2000, Al Qaeda terrorists in Yemen attacked the Navy destroyer USS Cole moored in the harbor of the capital city, Aden. Seventeen American sailors died in the suicide bombing. In 2009, a double agent – a Jordanian physician by the name of Humam Khali Abu-Mulal al-Balawi, pretending to work for the CIA against Al Qaeda – detonated a bomb concealed beneath a suicide vest while standing near a cluster of Agency officers, gathered to meet with him for a strategy session in Khost, Afghanistan. Among the CIA officers who perished was the COS for Afghanistan, Jennifer Matthews. In each of these instances, tighter security could have prevented the tragedies. For example, at a minimum, prior to the Khost attack, al-Balawi's bona fides should have been more completely vetted by counterintelligence specialists, and he should have been thoroughly searched (as a matter of routine) before the meeting took place.50

The Cyber Dimension of Security    
Also vulnerable to hostile assault in recent years are computer systems in democratic regimes, doubly so since the 9/11 attacks and ensuing efforts by the United States and others to share information more effectively via computers that connect their intelligence services and, to some extent, foreign intelligence liaison computers. In the United States, attempts are underway to link up the computers of the seventeen major intelligence agencies, as well as the computers used by state and local counterterrorism authorities. While this improved sharing is vital, it creates a counterintelligence nightmare, with the possibility of a future Ames or Hanssen not only stealing from their own corners of the Intelligence Community but having access to the full IC computer system. “Even as we've greatly expanded information sharing since 9/11,” warns a U.S. counterterrorism official, “you still have to think about security and the sensitivity of certain data.”51 Experts in the intelligence agencies and outside IT consultants are laboring intensively to establish reliable firewalls to prevent an all-source Ames from happening. Soon after the end of the Cold War, a senior CIA/CI manager referred to this problem as the No. 1 challenge facing counterintelligence officers; and DNI James Clapper has often referred to cybersecurity as America's foremost intelligence challenge.52
As important as cybersecurity is, the efforts by the United States to organize its defenses (and offenses) in this domain remain in a preliminary state. Confusion about lines of authority and responsibility is rampant within a collection of government cyber entities characterized more by their fragmentation than by their unified efforts to protect America against hackers and even more aggressive cyberattacks. Every security agency has its own cyber capacity without sufficient integration with one another – the old “stovepipe” problem in a new setting. Progress is being made on the defensive side of the cyber equation, as stronger firewalls are erected and important steps are taken against future “inside threats” similar to the theft by government contractor and whistle-blower, Edward J. Snowden, of highly classified documents in 2013; but much more thought must go into the offensive side, especially related to the feasibility and the ethics of U.S. cyberattacks as an evolving form of covert action-electronic sabotage.
Additional aspects of computer counterintelligence are the issues of cyber-espionage and cyber-warfare. Cyber-espionage involves attempts to steal U.S. national security or commercial information from the Internet carried out by foreign governments (notoriously, Russian intelligence, as well as China's Ministry of State Security and its Peoples Liberation Army); terrorist organizations (ISIS has exhibited remarkable computer skills in its dissemination of propaganda and the recruitment of young would-be jihadists); and mischievous teenage hackers. Cyber-warfare goes a step further and seeks to disrupt or destroy computer networks – a form of cyber covert action. Corporate, stock exchange, and government computers, airport control towers, and subways, as well as American power grids, are among the potential targets for those engaged in cyber-espionage or cyber-warfare. Experts have warned, for example, that China “is in full economic attack” when it comes to cyber-espionage, although the evidence is virtually non-existent – so far – that Beijing has turned to cyber-warfare against the United States. Indeed, China is a country so heavily invested in Wall Street that it would, in a sense, be equivalent to attacking itself.
Clearly, though, China has mounted a full-court press when it comes to cyber-espionage operations, with its top U.S. targets being commercial companies (in search of technical secrets) and the military (weapons blueprints). In addition, China seeks through cyber-operations to retaliate against individuals or groups in the United States who may be placing anti-Chinese commentary on the Internet. The Chinese also manufacture and market computers for worldwide sales, and they often leave in these products a “back door” for electronic access by the government in Beijing – a practice periodically adopted as well by other nations selling computers in the world marketplace.
Despite the logic that China, Russia, and the United States would be better off improving their political and trade relations rather than spying on one another, 160 espionage agents working for China were uncovered in the United States between 1985 and 2016, as well as 161 deployed by Russia during this same period. Economic espionage cases under FBI investigation shot up 53 percent from 2014 to 2015. The targets of these foreign spies have included such companies as U.S. Steel, Alcoa, General Electric, and Westinghouse Electric, among others. The cyber-spies relentlessly search for data on such matters as the construction blueprints for U.S. fighter jet engines and drones. Chinese hacking into the personnel files held by the Office of Personnel Management in Washington, DC captured for Beijing records on 22 million U.S. government workers – valuable information for Chinese counterintelligence officers seeking to spot and recruit agents in America. In one ray of good news on the CI front, Reuters reported in 2016 that Chinese cyber-espionage had fallen by 90 percent in the wake of negotiations between Washington and Beijing over improved trade relations.53
Counterintelligence problems have arisen, too, because of the emphasis in the post-9/11 world on sharing data from agency to agency, including better cooperation between the intelligence agencies and law enforcement officials. Often, though, the two groups – spies and cops – fail to see eye-to-eye. Spy-catchers want to secretly follow suspected foreign agents to find out who else belongs in their ring, what their objectives are, and how they operate; in contrast, law enforcement officials tend to think more in terms of immediate arrests and convictions.
In 2010, law enforcement officials in Washington revealed the presence of a Russian spy ring in the United States and arrested its known members, who were deported back to their homeland (where they were greeted as heroes). Counterintelligence officials at the CIA would have much preferred to continue watching their activities for a period of time to learn more about the ring's objectives; but in this case they agreed with FBI law enforcement officials about the need to arrest these agents, because they feared that Russian intelligence officials were about to close in on an Agency mole in their midst – a “Colonel Shcherbakov” – who had tipped off the CIA about the activities of the Russian network within the United States. The Colonel and his family needed to be exfiltrated and absorbed into American society with new identities before they were captured and the Colonel executed. Despite this congruence of policy among U.S. cops and spies in this instance, much tension and only limited cooperation between the two groups remain the rule.54

Counterespionage
The identification of specific adversaries and the development of detailed knowledge about the operations they are planning, or already conducting, are the starting points for successful counter­espionage (CE), which Redmond defines as “the detection and neutralization of human spies.”55 Personnel engaged in CE attempt to block these operations by infiltrating the hostile service or terrorist faction with a mole of their own, an operation known as a penetration, and (alternatively or jointly) by using sundry forms of manipulation to mislead the adversary.

The Penetration    
The penetration operation transcends all other counterintelligence tradecraft in its potential value.56 Since the primary goal of CI is to contain the intelligence services and saboteurs of the enemy, it is desirable to know the enemy's intentions and capabilities in advance; the best way to achieve this objective is through a highly placed infiltrator – a mole – inside the adversary's intelligence service or government, or inside a terrorist cell. In the words of John A. McCone, a DCI from the Kennedy era: “Experience has shown penetration to be the most effective response to Soviet and Bloc [intelligence] services.”57 More recently, DNI Dennis C. Blair observed in 2009 that “the primary way” the Intelligence Community determines which terrorist organizations pose a direct threat to the nation is “to penetrate them and learn whether they're talking about making attacks against the United States.”58 Furthermore, a well-placed mole may be better able than anyone else to determine whether one's own service has been infiltrated by an outsider. Recall, too, that Ames and Hanssen may have escaped detection far longer if the CIA had not had the benefit of an asset inside the Kremlin, unbeknownst to the two traitors, who helped pinpoint their identities.

The Agent-in-Place    
The methods used for infiltrating an opposition's intelligence service take several forms. Usually the most effective and desirable penetration is the recruitment of an agent-in-place, sometimes called a defector-in-place. He or she is already in the employment of an enemy intelligence service or a terrorist organization and, therefore, close to the documents the United States would like to steal.

The Double Agent    
The double agent is another standard method of infiltration, whereby an individual pretends to spy for the intelligence service of his or her own country, but in fact is working all along for the adversary. This approach is costly and time-consuming (some genuine documents need to be given to the agent for passage to the adversary, as a means for supporting his or her bona fides), as well as risky because the loyalty of the agent is often ambiguous and double-crosses are commonplace. Is the double agent really working for the United States or still for the other side? Or perhaps playing both sides for twice the profit? Further complicating matters in the double-agent business is the fact that they can become triple agents. Welcome to Angleton's dizzying maze of mirrors.

The Defector    
Almost as good as the agent-in-place, and less troublesome to manage than the double agent, is the defector who can bring with him or her a deep knowledge of an enemy's intelligence service or the internal operations of a terrorist group. An agent-in-place is ultimately preferable to the defector, though, because of the former's continuing access to useful information from inside the enemy's camp about the latest plans and capabilities; however, quite often, the agent-in-place is reluctant to stay in place too long, for fear of being caught. This is especially true in nations like Iran and North Korea. or the ISIS terrorist group, where security in each case is sophisticated and the execution of traitors is swift and often brutal. At some point, most agents-in-place plead for exfiltration, as their nightmares increase about the cold barrel of a pistol pressed against the back of their skull by a local counterintelligence officer or, in the case of ISIS, the awaiting vat of acid.
At times in the United States, the avowed credentials of a defector have remained in dispute for years – sometimes forever – and from time to time this has poisoned relations between the CIA and the FBI. During the 1960s, for example, a disagreement over whether a Soviet defector was genuine or a “false defector” led to the exchange of sharp rebukes between counterintelligence officers in the two agencies. Even DCI Richard Helms and FBI Director J. Edgar Hoover refused to talk to one another for many months as a result of the bad feelings that arose between their organizations. Four decades later, DCI George Tenet referred to poor CIA–FBI relations as the most serious weakness in the U.S. counterintelligence shield in the lead-up to the 9/11 attacks.59
Many of the best assets acquired by the United States, such as Oleg Penkovsky, have been agents-in-place; others have been genuine defectors who initially contacted a U.S. embassy overseas as “walk-ins.” They either literally walk into the embassy and volunteer as spies, or perhaps toss classified documents over an embassy wall to make contact (as did Penkovsky, though as an agent-in-place, not a defector). Then, if the CIA accepts their candidacies as spies for America (recall how Penkovsky was rejected at first by the Americans, but not the British), they may be relocated to the United States for debriefing and a new identity, if a defector, or remain inside their original espionage organizations as agents-in-place (the Penkovsky model – which he eventually regretted, no doubt, when he was discovered and executed by the KGB).
Soon after the assassination of President Kennedy, the CIA granted asylum to a Soviet defector by the name of Yuri Nosenko, who offered a central message in his debriefings once inside the United States: the Soviets had nothing to do with the assassination of the President – even though the accused murderer, Lee Harvey Oswald, had temporarily defected to the USSR before the assassination. After an extensive questioning of Nosenko, the FBI concluded that his story was true and signed off on his bona fides; however, James Angleton, the Agency's CI Chief, refused to side with the Bureau's judgment after extensive interrogation sessions with Nosenko at the Agency's training facility in rural Virginia (conducted by the Agency's Office of Security, not Angleton – although he was kept closely informed). The Office of Security held Nosenko for 1,277 days at the facility, in Spartan conditions. Eventually, most of the Intelligence Community – including most of his Agency interrogators – accepted Nosenko as a dependable ally in the struggle against the Soviet Union. He resettled in the Washington, DC area and served as a CIA consultant. Angleton never believed in him, though, or in his core message.

Deception and Disinformation    
Another CE method is to give the enemy a false impression about something, causing him to take actions contrary to his own best interests. As Jervis observes: “Counterintelligence and deception are closely intertwined. Most obviously, the state must fear that the other side is using its agents to convey a false picture. The other side of this coin is that the state can use the other's intelligence service in order to propagate its own deceptions.”60 More mirrors with multiple images and reflections.
Fooling the Germans into believing that D-Day landings would occur in the Pas de Calais, rather than at Normandy, is a classic example of a successful joint American and British deception operation during a turning point of the Second World War. Jervis emphasizes the potential importance of this deception: “Had [Hitler] known that the landings were coming at Normandy or had he released his reserve divisions as soon as the Allied troops hit the beaches, he could have pushed the invaders into the sea.”61

Surreptitious Surveillance and Provocations    
Counterespionage practitioners are expert as well in tracking suspected moles through the use of audio, mail, physical, and “optical” (photographic, imint, or geoint) surveillance techniques. In 1975, a local terrorist group known as September 17th gunned down a CIA chief of station in Athens, Greece. When his body was flown home for burial at Arlington National Cemetery, Eastern European “diplomats” (actually counterintelligence officers) slipped into the throng of media attending the service and began taking pictures of CIA officers in attendance, as well as recording their automobile license plate numbers.
Since the focus of offensive counterintelligence is the disruption of the enemy service, provocation operations can be an important element of counterespionage. Here the objective is to harass an adversary, perhaps by suppressing or jamming broadcasts emitting from enemy radio and television stations, or by interrupting social media communications. Other methods involve the public disclosure of the names of an enemy's agents or by sending a trouble-making false defector – a “dangle” – into an adversary's midst, someone who is in reality an agent provocateur on a short-term mission to sow confusion and dissension, then escape. Some counterintelligence specialists thought this was exactly the mission of SVR Colonel Vitaliy Sergeyevich Yurchenko, who “defected” to the United States in 1995, only three months later to spring from his table while at a Georgetown restaurant with his CIA handler and race up Wisconsin Avenue to the Russian embassy, where he re-defected (as do about half of all defectors). Postmortems on this case remain torn over whether Yurchenko was a dangle all along, or if he became fearful that Russian intelligence officers would harm his family in Russia and thus decided to return home and cooperate with authorities. The fact that Yurchenko was never killed, or even imprisoned, by the Russians lends credence to the hypothesis that he was a false defector engaged in finding out what he could about Agency CI methods (although while in the hands of the CIA he did give up some useful information about Russian spy operations against the United States).
Another case involving a defector, this time from Iran, which was reported in the New York Times in August 2016, demonstrates what often happens to defectors who change their minds and return to their homes. In 2009, the CIA recruited a young Iranian nuclear scientist by the name of Shahram Amiri to spy as an agent-in-place on his country's burgeoning WMD program and especially its efforts to build an atomic bomb. When Agency officials grew concerned that Iranian intelligence was on to Amiri, they relocated him in Tucson (and gave him a $5 million bonus). But from the start, Amiri found himself missing his son, who had remained in Iran with the scientist's estranged wife, to such an extent that he took the risky step of returning to Tehran (despite CIA warnings to him of the danger). Once back in Tehran in 2010, he told Iranian counterintelligence officials that he had refused to cooperate in any meaningful way with the Americans and wanted to resume life with his son in Iran. A different outcome awaited Amiri than that enjoyed by Yurchenko. In 2015, a spokesman for Iran's Justice Ministry announced in Tehran that, after spending five years in prison for espionage, Amiri had been hanged “for revealing the country's top secrets to the enemy.”

Renditions and Interrogations    
Perhaps the most controversial forms of counterintelligence tradecraft since the Huston Plan have been the use of extraordinary renditions and harsh interrogations by the CIA. During the Administration of President George W. Bush, it came to light that the Agency had rendered (kidnaped) suspected terrorists in Europe and flown them in CIA aircraft to places – Cairo was a favorite or the Agency's own secret prisons (“black sites”) in Central Europe and elsewhere – where they could be interrogated, and sometimes tortured, in an attempt to learn more about the activities of Al Qaeda. These renditions were ordered by the Bush Administration and loose guidelines from the Justice Department led to excesses.62 By allowing detainees to be taken to another country that had no concerns about the niceties of U.S. constitutional protections, government officials somehow deluded themselves into believing that the United States had thereby evaded responsibility for any unethical activities that might occur during the interrogations. After all, it was not the Agency itself applying electrodes to the bodies of the victims. Sometimes mistaken identities led to the rendering of the wrong individuals; other times, victims told their tormentors whatever they thought they wanted to hear – anything to stop the pain – then they later recanted.
In 2003, for instance, the CIA captured Khalid Sheikh Mohammed (given the acronym KSM for short by Agency handlers) in Pakistan. He was the suspected, and later confirmed, mastermind of the 9/11 attacks against the Pentagon and the World Trade Center. When KSM was captured, the media speculated that he might be mistreated, even tortured, by his Agency interrogators. Officials at Langley responded that no brutal force would be used, not least because psychological pressure was considered more effective than physical pain. He might be subjected to sleep deprivation, perhaps; but, if he cooperated, he would be given rewards: good food, cigarettes, books, rest, a television set. Agency officials conceded, though, that the captured terrorist might be forced to sit or stand in stressful positions for hours at a time – but there would be no stretching on the rack. Only subsequently did it become known that KSM was waterboarded more than 130 times, a form of torture that simulates drowning.
Another top Al Qaeda operative, also captured in Pakistan, Abu Zubaydah, was on painkillers because of a pistol shot to the groin. Until he began to cooperate, interrogators held back his full medication. The report on torture issued by SSCI's Democratic staff in 2015 indicates, further, that Al Qaeda members were chained, naked and hooded, to the ceiling of interrogation rooms; routinely kicked to keep them awake; and shackled so tightly that blood flow to their limbs was halted. Most alarming are charges that two prisoners identified as Al Qaeda members were killed during interrogations at a U.S. military base in Afghanistan, beaten to death with blunt instruments.63 It remains a matter of dispute as to whether such methods produced valuable intelligence gains (most experts say no), but one conclusion is widely accepted: in the court of world opinion, the use of torture has harmed American's reputation for fair play and ethical behavior – a significant attribute in the global contest for the allegiance of other nations and their citizens.64
The line between acceptable and abject CI interrogation techniques was poorly defined during the second Bush Administration and, in light of the barbaric 9/11 attacks, this line was likely smudged further by interrogators angry about 9/11 and anxious about the possibility of sudden new strikes against the United States. Intelligence had to be extracted quickly from the subject, according to this “ticking time-bomb” scenario. In the wake of the terrorist attacks against the United States, Cofer Black, the head of the CIA's Counterterrorism Center (CTC), declared: “There was a before 9/11 and there was an after 9/11. After 9/11, the gloves came off.”65 Yet when the gloves come off, all too often the Constitution is thrown out of the window.

Secrecy and the state
Among the responsibilities of counterintelligence officers is the protection of state secrets from leaks, either intentional or inadvertent. Early in the history of the Republic, none other than General George Washington commented on the importance of secrecy during the Revolutionary War:

The necessity of procuring good Intelligence is apparent and need not be further urged. All that remains for me to add is that you keep the whole matter as secret as possible, for upon Secrecy Success depends in most enterprises of the kind, and for want of it, they are generally defeated, however well-planned or promising of favorable issue.66


Recently, in an unprecedented public speech, MI6 chief John Sawers in London commented on the importance of secrecy in the democracies: “Secrecy is not a dirty word. Secrecy is not there as a cover-up. Without secrecy there would be no intelligence services, or indeed other national assets like our special forces. Our nation would be more exposed as a result.”67 An ongoing challenge for the open societies is to protect good secrets from the enemies of democracy without hiding bad secrets – improper government activities – from the public.

Good secrets and bad
The democracies have secrets that are legitimate, which must be kept even from their own citizens for fear that adversaries would also be informed. These secrets include such matters as the sailing dates and destinations of troop ships during time of war; the sophisticated technology of advanced weapons systems, such as the radar-elusive Stealth bombers; the sensitive technology associated with techint, whether sigint listening methodology or the specifics of geoint resolution; the names of humint assets overseas; and the bargaining positions of U.S. negotiators at trade or arms control talks.
Yet the argument for secrecy frequently rests on less firm grounds. Officials in the executive branch sometimes prefer to conduct their activities in secret simply to avoid the necessity for defending their policies before lawmakers, judges, the media, and the American people. National Security Adviser Vice Admiral John M. Poindexter testified during the Iran–contra inquiry that he avoided keeping Congress informed about covert actions in Iran and Nicaragua because he “did not want any outside interference.” In response, the co-chairman of the investigative committee, Lee H. Hamilton (D, Indiana), said: “You compartmentalized not only the President's senior advisers [neither Secretary of State George P. Shultz nor Secretary of Defense Casper Weinberger knew of “The Enterprise”], but, in effect, you locked the President out of the process.”68
Lawmakers and the people they represent have become wary of secrecy claims, because of the many instances when they have been misled by officials: President Johnson's often contradictory reports on the progress of war in Indochina; President Nixon's lies about the Watergate break-in; the revelations of intelligence intrigues abroad, and even at home, disclosed by the Rockefeller, Pike, and Church panels in 1975–76; more lies about the Iran–contra affair in 1986–87; and, recently, revelations about secret CIA prisons abroad, the use of torture and rendition, and the second Bush Administration's bypassing of the warrant requirement for national security wiretaps (revealed by Snowden – a subject taken up in the next chapter). Over the years, open debate – the very anchor of democracy – has often been abandoned. As the thoughtful television commentator and author Bill Moyers observed during the Cold War, the abandonment of traditional American values,

out of fear, to imitate the foe [communism] in order to defeat him, is to shred the distinction that makes us different. In the end, not only our values but our methods separate us from the enemies of freedom in the world. The decisions we make are inherent in the methods that produce them. An open society cannot survive a secret government.69


Regardless of the lessons drawn from recent scandals and the strong democratic arguments in favor of openness (with the exceptions mentioned above), secrecy continues to hold an almost irresistible temptation for officials in the executive branch. An example is the frequent evocation of the “executive privilege doctrine” by a series of White Houses.

Executive privilege
In the eyes of executive branch officials, a central attraction of America's secret agencies is the opportunity they afford to chart a foreign policy course with little or no public debate. In its covert shipment of arms to Iran during 1985–6, for example, the Reagan Administration carried the goal of exclusion to an extreme, not only refusing to inform the Congress but keeping the operation strictly within the limited confines of a few NSC staffers, some field operatives, and a narrow slice of the CIA – beyond the purview of even the President and the NSC's other principal members.
Often this goal of exclusion is achieved through the proclamation of executive privilege – an assertion by the President of constitutional authority to withhold information from the legislative and judicial branches of government. Appearing before the Ervin Committee, established by the Senate in 1973 to investigate the Watergate scandal and chaired by Sam Ervin, Jr. (D, North Carolina), President Nixon's Attorney General, Richard Kleindienst, claimed that “the constitutional authority of the President in his discretion” allowed the White House to withhold information in the President's possession “or in the possession of the executive branch” if the President concluded that disclosure “would impair the proper exercise of his constitutional functions.” This implied that Congress could be prohibited from speaking to any of the millions of employees in the executive branch.
President Nixon went even further, claiming that not only could current members of his staff refuse to appear before congressional committees, including the Ervin panel, but so could past members – an unprecedented expansion of the executive privilege doctrine, which some senators immediately labeled “the doctrine of eternal privilege.” Nixon said, too, that all of his “presidential papers,” which he defined magisterially as “all documents, produced or received by the President or any member of the White House staff in connection with his official duties,” were immune from congressional probes. Conveniently for the White House, this definition included White House tape-recordings sought by Ervin Committee investigators to see if they contained conversations about the Watergate scandal (which, indeed, they did – the “smoking gun” that led to the impeachment proceedings against President Nixon). “What do they eat that makes them grow so great?” Senator Ervin asked in reference to the President and his staff. The Senator continued: “I am not willing to elevate them to a position above the great mass of the American people. I don't think we have any such thing as royalty or nobility to let anybody come down at night like Nicodemus and whisper something in my ear that no one else can hear. This is not executive privilege. It is executive poppycock.”
In 1974, the Supreme Court also disagreed with the President's broad interpretation of executive privilege and, in the case United States v. Nixon [418 U.S. 683], a majority of the judges required that the tape-recordings be turned over to Senator Ervin.
Subsequently, the Ford Administration stretched the cloak of executive privilege to another extravagant length. At issue was Operation SHAMROCK, a secret program designed to intercept cables and telegrams sent abroad or received by Americans. Initially at the request of the Truman Administration, the corporations RCA, Global, and ITT World Communications began to store their international paid message traffic on magnetic tapes, which were then turned over to the NSA. Concerned that the operation may have been in violation of a federal law that protects the privacy of communications, a House subcommittee decided in 1976 to investigate the matter and called the corporation presidents to testify as witnesses. The CEOs turned to the White House for guidance and President Gerald R. Ford, through his Attorney General, Edward H. Levi (former dean of the Law School at the University of Chicago), claimed that the corporations were immune from congressional appearances in this case, because SHAMROCK was a sensitive, top-secret project ordered by the White House. The doctrine of executive privilege had now been extended to the private sector.
Members of the House subcommittee were dismayed by this response. “The Attorney General is without any authority,” declared Representative John E. Moss (D, Utah), a respected, long-serving lawmaker. “It is the most outrageous assumption, the most arrogant display by the Attorney General I have seen. Some damn two-bit appointee of the President is not the law-making body of this country.”70 The subcommittee voted for a contempt of Congress citation against any witness who failed to appear for the hearings. When the gavel came down to begin the hearings a few days later, all three CEOs – now having second thoughts about following General Levi's recommendation to stay at home – were in their assigned chairs in front of the subcommittee members, ready to answer questions. The hearing proceeded without sensitive NSA methods being discussed, but with the rightful airing of the improper White House and corporate violation of U.S. privacy laws.

Delay and deceit
Such major confrontations between the branches over secrecy provisions are rare. More commonly, the executive branch simply resorts to “stonewalling” and “slow-rolling” – attempts to avoid sharing information with lawmakers by the methods of delay. Professor Raoul Berger of Harvard University's School of Law, an expert on executive privilege, observed that “bureaucrats engage in interminable stalling when asked for information.”71 This occurred, in just one of thousands of examples, with the secrecy surrounding the harmful effects of nuclear waste at government facilities, concealed since the dawning of the Nuclear Age in 1945 by officials more concerned with nuclear weapons production than with public health.72 Berger spelled out the implications:

At bottom, the issue concerns the right of Congress and the people to participate in making the fateful decisions that affect the fortunes of the nation. Claims of presidential power to bar such participation, or to withhold on one ground or another the information that is indispensable for intelligent participation undermine this right, sap the very foundations of democratic government.73



Prior restraint
As a further attempt to bottle up information within the executive branch despite the right of the people in a democracy to know about almost all of their government's activities, officials sometimes try to curb the publication of materials deemed sensitive. This withholding by the government of the right to publish information is often referred to as “prior restraint.” Understanding that truth and transparency are the sine qua non for successful democracy, courts in the United States have been loath for the most part to permit the enforcement of prior restraints. “Any system of prior restraints of expression comes to this Court bearing a heavy presumption against its constitutional validity,” declared the Supreme Court in the celebrated case New York Times v. United States (1971), better known as the Pentagon Papers case.
In this case, the Nixon Administration failed to convince a majority of Supreme Court justices that prior restraint was necessary to prevent publication of a secret Department of Defense history of the Vietnam War. Administration lawyers maintained that publication would be harmful to U.S. foreign policy. The man responsible for the leak, DoD analyst Daniel Ellsberg, believed the contrary to be true: that Americans deserved to know the facts about their nation's combat involvement in Indochina. This knowledge would make the national debate over further warfare in that remote part of the world more meaningful and accurate. Ellsberg was convinced that no secrets of real significance were in the documents; rather, the materials were being kept secret because officials wished to hide from the public a record of various mistakes that had been made, leading the United States deeper into the war. In sharp contrast, Ellsberg's critics saw his decision as being close to treason, because he had revealed classified information without proper authorization – a major counterintelligence taboo.
Ellsberg leaked the documents to the New York Times and the Washington Post. In response, the White House moved to stop further publication of the papers by bringing an injunction against the Times, which was the first paper to print excerpts from the documents. Given the great importance of the issue and the key figures involved, the case moved quickly to the nation's highest court. Mr. Justice Potter Stewart expressed the majority view in the six to three decision against prior restraint:

We are asked, quite simply, to prevent the publication by two newspapers of material that the Executive Branch insists should not, in the national interest, be published. I am convinced that the Executive is correct with respect to some of the documents involved. But I cannot say that disclosure of any of them will surely result in direct, immediate, and irreparable damage to the Nation or its people. That being so, there can under the First Amendment be but one judicial resolution of the issues before us. I join the judgments of the Court.74


In 2010, another major leak case would capture the attention of democracies around the world. Out of London, a whistle-blowing group named WikiLeaks managed to acquire more than 400,000 classified documents on the conduct of the U.S. wars in Iraq and Afghanistan – probably the most massive unauthorized disclosure of classified information in American history prior to the Snowden blizzard of documents in 2013. WikiLeaks defended the action by claiming the right of citizens to know the full truth about the wars, including the much higher rate of civilian casualties in the regions. The Obama Administration began a criminal investigation against the group. WikiLeaks lost much of its public credibility when it was discovered that the leaked documents revealed the names of U.S. intelligence assets, sure to be targeted for death by Taliban and Al Qaeda fighters.75
Then, in 2013, the Edward Snowden revelations about NSA's warrantless wiretaps and its collection of “metadata” on the communications patterns of American citizens proved as controversial a leak as the Pentagon Papers had been. As examined further in the next chapter, Snowden provided the media with more than a million classified documents, which he stole from NSA computers.

Secrecy and democracy
A proper counterintelligence concern for the protection of certain information within the executive branch makes sense. No American wants to endanger the lives of public servants in the U.S. intelligence agencies, the assets they recruit overseas, or the FBI's informants at home; and no thoughtful person would countenance the revealing of other “good” secrets. The record indicates that these secrets have been fairly well contained. Former Secretary of State Dean Rusk said repeatedly that he knew of no national security leak that truly damaged America's major interests.76 Similarly, according to a prominent senator in 1976:

Secrets that ought to be kept are being kept. For example, with the single exception of the book by Philip Agee [a CIA officer who defected and wrote an account of his experiences inside the Agency, which revealed the names of some of his fellow officers overseas]…there has been little or no disclosure of CIA sources or methods, or of the confidentiality of sensitive negotiations, such as preceded the partial test ban treaty, SALT I, and the release of the Pueblo crew [a U.S. spy ship captured by North Korea during the Cold War].77


The most egregious security breaches have come from within the executive branch itself, not from the media, lawmakers, or other “outsiders.” For example, the Department of State leaked highly classified information to a writer preparing a favorable profile on then-Secretary of State Henry Kissinger, with no legal action taken against the leaker. Further, as this chapter has documented, the CIA and other intelligence agencies have had personnel who sold secrets to America's enemies, such as Edward Lee Howard, the Walker family, Ames, and Hanssen. Improved counterintelligence within the executive branch would do more to protect the “good” secrets than measures taken against the First Amendment rights of reporters and other scribblers.
Still, the publication of agent identities by WikiLeaks clearly goes beyond the pale. So does the massive leakage of classified documents by Snowden, including detailed intelligence budget data that had nothing to do with his plausible ethical and legal objections to the NSA's metadata program. A further objection to the Snowden leaks is the fact that he could have taken his grievances to SSCI or HPSCI and would have been given an audience by staffers and lawmakers – some of whom agreed with his criticism of the metadata program. Instead, he chose to pass his stolen documents to the media, before racing off to China and on to Russia. A majority of the members of SSCI and HPSCI may have rejected his criticism of the metadata program; if so, that is part of the democratic process. He could have continued to lobby his position quietly within the Intelligence Community and with the oversight committees – and may well have had success eventually, as lawmakers further considered the implications of the NSA's sigint programs aimed at U.S. citizens.
Clearly troubling has been the mountains of information improperly kept from the public, harming the ability of citizens to judge the merits of foreign policy decisions. The Pentagon Papers held out little prospect for genuine damage to the United States, but did serve to inform Americans about the course of U.S. involvement in Indochina. Other government secrets have been equally dubious, such as the files on illegal FBI activities (COINTELPRO), improper CIA operations (CHAOS and, more recently, the torture program), and NSA domestic wiretaps (SHAMROCK and MINARET, as well as its more recent metadata program and warrantless wiretaps). Other examples of inappropriate government secrets over the years have included the Watergate tape transcripts; internal Pentagon reports on atrocities committed by American soldiers in Vietnam (the My Lai village massacre, for instance, or the use of torture at Abu Ghraib in Iraq by military intelligence and in secret overseas prisons by the CIA); secret bombing missions in Cambodia during the 1960s – the list goes on. This form of secrecy, usually clothed in the name of “national security,” has been designed more to keep a “meddlesome” public and their representatives in Congress out of the policy process, and to assure executive domination over the government – sometimes at the agency level against even the will of the President. As historian Arthur M. Schlesinger, Jr., has written: “By the 1960s and 1970s, the religion of secrecy had become an all-purpose means by which the American Presidency sought to dissemble its purpose, bury its mistakes, manipulate its citizens, and maximize its power.”78
Over the years, the executive branch has developed to a high art various methods of evading legislative and public scrutiny over its conduct of foreign affairs. Senator Daniel Patrick Moynihan (D, New York) concluded in 1992 that:

[The Iran–contra affair] could not have happened without the secrecy system. Millions on millions of secret documents every year – some seven million to be semi-exact, for the number itself is a secret. The effect is to hide things from the American people that they need to know. And within the executive branch to hide things from each other…
It's over, you could say. But it's not. A set of captains and kings has departed. Issues are different. But the secrecy system is still in place: the oldest, most enduring institution of the Cold War.79


In 1995, when Moynihan led a special commission of inquiry into excessive secrecy, he concluded that the government was continuing to classify improperly hordes of documents – some 85 percent of the total.80 Disclosures in the WikiLeaks papers indicate that the system of secrecy and deception continued to thrive. In 1998, Congress enacted the Intelligence Community Whistleblower Protection Act to make it easier for those within the IC to raise questions about intelligence activities they find dubious; however, as the Snowden case illustrates (as well as others less well known), whistle-blowers – even those with the best intentions – remain wary of this law's procedures. The law requires them to go through their home-agency channels, thus immediately jeopardizing their intelligence careers. Reformers continue to wrestle with how to make whistle-blowing less career wrenching, while at the same time maintaining necessary controls over classified information. The onus rests with SSCI and HPSCI, as well as the Intelligence Oversight Board at the White House, to develop improved avenues of legitimate dissent for whistle-blowers.

Counterintelligence and accountability
Experience shows that counterintelligence can drive secret agencies toward overzealous operations that can include even spying against law-abiding citizens in their own homeland, as underscored by the Huston Plan and the domestic spy scandal of the 1970s in the United States (CHAOS). Other disturbing examples include COINTELPRO, as well as the CIA's uses of rendition and torture, and the NSA's casual approach to the wiretap restrictions in the United States and Europe.

The United States and North Korea
In the midst of the Cold War, the CIA generated a data bank on 1.5 million American citizens engaged in lawful protests against the war in Vietnam. Many had their mail read, their telephone conversations listened to, their day-to-day lives secretly watched. Further, the FBI carried out 500,000 investigations of so-called “subversives” (mostly Vietnam War dissenters and civil rights activists), without a single court conviction.81 During this period, Bureau agents wrote anonymous letters meant to incite violence among African Americans. J. Edgar Hoover's counterintelligence program, labeled Operation COINTELPRO, involved not only spying on, but also the harassment of, civil rights activists and anti-war protesters in an attempt to fray or break family and friendship ties and stop both movements – all in the name of counterintelligence. The unchecked pursuit of CI objectives imperiled the very foundations of American democracy, casting aside basic U.S. laws and the constitutional right to free expression. Only when the CIA's transgressions leaked to the media in 1974, triggering the first significant congressional inquiry into U.S. intelligence operations, did these illegal activities cease – at least for a while.

National security letters and warrantless wiretaps
The proper balance between security and civil liberties faced another test after the 9/11 attacks, when the Bush Administration initiated the use of national security letters (NSLs) by the FBI and ordered warrantless wiretaps against American citizens by the NSA. The adoption of NSLs required the recipient to turn over documents and data requested by the FBI. The recipient had to remain silent about having received the letter – essentially a gag rule that strips the hapless citizen of basic rights to a legal defense. The number of NSLs rose from just a few annually in 1978 to 19,000 in 2005.
The resurrection of warrantless wiretaps – a clear violation of law – in the aftermath of the 9/11 attacks is more troubling still. In December 2005, the New York Times reported that President George W. Bush had authorized the NSA (by secret executive order) to eavesdrop on Americans without first acquiring a judicial warrant. Critics maintained that the hush-hush program violated the intent of the Foreign Intelligence Surveillance Act (FISA), passed by Congress in 1978 to establish a special FISA Court to review FBI, CIA, and other agency requests for wiretap warrant authority. The FISA statue stemmed from the findings of the Church Committee that the NSA had participated in widespread surveillance of Americans. The NSA's Operation SHAMROCK monitored every cable sent overseas or received by U.S. citizens from 1947 to 1975; and its Operation MINARET swept in the telephone conversations of an additional 1,680 citizens. The effects of such spying, according to a prominent member of the Church Committee, Walter Mondale (D, Minnesota), was to “discourage dissent in this country.” Not a single one of these cable interceptions or wiretaps underwent judicial review. When Senator Mondale asked the NSA deputy director in public hearings whether he was concerned about the program's legality, the official replied (with a look of embarrassment): “That particular aspect didn't enter into the discussions.”82
The FISA Court has been made more effective by reforms adopted in 2013 by the Obama Administration – at congressional insistence through its enactment of the USA Freedom Act – such as requiring the presence of a public-interest attorney to raise objections against questionable arguments made by the intelligence agencies before the FIS Court, and preventing the NSA from storing telephone and social media logs regarding the communications patterns of American citizens. When the Bush Administration decided that the FISA law requiring wiretap warrants needed improvements to meet the requirements of counterterrorism in the aftermath of the 9/11 attacks, then the proper remedy would have been for the President to ask Congress to amend the law. Instead, in secret the White House simply bypassed the law, without allowing SSCI and HPSCI an opportunity to fully review the ramped-up use of questionable NSA eavesdropping capabilities.
In the instances when secret agencies have overreached in their counterintelligence operations, the nation has been reminded again of James Madison's warning, now etched in marble on the walls of the Library of Congress: “Power, lodged as it must be in the hands of human beings, is ever liable to abuse.” A free society cannot remain free for long without a reliable counterintelligence capability; yet, nor can it remain free for long without effective accountability over CI operations. Democracies are no longer democracies when a kid with the picket sign or the bumper sticker of the opposing candidate becomes, in the distorted vision of overzealous CI specialists, equivalent to a kid with a bomb.
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National Security Intelligence
Shield and Hidden Sword of the Democracies


This volume has examined the three core dimensions of national security intelligence: organization, mission (collection and analysis, covert action, and counterintelligence), and accountability. Each is vital to the success of the democracies in their ongoing struggle against global forces anathema to the principles of a free and open society.
National security intelligence is by no means the only, or even the most important, ingredient for success in this struggle. That distinction would go to the armed might of the democracies: the possession of weaponry – firepower – capable of repelling the dark forces arrayed against freedom, be they the Barbary pirates in America's early history, autocrats and monarchs from the 1600s to the 1900s, the totalitarian threat posed by Germany, Italy, and Japan during the first half of the twentieth century, the communist challenge of the Cold War, or the terrorists of the present age.1 Important, as well, in the defense of the democracies is an effective program of public diplomacy: the soft power that exerts an attraction on the would-be democracies of the world that comes from living a life worthy of emulation through the nurturing of an unfettered media, just trials, competitive elections, and fair play in international affairs. Accompanying the basic requirement of setting a good example for other countries is the need to help the poor nations of the world develop economically, through foreign aid, joint ventures, trade agreements, and the sharing of technological know-how. Important, too, is rejecting torture, extraordinary rendition, secret prisons, and illegal or highly unsavory intelligence operations that erase the difference between the democracies and their adversaries.2
National security intelligence, though, has a significant part to play as a shield for the democracies, and sometimes through the use of a hidden sword – covert action and counterespionage – on their behalf. It can provide information that improves the chances of victory on the battlefield against anti-democratic forces, as at Midway during the Second World War or in the recent Persian Gulf wars. It can detect moles burrowing inside the open societies, as with Ames and Hanssen in the United States (though with a more rapid detection of traitors in the future, one can hope). It can fool opponents, as with the deception operations preceding the Allied invasion of Europe at Normandy. It can offer insights that smooth the way to more effective diplomacy and more equitable trade relations. It can discover and prove human rights violations, from the horror of mass graves spotted by satellites to the reports from agents who have infiltrated human trafficking cells.
Often referred to as the “first line of defense,” national security intelligence is that and more. Beyond the eyes and ears of the democracies, it is a measure of their hearts, a test of whether open societies can stand strong against the enemies of freedom and still keep their constitutional principles intact – the accountability side of national security intelligence. This brief closing chapter offers an overview of these core dimensions and highlights the central challenges that lie ahead to ensure that the intelligence shield and sword serve as a reliable complement to armed defense, public diplomacy, and economic statecraft in the protection and advancement of democratic governments around the world.

National security intelligence as organization
The democracies have no use for an intelligence service that is splintered into separate baronies and fails to provide policymakers with the holistic “all-source fusion” of information that is so necessary for good decision-making. Nor do they want an all-powerful intelligence czar who stifles competitive intelligence and dissent, or rises above the reach of overseers. The organizational ideal is a well-integrated intelligence service with a director able to hire and fire, and to coordinate community-wide budgets and programs; but, at the same time, a spy chief who is appropriately held in check by the internal safeguards of serious-minded review by intelligence overseers in all three branches of government in the United States.

A cosmetic DNI
The America model falls far short of this ideal. Its Director of National Intelligence is weak, with limited authority over the nation's sixteen intelligence agencies – a “leader” without sufficient personnel or budget controls. Other than improving its accountability practices, no reform measure in the United States is more pressing than a more effective integration of the nation's intelligence services. This would require the establishment of a genuine DNI to replace the cardboard cutout fashioned for the nation by a misguided Congress during the failed intelligence reform movement of 2004.

Horizontal and vertical integration
An additional organizational challenge in the democracies is to carry forward the integration of their national intelligence agencies not only “horizontally” – that is, melding the training, the computers, and the sharing of findings among the intelligence services in the service of the federal government – but “vertically” as well, downward from the federal government to the states and localities. At these lower levels of governance, counterterrorist and law enforcement officials are on the front lines of likely terrorist targets: the cities and transportation facilities of the world's democracies. Yet, presently in the United States, these state and local officials are rarely provided with the timely, high-quality intelligence they need, even though tentative steps have been taken toward developing “intelligence fusion centers” in the nation's major metropolitan areas, where federal and local analysts gather to share their data and insights on potential terrorist and other criminal activities against the United States.3

Liaison relationships
Challenging, as well, is the development of better liaison connections of two kinds: the first is internal to each of the democracies, and the second is among the democracies. Internal liaison refers to the crafting of improved professional (non-political) ties between decision-makers in the policy departments and the analysts in the intelligence services who serve them with timely and relevant information and insight. Frequently, the left hand (decision-makers) lacks coordination with the right hand (information-providers in the IC). The increased placement of intelligence liaison officers inside government departments would allow them to provide their home agencies each day with an accurate, up-to-date understanding of what information needs are of highest priority among decision-makers. Otherwise, an intelligence officer risks becoming irrelevant, instead of a valuable partner in decision-making who brings to the table reliable facts and assessments.
Liaison among the democracies poses an even more difficult problem, since it must address the security and cultural barriers that are inherent in relations between nations. The principle of “foreign liaison” or “burden-sharing” is compelling, though. The world has changed in important ways that we sum up with the term “globalization” – an unparalleled integration of nations across the latitudes, brought about by new communications and transportation technologies. Along with this globalization has come the potential rapid spread of threats that can have an effect far beyond their local origins: crime from Nigeria, heroin from Afghanistan, weapons proliferation from North Korea, terrorism from the Al Qaeda mountain hideouts in Pakistan, disease from Central China and the jungles of Africa, ecological changes caused by acid rain in the regions of Europe, Asia, and the United States. What used to be someone else's problem is now everybody's problem. No single country has all the answers, all the information, or all the resources to respond to these challenges to freedom; however, by working together and sharing intelligence, as well as participating in more aggressive intelligence operations – covert action and counterespionage – against the world's dark forces, the democracies can improve their chances for success.
The United States, the United Kingdom, and other nations have shown that intelligence can be shared effectively within the framework of the United Nations and NATO.4 Further, Europe has exhibited some success in its ongoing experiment to develop a Euro intelligence service. These are hopeful signs that the secret services can help unite the democracies through intelligence-sharing, in their common quest to subdue the world's violent and anti-democratic forces – be they war-prone autocracies, drug dealers, human traffickers, environmental polluters, or terrorist organizations.

Security intelligence as a set of missions
Challenges abound for each of the three intelligence missions: collection and analysis, covert action, and counterintelligence.

Collection and analysis

Planning and Direction    
Frequently, intelligence producers are left in the dark about what manner of information those in high office need to address the problems they confront in their in-boxes. The organizational remedy of improved internal liaison ties – the building of information bridges between the policy and the spy agencies – is a necessary condition for a better understanding between the two camps, but it is not sufficient. One must also have much more direct dialogue between consumers and producers of intelligence, with more frequent meetings devoted to the discussion of the nation's intelligence priorities. Valuable, as well, would be more regular informal get-togethers to nurture the ties of friendship, trust, and rapport that are essential for a smooth working relationship between decision-makers and intelligence officers – although each side must maintain its objectivity in dealing with facts and assessments related to world threats and opportunities.

Collection    
Too often the techint side of tradecraft, with its dazzling machines and tangible data, attracts a preponderance of resources from budget planners – prodded by the lobbying efforts of satellite and drone manufacturers (now part of the military-industrial complex that President Dwight D. Eisenhower warned of in his “Farewell Address” of 1959). This focus on technical intelligence often comes at the expensive of humint and osint. Yet the array of world targets demands adequate funding for each of the “ints” – the Black & Decker approach whereby all the tools in the box are put to use. The idea is to have synergistic, all-source fusion, to meet the goal of acquiring as complete a portrait of the world as possible each day, derived from all of the secret agencies employing their int specialties in close coordination with one another. Crying out for more humint resources are non-official (NOC) positions overseas, which provide a better opportunity for meeting and recruiting the non-traditional enemies of the democracies – terrorists in particular – than do embassy cocktail parties.

Processing    
Perhaps no feature of intelligence in the democracies is more conspicuous than the outpacing of data collection over what the secret agencies are able to absorb, translate, and understand. Every four to six hours, the NSA collects a volume of material equivalent to the entire holdings of the Library of Congress.5 The democracies face the proverbial search for the needle in the haystack, with the needles and the haystacks growing exponentially in number. The solution will come only with breakthroughs in information sorting, as the democracies become smarter about what to collect and faster at finding the needles in the haystacks (the “signals” rather than the “noise”). These advances depend on improvements in information technology (IT), as well as better methods for producing accurately translated foreign language texts and messages.

Analysis    
Vital to better performance in the cerebral domain of analysis is the recruitment to the intelligence services of the best brain-power the democracies can muster: men and women well trained in the array of university curricula relevant to understanding world affairs – which, today, includes courses in just about every academic discipline. As with case officers responsible for asset recruitment, especially valuable will be individuals proficient in the world's so-called “strategic languages” spoken in hot spots around the world from North Korea to Iraq, such as Arabic, Farsi, and Pashtun.
As a way of encouraging all-source fusion, a greater commitment to the joint training of analysts from different agencies will help to engender the kinds of lasting collegial bonds that result in better interagency communications and data-sharing throughout the Intelligence Community. So will more regular transfers of personnel between agencies – circulating the intelligence workforce – as a part of any successful officer's career advancement. While these steps have already been initiated, they remain too limited in their reach. Further, within agencies, “co-location” deserves more support (as the CIA has recently understood and moved to adopt more energetically): knocking down the barriers between operatives and analysts so they can work more closely together to create accurate assessments of foreign events and conditions that draw upon both their “ground truth” and “library” knowledge. Also of high priority must be the encouragement of critical reviews of intelligence draft reports, through the use of Team A–Team B exercises and other critiques of preliminary assessments that can provide an acid bath by objective, outside experts in academe and the think-tanks. Moreover, analytic dissent needs to be clearly flagged for the attention of decision-makers. As the “slam dunk” experience with DCI George Tenet and President George W. Bush illustrates, the virtues of dissent are sometimes discarded in Washington in a rush for good news and group consensus.

Dissemination    
Then comes one of the toughest assignment of all for the intelligence officer: in the midst of building the rapport so necessary for access to policymakers and to enhance the flow of information from the field into the mind of the decision-maker, the analyst, the liaison officer, the PDB and NIE briefer, the D/CIA, the DNI – whatever the intelligence position – must remain absolutely neutral in providing data and insights. Rapport, yes, even friendship; but the intelligence officer must maintain an ability to step back from Washington politics, to understand the importance of the bright line of honesty and neutrality that should exist between the producer and the consumer of intelligence. Crossing that line can transport the intelligence officer into the domain of politicization – the “cooking” of intelligence to please the political objectives of an administration. Staying on the proper (non-policy) side of this demilitarized zone is the cardinal rule of intelligence. When that line is crossed, the guilty intelligence officer becomes simply another policy advocate – of which there is already an abundance in the democratic capitals of the world.

Covert Action    
As American decision-makers ponder the adoption of covert action methods, they should keep former DCI William H. Webster's set of guidelines close at hand. In Judge Webster's prescription (Chapter 3), these controversial secret operations should honor an adherence to U.S. law, remain consistent with foreign policy objectives and traditional values, and – should they become public – make sense to the American people. Further, in congruence with the spirit of a democratic alliance against the enemies of open societies, covert actions should not be directed against fellow democratic regimes. In the same spirit, the democracies should join together when possible for covert actions against common threats.
Above all, the democracies should move up the ladder of covert action escalation toward highly intrusive operations only with the greatest circumspection, mindful that wise observers over the years have counseled that the “third option” should be adopted only when absolutely essential – as a last measure when every other policy option has been found lacking. Leaders in the democracies should be sensitive to the fact, too, that the highest rungs on the ladder are anathema to the values extolled by the open societies, threatening the great moral advantage enjoyed by the democracies over the “anything goes” attitude of terrorists and dictators who fear the ethical standards raised high by the open societies. Only ISIS, Al Qaeda, and the most intransigent of the Taliban armies should be targets of high-rung covert actions, and even then the democracies should reject operations that risk the death of innocent civilians, destroy animal and plant life, or cause Western intelligence officers – whether interrogators or paramilitary soldiers – to descend into the kind of barbaric behavior displayed by the terrorists.

Counterintelligence    
Success in the world of counterintelligence depends on the vigilance of fellow workers inside the secret agencies. Intelligence officers and their managers can best spot suspicious activities, excessive drinking, or lavish lifestyles among their colleagues that might be a tip-off to outside funding by a foreign intelligence or terrorist organization. The Americans and the Europeans have learned a great deal from CI failures over the past several decades and have taken steps to tighten their defenses, such as more careful monitoring of the bank accounts of employees in the aftermath of the Ames treachery at the CIA. Although no doubt there will be another Ames or Kim Philby some day, what one hopes for is that – as a result of greater attention to security and counterespionage – future traitors will be quickly detected.

National security intelligence and the importance of accountability
The experiment in intelligence accountability is here to stay in most, if not all, of the democracies; but it has displayed unsettling signs of backsliding. In the United States, one could see this most obviously in the Iran–contra affair; in the failure of Congress to examine the preparedness of the Intelligence Community to discover and thwart a terrorist attack in the years leading up to 9/11; in the warrantless wiretapping, metadata collection, and torture techniques adopted by the second Bush Administration after the terrorist attacks; and in the lethargy that settled over the SSCI and HPSCI oversight panels during the first decade of the twenty-first century. The cycle of shock and reaction repeated itself time and again, without sufficient attention by members of Congress to the dedicated, high-intensity police patrolling on Capitol Hill that might have served as a circuit-breaker. Nevertheless, even though the New Intelligence Oversight has sometimes proved disappointing in practice, the level of congressional (as well as executive and judicial) accountability over intelligence operations still remains vastly superior to what existed before 1975.
In the United States, a starting place to correct a drift backwards toward weak intelligence accountability is to straighten out the tangled lines of jurisdictional responsibility among the oversight committees on Capitol Hill. The committees on the Judiciary, Foreign Relations, Armed Services, and Appropriations already have full plates; SSCI and HPSCI should be given sole jurisdiction for almost all intelligence activities (with the Judiciary Committees helping out with the FBI and the FIS Court). The outcome would be clearer lines of responsibility.
The greatest challenge, though, is to bring out the guardian instincts of lawmakers serving on SSCI and HPSCI. This feat will require a fresh set of incentives on the Hill that reward the serious practice of guardianship with the perks of office, as well as greater recognition and praise for oversight work. The public, however, will be the ultimate arbiter of whether lawmakers pay attention to their oversight duties. If citizens direct their votes toward candidates who are dedicated to the guardian role; if journalists cover sterling acts of oversight by lawmakers; if academicians teach about the central place of oversight in America's form of government, as spelled out in the Federalist Papers; if presidents and DNIs explain how accountability actually strengthens national security intelligence by engendering debate within the hidden councils of government, then lawmakers will be more likely to gravitate toward the guardian role.
These steps toward genuine intelligence accountability may prove quixotic. Perhaps there is just not enough gumption on Capitol Hill to make the necessary changes. Perhaps money has such a grip on the American system of government that fundraising for re-election, along with lobbying by the military-industrial-intelligence complex, will keep lawmakers frozen in the posture of an “ostrich” or uncritical “cheerleader.” Perhaps a cycle of feckless police patrolling, followed by vigorous firefighting, is the fate of the United States and the other open societies. Ultimately, it is up to the citizens of the democracies to demand more of their public servants.

A citizens intelligence advisory board
The challenges examined in this volume demand a renewed sense of determination by the democracies to strengthen their national security intelligence capabilities (see Table 6.1), including improved accountability procedures. Congress, like the parliaments in the other democracies, needs help in supervising the spy agencies. This is not to say that lawmakers have abjectly failed in their efforts to hold the secret agencies accountable. Since the days of the Church Committee, as we have seen, members of Congress have managed to craft several laudable oversight laws and guidelines. It is the case, however, that those in Congress are unable to fully handle the duties of intelligence accountability by themselves; the pressures for re-election simply make too large a surcharge on their time. Despite these campaign pressures, members of SSCI and HPSCI have displayed a respectable (though uneven) record of accomplishment; still, the Intelligence Community is too large, and its activities too complicated and dispersed, for lawmakers to monitor these agencies unaided. Those serving on SSCI and HPSCI need a helping hand from a newly created, independent, and permanent intelligence review board.

Table 6.1    National security intelligence: a reform agenda for the United States

	Focus	Primary proposals

	Organization	Provide the DNI with full budget and appointment powers; expand internal intelligence liaison services; expand bilateral and multilateral liaison among the democracies; expand “co-location” practices

	Missions	

	    Collection and analysis

	        Planning	Improve formal and informal dialogue between producers and consumers of intelligence

	        Collection	Expand humint, especially NOCs

	        Processing	Improve “horizontal” interagency computer compatibility, as well as “vertical” connections to state and local law enforcement and intelligence officials; improve data shifting

	        Analysis	Establish more competitive analysis; highlight dissent (including within the executive summaries or Key Judgments); increase production of research intelligence

	        Dissemination	Market intelligence more effectively; focus on niche intelligence; educate analysts and managers about the dangers of politicization and call attention to its practice wherever spotted

	    Covert action	Practice greater discrimination, adopting this approach only when absolutely essential; avoid operations against fellow democracies; reject extreme options

	    Counterintelligence	Pay more attention to this neglected mission; redouble emphasis in training, at the time of recruitment and steadily thereafter; constantly upgrade computer firewalls against cyberattacks; tighten security checks for all personnel

	    Accountability	Improve incentives for “guardians” engaged in intensive “patrolling”; insist on full and timely (normally, ante facto) reporting to SSCI and HPSCI on all important intelligence activities (as stipulated in the 1980 Intelligence Oversight Act)


The Senate Intelligence Committee has divided its duties into four categories: responding to daily events, confirmation hearings, drafting legislation, and taking on major reviews and investigations. The members and staff of SSCI and HPSCI can cope with the first three obligations, even though lawmakers are torn by their other legislative duties and fundraising sirens. Where the Committees need an oversight partner is with the fourth category: major reviews and investigations, time-consuming special inquiries like the Joint Committee probe into 9/11, or the extensive research associated with the Senate Torture Report.
In the United States, a Citizens Intelligence Advisory Board (CIAB) could provide the necessary extra oversight assistance.6 Such a board could have, say, nine members, aided by a staff of a dozen specialists. The members could be chosen in this fashion: two by SSCI (one by the majority party, one by the minority party, each of whom would also continue to serve on SSCI); two from the House (under comparable arrangements); two private citizens selected by the Supreme Court (one chosen by the Chief Justice and one by the senior judge appointed by the opposite party from that of the President who appointed the Chief Justice); two selected by the President; and a staff director picked by a majority vote of the deans at the top five ranked schools of international and public affairs in the United States (with the balloting supervised by the Intelligence Oversight Board in the White House). The term of service for each CIAB member could be five years, with the possibility of an additional five-year term. The Board would be coordinated by a chair elected from among, and by, CIAB members.
The CIAB membership positions would be full time – except for the four lawmakers, who would serve part time as they fulfilled their responsibilities in Congress as well. The congressional members would have to be a special breed with an abiding interest in intelligence matters to sustain this double duty – an Aspin, Hamilton or Mazzoli – and from a reasonably safe constituency. Congressional participation in CIAB activities would be important, as a means of providing a connection and continuity to the organization that funds the Intelligence Community: the U.S. Congress. Nothing so attracts the attention of intelligence bureaucrats as the congressional power of the purse.
The CIAB, SSCI, and HPSCI, along with the Government Accountability Office, would work together as an intelligence oversight team. The CIAB chair along with the SSCI and HPSCI chairs, would serve as the Board's managing triad. The purpose of the CIAB would be to supplement the work of the Intelligence Oversight Committees, not to duplicate or interfere with their agendas; and when SSCI and HPSCI are, at certain times in their history, captured by ostriches and cheerleaders, the Citizens Intelligence Advisory Board – a neutral, nonpartisan entity – could take up the slack in intelligence guardianship.
The CIAB would issue annual reports to the public, as well as classified reports to SSCI, HPSCI, the congressional leadership, and the White House. It would also hold hearings (with at least a few each year in open session); conduct formal inquiries when necessary (with full subpoena powers, along with the leverage of contempt citations that accompany them); take on special research projects that SSCI and HPSCI do not have time or inclination to consider (say, an analysis into the appropriateness of various kinds of intelligence reporting mandated by Congress, which the Committee itself may be unable to evaluate fairly); and disclose to the public any espionage activities that violate the laws of the United States or taint the nation's societal norms.
The CIAB may sound like an elaborate structure, but liberty and privacy in the United States are worth careful protection. Should operations like CHAOS, COINTELPRO, SHAMROCK, and MINERET, as well as torture and unbridled metadata programs, be stopped in their tracks before they begin? Should the likes of the Bay of Pigs and other questionable covert actions have been subjected to closer scrutiny? How about the poor analysis associated with the 9/11 attacks and the question of WMD in Iraq? In each case, clearly the answer in a democracy is a resounding yes. This will simply not happen, though, with SSCI and HPSCI acting alone, however well intended and hard working its members and staff may be. The proposed CIAB should not be an overly complex new system that would excessively burden the Intelligence Community, but rather a way of separating out from SSCI and HPSCI the extraordinarily demanding tasks of special reviews and investigations – tasks that frenetically busy lawmakers are ill-equipped to handle.

Citizen responsibilities
Students often say, “I don't care if the government spies on me; I have nothing to hide.” They – and every American citizen – need to reevaluate that philosophy of governance, so anathema to the founding principles of this nation. All of us must remember Operation CHAOS, COINTELPRO, SHAMROCK, MINARET, and the more recent examples of overreach displayed in post-9/11 operations of the NSA, as well as the CIA's embrace of harsh interrogation methods. These overzealous intelligence initiatives should impress upon every American citizen that even our democratic government has in the past, and could in the future, use its secret agencies to counter lawful protest, possibly ruining the lives of citizens because some bureaucrat (in the case of COINTELPRO, J. Edgar Hoover) doesn't like the way they look, or what they say or write – the content of their political belief, moving, as Tom Charles Huston put it, “from the kid with the bomb to the kid with a picket sign, and from the kid with the picket sign to the kid with the bumper sticker of the opposing candidate.” Part of the responsibility of living in a democracy is to take an active role in demanding the protection of fundamental constitutional freedoms, electing only those presidents, senators, and representatives who vow to take seriously the question of intelligence accountability. Americans, as well as citizens in other democracies, must either fight for their liberty – or see it vanish.

Notes
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