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Question No 1 Explain Classic Fraud Research Theories.

Classic Fraud Research

Fraud is a topic much in vogue ®d Seminars, symposia, and f@mences on that subject
abound, sponsored by government agenciasjversites, trade groups, professional
organizations, chambers of commerce; and business, fraternal, and religious organizations. Most
are well attended, particularly because the cost of such crimeéndividual businesses and
society is substantial, but alsodagse fewknow much about fraud. Reviewingethiterature
creates an appretion for the scope and naturd &raud and builds a foundatiofor
understanding fraud topic¥he current term fraudias traditionally referred to ashite-collar
crime, and thdwo are used synonymously here. The classic workfaud areWhite Collar
Crime, by Edwin H. Sutherland®t h er P e g pylDenald RlcCresseyhe Thief in the
White Collar byNorman Jaspan and Hillel Black; a@time, Law, and SociefyoyFrank E.
Hartung.

These authorities essentially tell us:

White-collar crime has its genesis in the same general procesghes criminal behavior;
namely, differential association. Theypothesis of differential association is that criminal
behavior islearned in asociation with those who define such behavior featoly and in
isolation from those who define it unfavorably, and that a person in an appropriate situation
engages in such criminal behavior if, and only if, the weight of the favorable defirettoasds

the weight of the unfavorable definitions.

In other words, birds of a feather flock together, or at leastfreinr ce one anot her 6s
views and values. But people matkeir own decisions and, even if subconsciously, in a cost
benefitmanner. h order to commit fraud, a rationalization must exist foritickvidual to decide

fraud is worth committing.
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Trusted persons become trust violators when they conceive of themselves as having a financial
problem which is noshareableare aware that thigroblem can be secretly resolved by violation

of the position of financial trust, and are able to apply their owndcan in that situation,
verbalizations which enable them to adjust their conceptions of themselves as users of the

entrusted funds or prepty.

Jaspan tried to derive antifraud measures in his research. His Ho®klhief in the White
Collar, is based on his many years of consulting experience on sealatgd matters, and
contains anumber of notable and often quoted generalizations frutshell, Jaspan exhorts
employers to (1) pay their employees fairly, (2) trbsair employees decently, and (3) listen to

t heir empl oy theysvéanttpavademmpoyes fraud, theft, and embezzlement. Butto
temper that bit of humanism with little reality, he also suggedtsat employers ought never to
place fdl trust in either their emplmes or the security personnel they hire to check on
employees.

Jaspan, like P. T. Barnum, woulmlways cut the deckHar t ung di sagrees

gereralizations and focuses te individual. He argues:

It will be noticed that the criminal violator of financial trust and ¢heeer delinquent have one
thing in common: Their criminality idearned in the process of symbolic communication,
dependent ugn cultural sources of patterns of thought and action, and for systievatues and

vocabularies of motives.

In reality, both Jaspan and Hartung appear to have been céteetting noted that individuals
are irevitably affected by their emanment. Although Jaspan might be considered too
empathetic to thendividual, his suggestions to deter fraud echo the same as nefftats do:

Create an environment with few reasons and withdpportunities to commit fraud.
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Question No 2 Fraud Tiangle is considered essential in Arftraud Field. How

CNI} dzR ¢NRARFyYy3AES KSELI Ay@SadAaalriz2NE Ay

Why Is Fraud Committed?

Fraud or intentional deception is a strategy to achieve a personeajamizational goal or to
satisy a human need. However, a goalneed can be satisfied by honest means as well as by
dishonest mean&o what precipitates, inspires, or motivates one to select dighattes than
honest means to satisfy goals and ned@efierally speaking, competi@vsurvival can be a
motive for bothhonest and dishonest behavior. A threat to survival may cause ahedee
either dishonest or honest means. When competition is keepraddtory, dishonesty can be
rationalized quickly. Deceitherefore, cafbecomea weapon in any contestrfeurvival. Stated
differently, the struggle to survive (economically, socially, or politically) often generates
deceitful behavior. The same is true of fraud in business.

O&OAOA 40EAI CI A
Of the traditional fraud research, Dotal Cr essey6s research in t

valuable insight into the question why fraisdcommitted. The result of this esrch is most

commonly, and suinctly, presented in what is known as the fraud trian@tesseydecided to

interview fraudsters who were convicted of embezzlement. He interviewed about 200 embezzlers

in prison. One of the major conclusions of his efforts was that every fraud hadhimgsin

common:

(1) Pressure (sometimes referred to as matingd N d u s uuashdregh bd e meedo) ;
(2) Rationalization (of personathics); and

(3) Knowledge and opportunity to commit the crime.

Pressure (or incentive, or motivation)

dzy

he

It refers to something h a t has happene donallifiethatltreates a sirdell st er 0 :

need for funds, and thus motivatesn to steal. Usually that mettion centers on some
financial strain, but it could be the symptahother types of pressures. For example, a drug
habit or gamblinghabit could create great &ncial need in order to sustain the hantl thus

Page |3



ICPAP

create the pressure associated with this aspect of thetfranigle. Sometimes a fraudster finds
motivation in some incentivé&or instance, almost all financial statement frauds were motivated
by some ncentive, usually related to stock prices or performéoceises or both. Sometimes an
insatiable greed causes relativelgalthy people to commit frauds.

Beyond the realm of competitive and economic survival, wltiar motives precipitate fra@d
Social and political survivalprovidesincentives, too, in the form of egocentric and ideological
motives,especially in financial statement frauds. Sometimes people cdnannit (deception) to
aggrandize their egos, put on airs, or asstmse status. Sometimeékey deceive to survive
politically, or have @urning desire for power. They lie about their personal views etepick to
believe when they do not. Or they simply cheat or lie to fhaitical opponents or intentionally
mi sstate t heitons onpigswes elmey sotnmitpdotg itricks against opponents.
Motives to commit fraud in business usually are rationalizethbyold saying that all is fair in
love and wad and in business, whicls amoral, anyway. There is one further category of
motivation, however. We call it psychotic, because it cannot be explained in terms of rational
behavior. In this category atbe pathological liar, the pfessional confidence man, and the

kleptomaniac.

Rationalization

Most fraudsters do not have a criminalaet In theACFE Report to the Nation (RTTN) 2004,
88% of the reportedraudsters had no prior criminal redo In fact, whitecollar criminals
usually have a personal code of ethics. It is not uncommonffaudster to be religious. So how
do fraudstergustify actions that arebjectively criminal? They simply ju$y their crime under

their citumstances. For instance, many will steal from employers buttaignconvince

themselves that theybwrltbwrepayhisbeiepanegne) . i Ot

is hurt so that makdbe theft benign. Still others believe they deserve a raise or tresement
and are simply taking matters into their own handsdminister fair treatment. Many other
excuses could serve as a raibzation, intuding some benevolent ones where the fraudster
doesnot actually keep the stolen funds or assets but uses them formopases (e.g., to fa

an animal clinic for strays.
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Opportunity

According to Cresseyo0s rfrasisea alveaps hddithe knowledge h e
and opportunity to commit thigaud. The former is reflected in kwa frauds, and in research
studes such as the ACFE RTTN#at show employees and manadersl to have a long tenure
with a company when they commit thieaud A simple explanation is that employees and

managers whdave been around for years know quite well where the weaknassés the

internal controls and have gained sufficient knowledge of how to commit the crime successfully.

But the main factor in opptunity is internal controls. A wealess in or absence of internal
controls provides the opportunity féraudsters to commit their crimes. It is noteworthy that the
Tread wayCommission (later known as the Committee of SponsdBirganizations, or COSO)
was formed to respond to the savings é&mh frauds and scandals of the gatP80s. The

c ommi t t e sdhsvas thatithe best prevention was strong internal controlshanmdsult
was the @SO model of internal controlOnthejob fraud, theft, andembezlement are

products of motiveon and opportunity.

The motivation may be economic need gneed, egocentricity, ideological conflicts, and
psychosis. Most othejob frauds are committed for economic reasons and ofteattifgutable

to alcoholism,drug abuse, gambling, and high lifestyleoose or lax controls and a work
environment that does not valusonesty can provide the opportunitiotivations and
opportunities are interactive: The greater #monomic need, the less weakness in internal
controls is needed taccomplish the fraud. The greater the weakness in controls, theofevel

motivational need necessary to commit a fraud is less.
Question No 4 Discusghe scope of Fraud.

Scope of Fraud:

How pervasive is business fraud? How likelytito be discovereeither by audit design or by
accident? Research in the last 10 ydas been able to reveal both the scope of fraud and the
most effectivemeans of detecting fraudShe scope of fraud is such thamast all midsize to
large busnesgs are certain to have a fraud emtty being or soon to be petpged. Virtually

no small business is safe. Nor are-fostprofits orother types of organizations. Research by the
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ACFE reveals that thestimated level of fraud detectedrn 1996 to 200 has been consent in
the U.S. econon®y approximately 6% of annual revenues.

Regarding financial frauds, a major study by COSO prowadésable insights. In 1998, COSO
released itbandmark Study ofrraud in Financial Reporting

The report covered 10ewrs of theSecurities and Exchange Commassi(SEC) enforcement
cases, angzing 200 randomly selected cases alteged financial fraud invesgited by the
SE@ about twethirds of the 300 SEC probes infraud between 1987 and 199Z0SO
examined certairkey conpany and management characteristics, and the key findings were
interesting: Most fraud among public companies was committedniafl firms (well below
$100 million in assets), boards of directavgere dominated by insiders and inexpnced
people,executive offcers were identified as associated with financial statement fraud in83% of
the cases, and the average fraud period extended @egiod of 23.7 months. The report went
on to say: d$mahsze of #duch doinparges guggests that inability or even
Unwillingness to implement cosfffective internal controls may be factor affecting the

|l i kel i hood of f i nan cluggekted®itteantl autditons focustaha u dit @ Nn@ O &
t he t o padnginternatcordrdl structas.

In 2003, KPMG released its thiffaud Surveyn it, KPMG surveyed 459 public companies and
government agencies. The repéound that fraud is increasing in the number of instances
reportedsince its last survey. Of the respondents, 75% reporteddadue tdraud in 2003, as
compared to 62% in 1998. Employfaud wasmost common category of fraud (60%). The
category of financiateporting frauds averaged $257.9 million in costs per organizirotne
previous year, and the category of medicallrance fraudaveraged $33.7 million. These were
the most costly fraud categorigsthe survey. Of the frauds reported, 36% incurred $1 million or
more in costs, up from 21% in 1998. The medass per incidenmvas $116,000 for all types of
fraud (1998) Only 4% of the fraudsvere discovered during financial statement audits in the
1998 surveyup to 12% in 2003. The most frequent methods of detection imter@al controls
(77%), internal audit (66%), employee tip (63%hd accident (54%). Obviouslyhdre was
some overlap in multipldetection methodS.he ACFE tracks the trend in trd and statistics on

fraud regtarly. It has been conducting surveys on occupational frauchlnse since 1996 and
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communicating the results to the public viaRsportto the Nation. In all three reports (1996,
2002, 2004), thACFE surveyed hundreds of Certified Fraud Examiners (CFEs),regmted

facts on a fraud from the previous year. The results slwevmous amounts of fraud each
survey. The reported losses dudriud were about 6% of reported revenues for those entities
for eachof the three years. Thus one measure of the scope of fraud is about6% of the U.S.
economy, or about 6% of the average firm. Accordmghe most recent ACFE RTTN (2004),

that figure wold be $66illion total. Fraud losses have inased by 50% since the first say

in 1996. Financial frauds lasted an average of 25 months lieforg discovered.

The various ACFE RTTNs have also measured the commethods of detecting fraud.
According to the reports, tips and cephaints have consistently been the most effective means of
detectingfrauds, and are a much higher petege than the second most effee means. Tips
and complaints accounted for 39.6% of the initlatection of occupati@l fraud in the 2004
report. Internal auditvas second (23.8%), accident was third (21.3%), internal contrads
fourth (18.4%), and external audit was fifth (10.9%).

These research studies and other similar research showfrdluat of various kinds, is
widespread. The best detection methoudude tips, internal controls, and internal audit. The

first two areintegral tenets of the Sarbar@sgley Act of 2002.

Question No 5 Criminal minds become fraudsters if they play intelligently.

What you mean by faudsters profile?

Who Commits Fraud?

In view of the last section, one might conclude that fraud is canaedy by factors external to
the individual: economic, competitivepcial, and political factors, and poor controls. Baw
about thandividual? Are some people more prone to commit falian otlers? And if so, is that
a more serious cause of fraud than the extemalinternal environmental factors we have talked
about? Data froneriminology and sociology seem to suggestlszi.us begin by makg a few
generalizations about people.

A Some people are honest all of the time.
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A Some people (fewer than the aboas) dishonest all of the time.
A Most peoje are honest some of the time.

Some people are honest most of the tilResearch has been conductedask employees
whether they aréonest at work or not. Forty percent say they would not steal, 30%said they
would, and 30% said they migtlBeyond those generalizations about people, what can we say
about fraudperpetrators? Gwynn Nettle, in Lying, Chiag and Stealingpffers these insights on

cheaters and deceivers:
V People who have experienceduee are more likely to cheat.
V People who are disliked and who dislike themselves tend mobe deceitful.

V People who are impulsive, distractible, andhledopostponegyratification are more

likely to engage in deceitful crimes.

V People who have a conscienteaf of apprehension and pumsént) are more resistan

to the temptation to deceive.

V Intelligent people tend to be more honest than igngreople Middle- and upperclass

people tend to be more honest th@amner-class people.
V The easier it is to cheat andaltehe more people will do so.

V Individuals have different needs and therefore different levelhiah they will ke

moved to liecheat, or steal

V Lying, cheating, and stealing increase when people havepyessured achieve

important objectives.

The struggle to survive generates dededople lie, cheat, and steal on the job in a variety of

personal andrganizational situationg heways that follow are but a few:

1. Personal variables Aptitudes/abilities Attitudes/preferences Personal needs/wants
Values/beliefs
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2. Organizational variableBlature/scope of the job (meaningful workdols/training provided
Reward/recognition sysin Quality of management and supervisioGlarity of role
responsibilitiesClarity of job-related goaldnterpersonal trusiMotivational and ethical clinte

(ethics and values of supers and coworkers)

3. External variablesDegree of competition in thendustry General economic conditions

Societal values (ethics of contppers and of social and polil role models)
Question No 6 WHO IS VICTIMIZED BY FRAUD MOST OFTEN?

One might think that the most trusting people are also the mgsllible and thereforenost
often the victims of fraud. Using thaationale, we could postulate that oagizations with the
highest leels of control would be least susceptible to fraud. But organizatithreg go
overboard on controls do not necessarily experience lesad; and they have the added
burden of higher costsControls to protect against fraud by either organization insiders
outside vendors, suppliers, and contractors must be adequate; ihahey must accomplish

the goal of contral costfeasible protectiorof assets against loss, damage, or destruction.

Costfeasible protection means minimal expenditures for maximum protection. Creatimng
organizational police state would be control overkill. A balanpetspective on controls and
security measures is the idg and thatmay require involving employees in creating control
policies, plansand procedures. A balanced perspective weighs the costs and beioéfits
proposed new controls and security measures. It means thateasure of trust must exist
among employes at all levels. Trustreeds loyalty and honesty; distrust can breed disloyalty
and perhapsvendishonesty.Fraud is therefore most prevalent in organizations that have no
controls, no trust, no ethical standards, no profits, and no futun&ewise, te more these

circumstances exist, the higher the risk of fraud.
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Question No 7 What is meant by FRAUD TAXONOMIES?

Most technical books have a glossary at the end. This one provides taxonomy at the beginning to
lay a simple but expanded foundation forawHhollows in the text. Another benefit of the
taxonomy is that it provides a periodic quick review and thus reinforces the lessons learned at the
first reading. In essence, the taxonomy summarizes the major principles of fraud auditing and

forensic accoumg.

Fraud, in a nutshell, is intentional deception, commonly described as lying, cheating, and
stealing. Fraud can be perpetrated against customers, creditors, investors, suppliers, bankers,
insurers, or government authorities (e.g., tax fraud), sh@eld, and short weights and counts.

For our purposes, we will limitoverage to frauds in financial statements and commercial
transactions. Consumer fraud has a literature of its own. Our aim is;fahereo assist

accountants and investigators in thefforts to detect and document fraud in books of account.

Criminal and Civil Fraud
A specific act of fraud may be a criminal offense, a civil wrong, or grounds for the rescission of

a contract.

Criminal fraud requires proof of an intentional deception.
Civil fraud requires that the victim suffer damages. Frauds in the inducement of a

contractmay vitiate consent and render a contract voidable.

Criminal fraud denotes a false representation of a material fact made by one party to another
party with the itent to deceive and induce the other party to justifiably rely on the fact to his/her

detriment (i.e., his injury or loss).

Fraud for and against the Company
Fraud can be viewed from yet another perspective. When we think of fraud in a corporate or
managenent context, we can perhaps develop a more meaningful and relevant taxonomy as a

framework for fraud auditing. Corporate frauds can be classified into two broad categories:

(1) Frauds directed against the company, and

Page |10



Fraud Investigation and Audit ICPAP

(2) Frauds that benefit the company.

In the former, the company is the victim; in the latter, the company, through the fraudulent
actions of its officers, is the intended beneficiary. In that context, we can distinguish between
organizational frauds thaire intended to benefit the organizational entity and those that are
intended to harm the entity. For example, price fixing, corporate tax evasion, violations of
environmental laws, false advertising, and short counts and weights are generally intenided to
the organizationbdés financi al performance. Ma n
another illustration of a fraud intended to benefit the company but that may benefit management
through bonuses based on profitability or stock priceshm market. In fraudgor the
organization, maagreement may be involved in a conspiracy to deceive. Only one person may
be involved in a fraud against the organization, such asewunts payable clerk who fabricates
invoices from a nonexistent vendbias checks issued to that vendor, and converts the checks to
his own use. Frauds for the company are committed mainly by senieageas who wish to
enhance the financial position or condition of the company by such ploys as overstating income,
sales, orassets or by understating expenses and liabilities. In essence, an intentienal mis
statement of a financial fact is made, and that can constitute a civil or criminal fraud. But
income, for example, may also be intentionally understated to evade taxexpandes can be
overstated for a similar reason. Frauds for the company by top managers are usually to deceive
shareholders, creditors, and regulatory authorities. Similar frauds by-levetrprofitcenter
managers may be to deceive their superioreenorganization, to make them believe the unit is
more profitable or productive than it is, and thereby perhaps to earn a higher bonus award or a
promoti on. I n the | atter event 6 tedentsopincome, t he |
sales, or prductivity ostensibly helps the company look better, it is really a femgainst the

company.

Fraudsagainst the company amgténded to benefit only the gatrator, as in the case of theft of
corporate assets or embezzlement. The latter specific catefyfngud is often referred to as
misappropriations of assets. Frauds against the company may also include vendors, suppliers,
contractors, and competitors bribing employees. Cases of employee bribery are difficult to

discern or discover by audit, becaush e cor porati onés accounting
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manipulated, altered, or destroyed. Bribe payments are made under the table or, as lawyers say,
Asub rosa. o The first hint of bribery may ¢
consistently rejecte despite its quality, price, and performance. Bribery may also become
apparent if the employee begins to live beyond her means, far in excess of salary and family
resources. Several other financial crimes do not fit conveniently into our schema heds® but a

are noteworthy: for example, arson for profit, planned bankruptcy, and fraudulent insurance

claims.

Internal and External Fraud

Frauds redrred to as corporate or managt frauds can be categorizedimigrnal fraudto
distinguish thenmfrom externalfraud (a category that includes frauds committedvegdors,
suppliers, and contractors who might overbill, double bill, or substitute inferior goods).
Customers may also play that game by feigning damage or destruction of goods in order to gain
credits ad allowancesCorruption in the corporate sense may be practiced by outsiders against
insiders, such as purchasing agents, for example. Corruption can also be committed by insiders
against buyers from customer firms. Commercial bribery often is accomganiednipulation

of accounting records to cover up its payment and protect the recipients from the tax burden.

Management and Nonmanagement Fraud

Corporate or organizational fraud is not restricted totegkl executives. Organizational fraud
touches senior, middle, and filgste management as well as amranagement employees. There
may be some notable distinctions between the means used andtivations and opportunities

the work environment provides, but fraud is found at all levels of an organizafione bothers

to look for it. Even if internal controls are adequate by professional standards, we should not
forget that top managers caneoside controls with impunity, and often do so. In addition, even
the best of internal controls suffers from atrophy, to the degree they depend on human
intervention. This effectismsaur ed by fAef fectivenesso of I nt e
functioning at the level designed and intended, and not at some subordinate level due to
slackness on the part of employees responsible for elements of the.control
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Question No 8.Evolution of a typical fraud?

Most frauds follow a similar pattern in the lifeyate of the processesor steps. There are
di fferences to consider depending on the frau
the bookso and therefore requires no real con

financial statement frasds usually very different from that of asset misappropriation frauds.
A general evolution of a typical fraud follows.

1. Motivation/Pressure
x Need

x  Greed
x Revenge

2. Opportunity

x Access to assets, records, and/or (control weaknedsasnents that contraksets
x No audit trails or separation of duties

x No rotation of duties

x No internal audit function

x No control policies

x No code of ethics

3. Rationalization

Rationalization of the crime as (formulation of intdmbyrowing, etc., not stealing

4. Commit the Fraud

x Execute the particular fraud scheme;

x Fraud, theft, embezaigent, etc
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5. Convert to Cash
If it is not a cash theft, the frastér must converte theft to cash (e.g., theft inventory, financial

fraud to stock to casloy cashing a check made d@ata bogus or real payee

6. Conceal the Fraud

x Alter documents and/or recorfisrgeryDestruction of records
x  (For skimming and other othe-books frauds, no concealmenniscessary.)

7. Red Flags

x Variances detected
x Allegations made
x Behavior patterchange noted ithe fraudster

x (Ifitis an onthe-books scheme, red flags are likely to occur in the accounting records
and data. But even ethe-books schemes exhibit the behavioral red flags.)

8. Audit Initiated
Detection of fraud or discrepancies d@ésl by some methodips most commanalso intenal
controls, accident, and internal audit are common methods)Anomalies identified artidetr

to be fraudulent in nature

9. Investigation Initiated
Evidence gatheredloss of assets confirmed amtbcunented Interrogation of thirdparties,

employees with knowledgend suspect conducted

10. Disposition

x Employee terminated for cause

x Fraudster Terminatédften management does not desire to pursue legal disposition for

various reasons)

x Insurance claim filed
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x  Criminal prosecution sought
x Prosecution Recommended
x  Civil recovery sought Insurance claim filed

11. Trial
Presentation of facts and testimony some of these items are covered in this ahdgdst, by
way of introduction to basic concepts. The remainafethe book focuses on this list, usually in

the sequence listed

Question No 9 Give BRIEF HISTORY OF FRAUD AND THE
ANTIFRAUDPROFESSION.

1. Fraud auditing literature discloses a common theme: Fraud is endemic and pervasive in
certain industriesjocales, companies, and occupations at particular points in history. For
example, railroad promoters in the 1870s raised more capital from less informed investors than
ever before. Their fraud, rat her si nrgingyo, was
some, forensic acomting is one of the oldest gessions and dates back to the Egyptians. The
Afeyes and earso of the king was a person whc
Pharaoh, watchful over inventories of grain, gold, and o#ssets. The person had to be
trustworthy, responsible, and able to handle apposition of influence. In the United States, fraud
began at least as early as the Pilgrims and early settlers. Since early America was largely
agricultural, many frauds centered land scheme®erhaps the most infamous calal era land

scheme was the purchase of Manhattan Island, bought from the Canarsie Indians from what is
now Brooklyn. The land was bought for trinkets worth about $24. In this case, the Indians
tricked the whie man, as the Canarsie Indians sold land not even connected to Manhattan Island.
Land swindles ggw as America expanded west aimhtinue to this day to be a major target of
fraudsters and con artists. So mucihe sesne t hat
swampl and in Florida I would | ike to sell y o
business organizations created new opportunities for fraud. The earliest corporations were

formed in seventeenttentury Europe. Nations chartered new corpona and gave thempublic
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missions in exchange for a legal right to exists, separation of ownership from management, and
limited liability that protected shareholders from losses of thsinless entity. One such
corpordion, the Massachusetts Bay Compamgas chartered by Charles | in1628 and had a
mission of colonizing the New World. The first major corporate fraud is probably the fraud
known ashe South Sea Bubble.

2. The South Sea Company was formed in 1711with exclusive trading rigBgatish South
America. The comany made its first trading voyage in 1717 and made little actual profit to
offset the £10 million of government bonds it had assumed. South Sea then had to borrow £2
million more. Tension between England and Spain led to the capture tbf Sea ships by Spain
in1718. In 1719, the company proposed a scheme by which it would take on the entire remaining
national debt in Britain, over £30 rHibn, using its own stock at 5% in exchange for government
bonds lasting until 1727. Although the Bawf England offered also to assume the debt,
Parliament approved the assumption of the debt by the South Sea Company. Its stock rose from

£128 in January 1720 to£550 by the end of May that year, in a speculation frenzy

The company drove the price of theck up through artificial means; largely taking the form of
new subscriptions combined with the circulation of-fremlewith-Spain stories designed to give

the impression that the stock could only go higher. Not only did capital stay in England, but
manyDutch investors bought South Sea stock, thus increasing the inflationary pressure.

3. Other jointstock companies thgoined the market, usually migg fraudulent claims about
foreign ventures, and were nicknamadpassdd,ubbl e:
which required all joinstock companies to have a royal charter. Partly because it hada royal
charter, the South Sea Company shares rocketed to £890 in early June 1720. The price finally
reached £1,000 in early August; and a-efflithat be@n in June began to accelerate. Theaéll

was begun largely by directors themselves cashingni huge stock profits. As tletock price

began to decline, the company directors attempted total up and prop up the stock (e.g., having
agents buy stock) bub no avaid the stockholders had lost confidence and a run started in
September. By the end of the month, the stock price dropped to a low of £150.With investors

outraged, and as many of them were aristocrats, Parliament was recalled in December and an
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investigation began. As part of that investigation, an external auditor, Charles Snell, was hired to

examine the books of the South Sea Company.

This hiring was the first time in the history of accounting that an outside auditor was brought in
to audit books and marks the beginning of Charter&dcountants in England and thus the
beginning of Certified?ublic Accountants (CPAs) and financial audits as we know them today.
Thus CPAs owe their professi, at least to a large extemd, a fraud Cases in more cent

history have birthed forensic accountaatsl fraud auditors: namely, a scandal, the threat of a
lawsuit or bankruptcy, and the need to have an expert dig deep into the accounting records.
These historical facts are significant among the other fratiimes past, and are why this case

is presented. In 1721, Snell submitted his report. He uncovered widespread corruption and fraud
among the directors in particular and among company officials and their friends at Westminster.
Unfortunately, some of th&ey players had already fled the country with the incriminating
records in their possessio Those who remained were exaed and some estates were
confiscated. At about the same time, Franes experiencing an almost idieal fraud from a
corporation kown as the Mississippi Company that had exclusive trading rights to North
America in the Frenclbwned Mississippi River area. Using similar tactics of exaggerating the
potential profits, the company owner, John Law, was able to cause a frenzied upvedmaf ggir

stock prices, only to see it dapse after the Regent of Orleans dismissed him in 1720. The com
pany sought bankruptcy protection in 1721. Like South Sea, it was a fraud perpetrated by the

exaggerations of executive management.

In 1817, the Megr v. Seftoncase involved a bankrupt estate. Since the nature of the evidence
was such it could not be examined in court, the judge allowed the expert witness who had
examined the bankruptds account goneerdr. ltamyst i fy

Crumbly considers this accountant to be the first forensic

A major savings and loan scandal hit hard in the early 1980s, preceding the energy and
tel ecommunication companiesd frauds in the 19
around thelast half of the 1990s and the early 2000s. During this period;datiar frauds

reached all types of industries. For example, Waste Management in trash services, Enron in
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energy, WorldCom in telecommunications, Adelphia in media, Fannie Mae in goverramen

HealthSouth in health services all occurred during this time.

Severalof these frauds were among the largest esed, they occurred during a short period of
time. Although the cost of the WorldCom fraud was far greater, the most notable fréardass
impact on the business community, is probably Enron. In 2001, Enron filed bankruptcy after
disclosing major discrepancies in revenues and liabilities in its financial reports. The audit firm
Arthur Andersen came to an end as a result of the rammfiisaof the Enron scandal by 2002. In
2002, the U.S. Congress passed the Sarbarkey Act (SOX) due to that fraud and others, such

as WorldCom. Perhaps nothing has brought more attention to fraud audits and forensic
accounting than the Enron scandal &@X. Are all of these events merely historical flukes?

Did media attention create thenPerhapsMedia attention may have created the original public
awareness, but the frauds and corruption were there all the time, and there exists no real way of
measuring or comparing them. Part of the problem during the period of time when such large
frauds occurd was the mindet of the auditors, vith has since turned around qoletely.
Nothing is taken for granted anymore, and the financial-baithg of the general public is again

the ultimate concern. Suspicion felh industries, professions, and vasaeas of government.

The undvided attention of auditors, regulators, management, and employees then led to
wholesale charges of fraud, theft, and corruption. The fraud environment can be and is often
viewed as a pendulum, swinging from one extreme to ter otith little time in between at the
proper balancing point. After 2002, the pendulum was close to an extreme end, one that entailed
ultra-conservatism on the part of cpanies, and auditors as well, and th#fest requirements

and enforcment by regudtors and legislators. This cycle (pendulum swing) is a natural result of
human nature, businescycles, and the nature of iglgtion and regulation. The cycle can

certainly be influenced and cdrolled to some extent, but it will never cease.
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Question No 10 Auditors Mind set

The argument for mindet does not quite hold for many of the financial frauds around the turn

of the millennium. Of thosemost were caught by whistleblowers or the financial collapse of the
entity. In some cases, too many plegpncluding auditors, regulators, and company employees,
knew, and someone eventually had the ethics and the courage to report the fraud. After the initial
attention to these large frauds, those same entities (auditors, regulators, company management,
etc.) felt pressure to uncover afrguds and did, cdimuing the fraud wave.

Fraud auditing, forensic accounting, and/or fraud investigation (i.e., forensic accounting) put
things together rather than taking them apart, as is the case in classic finaditiag ar the
modern method of systems analysis. The process of forensic accounting is altorssmaore
intuitive than deductive, although both intuition and deduction play important parts. Financial
auditing is more procedural in many regards anchds intended to work as effectively in
detecting frauds as the tenets of fraud auditing and forensic accounting-séjindot
methodology, is probably going to be the best detection of frauds from Enron férwairch
mind-set of paranoia, which trusts mme and sees evil everywhere, but a rsatitrained or
experienced to identify the signs of fraud, the most effective means of detecting frauds, and the
natural tendency to question teabstanceof the matter. The term professional skepticism

often u®d in this regard and applies to financial, fraud, and forensic accounting. In addition to

skepticism, fraud auditors should recognize that:
Fraud can be detected as well as discovered by accident or tip.

V Financial audit methodologies and techniques ateaally designed to detect fraud but

rather designed to detect material financial misstatements.

V Fraud detection is more of an art than a science. It requires innovative and creative

thinking as well as the rigors of science.

V Determination, persistencand selconfidence are more important attributes for a fraud
auditor than intelligence. Logic and problem solving and detective skills are critical

success factors for fraud auditors and forensic accountants.
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Question No 11 Steps in Fraud Investigation.

STEPS IN FRAUD INVESTIGATION

Perhaps a brief overview of a fraud investigation is the best way tvegothe principles of
forensic accounting. In terms of organizational fraud, the objective is to determine whether a
fraud has occurred or accurring and to determine who the fraudster is. In litigation support, the
objective is determined by the clieittis important to note that the last siepthe proess of the
investigation is to approach the suspédtat can happen intentionally amrdcidentally. The
intentional approach should be easy enough to avoid, but the accidental requires some extra
effort. When an auditor comes across an anomaly (document, accounting transaction, or other
evidence of somet hi ng talg associdtes kvithikhodn frawmd, orlae 0
violation of internal controls), before apprbamy someone for an explanation, fitet should
ascertain the probability théhe reason for the anomaly is not frauthe reason for this caution

is often when an auir unwittingly has evidence of a fraud in hand; she goes to a party
responsible for the fraud and asks for an explanation for the anomaly. At this point, the
investigation at best has been severely hampered and at worst has been compromised for
obtaining a confession or conviction in court. For example, an internal auditor notices on

performance reports that actual expenses are exactly twice the budget. That is classified, in our

(0]

terminology, as an anomaly (fishoatodhe pestn b e 0)

responsible for authorizing check sin that business unit and ask for an explanation. However, if
that person is using an authorized maker fraud scheme combined with forged endorsement, he
could be cutting twoltecks for a single invoice one for the vendor, and one for the fraudster to

forge an endorsement and convert to cash. If the auditor does approach that person, either he will
come up with a viable excuse, or the auditor could unknowingly offer one. In a real case, the
fraudsterremamd si |l ent, and the auditor said, AYou
she replied, nYes. That I's what I did. o The

stolen funds withougetting caught.

Had the auditor assumedcould be fraud,len he would have had the opportunity to gather
evidence to determine whether it was error or fraud, and possibly would have found the fraud.
But by going to the fraudster, he gave her undetectable exit strategy to the fraud. In other cases,
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fraudsters cdinonted by accident have suddenly retired, burned the business building (to destroy

accounting records), or done other things that frustrated any appropriate conclusion to the fraud.

Steps in Investigating a Fraud

The first step is the initialization of ¢hinvestigation. If it is an organizational fraud, most often
that is a tip or an accidental discovery of a fraud.

Predications necessary to initiate the fraud investigation. Predication is the set of circumstances
that would lead the prudent, reasomgtdnd professionally trained individual to believe that a
fraud has occurred, is occurring, or will occur. In litigation support, however, predication is a call
from a lawyer. If the specific fraud is not known, or if there is limited information onréuel f

then the next step would be the fraud theory approach. In this approach, the forensic accountant,
probably in brainstorming setting, would propose the most likely fraud scheme(if not previously
known), and the manner in which that fraud scheme coaleé been perpetrated on the victim
organization. This latter subset is often necessary even in litigation support. Obviously, the
forensic accountant needs to be familiar with fraud schemes arildgedassociated with each.

The theory then serves as thasis for developing a fraud investigation plan. Using the theory,

the forensic accountant develops a plan together sufficient and competent evidence (i.e., forensic
evidence).This step is where the fraud auditor is particularly applicable. In this astep,
examination is made of accounting records, transactions, documents, and data (if applicable) to
obtain sufficient evidence to prove or disprove that the fraud identified earlier has occurred.
Issues of importance include custody of evidence and otigat lmatters. After gathering
accounting evidence, the forensic accountant will attempt to gather evidence from eyewitnesses,
using interviews. This process goes from people the greatest distance from the fraud (not
involved but possible knowledgeable),dn evemarrowing circle of people close to the fraud

(firsthand knowledge), to tHast stepof interviewing the suspect

Finally, the forensic accountant writes up the findings in a report to the party who him. If the

case goes to court, this repont,aosimilar one, may be necessary during the trial. But regardless,

if the case goes to trial, the forensic accou
manner to the judge orry
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QuestionNo12 Di scuss the Audi tedorFéasd. Li abi | it

Financial auditors who audit public companies are the most common group of auditors and the
group most often discussed in terms of auditor liability. While internal, fraud, and
outsourced/consulting auditors face similar issues and share rtteelisdility in some cases,
differences do exist. The requirements for audits of public companies are mandated at a higher
level by federal laws and legally enforceable regulatory standards. In this chapter, financial
auditors conducting audits of publiorapanies (also known as external or independent auditors

or public accountants), or organizations otherwise subject to the regulations discussed, are the
principal focus of discussion. Auditor liability has never been a crgital issue to the public,
regulators, or even auditors themselves. Some of the more notable reasons are the amount of
judgment ad expertise involved in accoumg and auditing, public misconceptions, political
influence, constantly changing requirements, the substantive and samaiure of audits, and

other avironmental factors. Lawmakerand regulators have tried to establish liability
definitively 1 n practical ter ms, but the tas
external) may still been doubt as to the ekiantheir legal and professional responsibility for

fraud detection when conducting financial audits. Numelaws and regulatory standards have

been put in place in a relatively short period of time and are still maturing. Auditors
implementing these gairements will adjust, learn, and become more proficient over time, but
now they are still learning both how recent regulations work in practice and the boundaries of
their liability.

The general public, as opposed to financial auditors, does not sdemeany doubts about

auditor liability, nor do the courts. There is a growing public perception that auditors, by the
nature of their education, intuition, and work experience, can and should be able to sniff out
fraud wherever and whenever it existsimahcial records and/or data. That standard is far higher

than anyone in the audit professions has ever advocated or thought reasonably possible. No
auditor could ever live up to such a strict standard of care. Nor could any auditor afford the
premiumsfoppr of essi onal l' iability insurance iIf the

legal reality.

Page |22



ICPAP

The publicbs perception of auditor responsi b
contributes to what is commonly known as the expectaiyaps The expectations gap is the
difference between what the publienksa financial audit is and what financial aud#silly are.

Part of the gap stems from a lack of transparency on the part of auditors and audit regulators,
who need to educate thmublic better about the process and content of financial audits,
accounting principles and rul es, and financi a
gap is mostly out of uneducated misconceptions. Few people know that financial statement
audts are aimed at providing reasonable assurante @whether a material misstatent in the

financial statement exists or not and whether financial transactions are recorded and financial
statements are presented inconformity with generally acceptednéiogpprinciples (GAAP) or

not. That | anguage is nearly synonymous with
staement audits mandated by gealbr accepted auditing standards (GAAS) as promulgated by

the American Institute of Certified PublAccountants (AICPA). In addition, GAAS states that

the AThe auditor has a responsibility to plan
about whether the financial statements are free of material misstatement, whether caused by error
orfraud . 0

The public simplyassumeshat fraud should be caught in a financial audit. Although that is not

a false statement, it is not a true one either. Outside of the aforementioned misconception about
the purpose of financial statements, the process ameguoes within a financial audit are also

mi sunder stood. Financi al auditors, to some e
entityos) representations; it i's i mpradaoctical
absolutely, perfectly, unquéshably determine whether financial statements were accurate and

in compliance with regulations. Also, financial audits occur mostly after the end of the period
being audited (although notably the trend is for more audit work to be done within the period).

As with other crimes, the more time that goes by after a fraud has been committed, the harder it

is to catch. Audit procedures traditionally have not directly targeted fraud, although that is

changing. The changes mainly stem from two new regulations.
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Increased Auditor Liability

Growing concern and expectation of the public and Congress culminated in the advent of the
Sarbane©xley Act of 2002 (SOX) anthe adoption of Statement on Auditing Standard (SAS)

No. 99,

Consideration of Fraud in a Financial Statement Audit

Since those documents were put in place, even more attention has been brought on the issue of
auditors detecting fraud, and of course more technical guidance has been provided for financial
auditors. SOX addr e s snsibilityeo détactrfraud o diedt and inditectt or 6 s
tenets.Indirectly, for example, the Public Companies Accounting Oversight Board (PCAOB)

was created in reaction to public and congressional perception that large financial frauds had
happened while being dited by large financial audit firms that were not performing their
professional duties appropriately and that were not being properly regulated by the AICPA.
These aspects of SOX and PCAOB | ead wus to ©b

simultaneous m@&ction with SOX:

V The PCAOB answers directly to the Securities and Exchange Commission (SEC). Prior
to the passage of SOX, the Financial Accounting Standards Board (FASB) and the
American Institute of Certified Public Accountants (AICPA) were delegatedbaiyth
under the SEC, but did not report directly to the SEC.

V An examination of the quality of audits of SEC firms now isfpemed periodically not

only by peers (other public accounting firms in a peer review) but also by the PCAOB.

In order to condudtinancial audits of SEC companies, a financial audit firm must be registered
with the PCAOB.The members of the PCAOB are not all CPAs; two of therancdrbe CPAs

or former CPAs. All members of the FASB, the practical authority for accounting standards,
have been CPAs or former CPAs.All of these aspects point to two main regulatory changes: a
tighter link of control between the law and the entities under the law and independent
supervision and monitoring.SOX and SAS No. 99 have increased the expectatiandiiors

will detect fraud; auditor liability has also increased. By definition, auditors are now held liable
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for SOX and SAS No. 99 requirements, both of which explicitly or implicitly imply dualitors

must cosider fraud and must perform specifiopedures to detect fraud.

Question No 13 Evidence play vital role in any case. Explain Basic Forms of

Evidence.

EVIDENCE
In general, evidence consists of anything that can be ogeave something. .In a legsénse,
evidence means an assertionfasft, opinion, beliefor knowledge whether materiat not and

whether admissible or not.

Evidence ries are principles developed and refined over hundreds of years, that are designed to
ensure that only relevant and probative evidence is tegtinin cout proceedings, anthat
irrelevant, unreliable and prejudicial evidence is excluded, sb dhses carbe fairly and

expeditiously decided.

Every aspect of trying a caé®m filing the complant through discovery, into theresentation
of witnesses andxhibitsis affected by rules of evidence. This body of law covers not just what

counts as evidence, but how that evide is gathered, handled, grdsented.

The rules of evidence are complex and counsel should be conifaatesnportant queson of
evidence arises. Additionally, rules of evidence vary by jurisdiction, even within the same
country. For example, in the United States, state sdwave different rules for thedmissibility

of evidence than do federal courts. The following are some depargiples regarding

evidence; therefore, it is very important to review the rules for your area.

Three Basic Forms of Evidence

Evidence is anything perceptible by the five senses, whittvoked in the process afguing a

case. Documents, spokenco#ections, data of various sorts, and physical objects are all
potentially evidence. Evidence is simply anythihgt relates to the proving disproving of a

fact or consequence. With the known universe available for court inspection, legal authorities

have narrowed the field by setting up categories to evaluate evidentiary significance.
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There are three basic forms, as distinguished from types, of evidence: testimonial, real, and
demonstrative. Testimony refers to the oral statemend fiop witnesseander oath. lgeneral,

there are two types of testimonial witnesses: lay witnesses and expert witnesses. A lay (or fact)
witness is a noexpert witness who must testify from personal knowdedgout a matter at
issue. An exprt witness is a person whoy beason of education, training, Skill, @perience, is

gualified to render an opinion or otherwise testify in areas relevant to resolution of a legal dispute.

Real evidence describes physical objects that played a part in the issues being litigated. Th
term includes both documentary evidermch as cancelled checks, invoices, ledgers, and
lettersas well as other types of physical evidence. Therefore, a typewriter or printer in a case
involving questioned documents is clearly real evidence, as eadaording, since members of

the court can experience the sounds firsthand.

Demonstrative evidence is a tangible item that illustrates some material proposition (e.g., a
map, a chart, a summary). It differs from real evidence in that demonstrativeacevidas not

part of the underlying event; it was created specifically for the trial. Its purpose is to provide a
visual aid for the jury. Nonetheless, it is evidence, and can be considetwel jaytin reaching

a verdict.

Direct Versus Circumstantial Ev idence.

There argwo basic types of admissible evidence: direct evidence and circumstantial evidence.
Direct evidencencludes testimony that tends to prove or disprove a fact in issue directly, such as
eyewitness testimony or a confessi@ircumstantial evidences evidence that tends to prove or
disprove facts in issue indirectly, by inference. Many fraud cases are proved entirely by
circumstantial evidence, or by a combination of circumstantial and direct evidence, but seldom
by direct ewdence alone. The most difficult element to provemany fraud casess usually

proved circumstantially, and necessarily so, because direct proof of the defendant's state of mind,

absent a confession or the testimony of @@aspirator, is impossible.

In a circumstantial case, the court may instruct the jury that. The prosecution must exclude all

inferences from the facts other than its determination of guilt. Even if no such instruction is
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given, the Certified Fraud Examiner shoajaply the same stanahin prepaing a circumstantial

case.

Relevance

The admissibility of evidence depends on a wide variety of faetods in large part, on the
discretion of the trial judgeut the most important factor is relevance. Relevant evidence
evidence that teds to prove or disprove a fact in issue. The facts in issue, of course, vary
according to the case, but generally can be said to be those that tend to prove the essential
elements of the offence or claim as well as relatmtters such as motive, oppaity, identity

of the parties, and credibility.

Whether a particular piece of evidence is relevant or not depends on what the evidence is offered
to prove. An item of evidence might be relevant and admissible if offered to prove one thing, but
not relevantand inadmissible if offered to prove something else. For example, evidence of other
crimes, wrongs, or acts conitted by the defendant would kemissible if offered to prove that

the defendant is generally a bad person, and therefore is likely to havatted the crime with

which he is charged. However, evidence would be admissible if offered to prove motive, intent,
identity, absence of mistake, or modus operandi, if such factors are at issue. If evidence of other
wrongs or acts is admitted, the judgél instruct the jury that they may consider the @rnde

only as it relates to thearrow issue for which it was admitted, and may not consider it for any
other purpose.

That evidence is relevant does not, however, automatically mean that it will b#eddm
Relevant evidence still might be excluded if it is unduly prejudicial, threatens to confuse or
mislead the jury, or to cause unnecessary delay, waste of time, or is merely cumulative. Relevant
evidence also might be excluded if it is subject toamerprivileges. Thus, evidence of drug
addiction technically might be relevant to prove motive for embezzlement or fraud, but the judge
still might exclude the evidence if he believes that its probative value is outweighed by the

dange of prejudice to thelefendant
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Question No 14 Discuss Special Problems Concerning Some Types of

Circumstantial Evidence.

Special rules govern certain types of evidence, which have been found over the years to be so
misleading and prejudicial that they have been catedlyriercluded. Such evidence is always

excluded unless an exception applies.

Character Evidence

In civil and criminal trials, there is strong policy against character evidence. Character evidence
(sometimes called propensity evidence) is testimony obéghhat purport to establish a "trait

of character" or propensity to behave anparticular way, such as cafi@tiness, honesty,
violence, or cowardice. There are some good reasons to leave chataatérthe discussion

whenever possible.

First, the subjective nature of the descriptione person's "grufP'is another viewer's

"aggressive."

Additionally, character is not an absolute indicator of behaviour. That is, it is pretty common to
remark how "out of character" somebody's actions were in a gitation. So there is always a
chance someone was acting out of character, making the behavioural propensity (if there was

one) useless in the legal exchange.

Finally, testimony about character has a reckless potential to be mistakenly founded, mssled. |
always possible to "misjudge"” someone, especially if we only know the person in limited
circumstances like work or a social club. Moreover, it is exceedingly easy to fabricate incidents
about character and, for shrewd talkers, to manipulate perceptigersonality. In a fraud case,

it must be shown that the defendant committed the act in question. There is too great a danger of
prejudicing the jury if you allow testimony about the defendant just being a bad person. Whether
he is a bad person or notight to have no bearing on whether or not he committed the act in

guestion.
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Exception to the Character Rule
In civil cases, character evidence is rarely admissible. In criminal cases, there are some instances
where character evidence is relevant to the charge at hand. For example, if the mental condition

or legal competency of the accused is in question, clearagdence is allowable.

In addition, the courts recognize certain exceptions to the general rule that character evidence is
inadmissible in criminal cases. Some of the exceptions for use of character evidence in criminal

cases include:

The accused mayffer evidence of his or her good character, in which case the prosecution may
introduce evidence of the accuserodés pad char
reflect on the credibility of a witness Although evidence of other crimes, wrongst®ors

generally not admissible to prove the character of a person; there are some uses of character
evidence that may be admissible because they are offered for a purpose other than showing

character. Some of the exceptions for use of character evitecitminal cases may include

V To show the accuserdos knowledge, intent, o
V To prove the existence aflarger plan of which the charged crime is apart.
V Toshow the accusero6s preparation to commit

V To show the accuserds ability and means of
weapon, tool, or skill used in the commission of the act)

V To show that the accusero6és opportunity to
Will by the accused
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Question No 15 What you mean by Opinion Testimony. Also explain the
Exceptions to the opinion Rule.

Opinion Testimony

Generally, lay (i.e., noexpert) withesses are only allowed to testify about what they have actually
experienced firsthand, and their factual observations. Witnesses provide a report on what they know, and
keep their opinions and conclusions to themselves

Exceptions to the Opinion Rule
NON; EXPERT WITNESSES

Despite the general rule, there are ways to get eerpartwitness's opinion into the record. For
example, an employee at a securities flrtn blows the whistle on his superiors for keveth

stock fraud. Defensesuggests the invesagjon was an invasion of privacy, Prosecutors ar
justifying their secret eight month investigatiom the basis of the whistleblower's tip, the
prosecution will enter the whistler's "opinion" and his suspicionsraidf to show that the
government was justified in conducting its investigation. In this case, the opinion is admissible;
however, the reason it is allowed in is not to show that management is guilty, but to show what

prompted thenvestgation.

Opinions are admissible if they pass a three -part test:
Does the witess have direct personal knowledge of the facts to which the opinion pertains?

Is the opinion of the common, everyday sort, i.e." does not involve specialized knowledge or
tests?

Is the opiniorNOT part of a levigjudgment, reserved for the jury or judge to decide?

Opinions from ordinary witnesses must be based on personal experience and have some bearing
on thefacts (as opposed to thpidgmentof the case. fis distinction is further refied in
situationsinvolving hearsay and personal judgment, discussed below. Expert witnesses are

exempt from the opinion rule, since experts are hired to render a professional opinion.

EXPERT WITNESSES
Expert withesses are allowed to give opinion testim@uabse they possess education, training,

skill, or experience in drawing conclusions from certain types td da information that lay
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witnesses do not possess. However, expert testimony may be excluded if it embraces a legal
conclusion. Therefe, expertopinions addressingr innocence will likely be excluded in

criminal cases.

Exhibits

Exhibits are the tangible objects presented as evidence. Therefore, both real evidence and
demonstrative evidence are entered into the record as exfihits includesdocuments like
contracts, letters,na receipts; plus photographs;rys, baseball bats, knives, fountain pens. In
short, anything that is not testimony is an exhibit Testimony is what people say. Exhibits are the
"props."

Demonstrative Exhibits

An exhbit used for purely “illustrative purposes" is a type a@emonstrative evidence.
Demonstrative evidence includes charts, and summaries that help to simplify complicated
evidence for the jury. Such evidence is admissible if the court decides that itgredain and

balanced summary or picture of the evidence and is not unduly prejudicial.

In complex fraud cases, such evidence is extremely useful, but care should be taken to keep the
charts and exhibits simple. The evidence that is summarized musdeavaégable to the other

party, aml thecourt may order that the undedi documenitnay be produced to the court.

Authenticating Typical Exhibits

At the most basic; level, evidence must be established as reliable or authentic. Thus, evidence,
other thantestimonial evidence, must be properly authenticated; that is, the party offering the
document must produce some evidence to show it is, in fact, what the party saysaitpieck

of real evidence cannot be authenticated, the evidence Will not beaeatjreiten if itis plainly

relevant.

Similar to the authentication requirement for evidence, there idirsiort of "credibility test'
for witnesses. If testimony is to become admissible evidence, the witness must demonstrate that

the knowledge beingoenmunicated is ddievable and made by personal expece.
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Question No 16 There are some of the issues you Will encounter in proving to the Judge

that a particular exhibit is authentic.

Diagrams

A diagram (on paper or some other tangitikgplay) can be admitted as evidence withnmare
foundation than the witness: "Is this a fair representation of the Suite where you work?" It does
not have to be true to scale, or particularly detailed. A diagram can be prepared before trial,
during trial or prepped outsidthe court and finished duringuestioning. If the witness or the
opposition objects to the diagram, further foundation may need to beigstdblDiagrams can

be used in andom with photosor other representational evidence, or asist&msce in

demonstrations to the jury.

Correspondence

Letters and faxes require a foundation to establish authorship. Depending on the document and
situation, the foundation is laid in one of several wd{}3:the author is present amthims
authorship;(2) a witness testifies to seeing the author write the document; (3) with handwritten
letters, a witness verifies the author's penmanship; (4) with typed or maehitten documents,

the witress verifies the author's signaur(5) a witness testifiethat the contents of the
documaet point decisively to the author. These and many other document issues may require the
participation of aquestioned documents expefthese professionals are trained to analyze
virtually every aspect of document productinom handwriting to the approximate strength of

the letter "a" when struck from a particular manual typewriter.

Business Records

Business records can encompass a broad randecaments, from all sorts of Organizatipns

including corporations, small binesses, nonprofit operations, and community groups.
Exhibits such as business records and correspondence are vulnerable to objections as hearsay.

To overcone a hearsay objection with reddo business records, you must show the following:
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The documentwas prepared as a usual part of doing business (i.e., it wasreywdared

specifically for litigation).

The document was prepared reasonably near the time of the event it describes. .The

organi zationds way of keeping records is demo

This can be accomplished by having a member of the ré@mping or archival staff testify how
records are kept and that these particular records were created in the normal course of business. .

The requirements for government documents are the same athéorbusiness records: The

distinction between government and business records arose because of narrow

Interpretations of the law that sep@dh nonprofit from fofprofit enterprises. Today, most

records, regardless of origin, are called business records

Digital Evidence

Courts are still sorting ouhe issue of how to deal with digi evidence, and there is stiiuch
controversy regarding how to authenticate digital records. If digital evidence needs izede se

it is vital that you engge the services of a trained computer forensic technician. A properly
trained technician should know the proper procedures to follow to ensure the files can be

authenticated.

In the case of computerized business records, many courts will allow suctsretorevidence

as long as they meet the usual busifressrds foundation. The requiredipporting material to
authenticate computer records will incduéhformation on thecomputing machine used, any
software, and the recoiteeping process. A businegsord, electronic or otherwise, is legal as
long as it is kept inhe rormal course of business. When there are clear routines for compiling

information, admitting the record into court will be routine.

Photographs
Photographs can be tricky: they needndation to establish their fidelity to the 6bject they

claim to represent. Generally it is enough to have a witness familiar with the object or space in a

photo to corroborate, "Yes, that's the hallway running between our two buildings.” The matter
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gets moe complicated when a photo is controversial. This can require technical specifications

for proper foundation.

In some unusual situations, a photo may reveal information, which no ‘witness can corroborate.
There has been at least one anse where the lblaground of a pbto showed a stabbing that

took place in a crowd. No one, not even the photographer, saw the stabbing at the time. In
unusual situations where a photo communicates evidence not substantiated elsewhere, the
foundation of the photograph witleed more strengiimcluding technical details on the camera,

the f11m, who took the shot, why and where, etc.

The exceptions make photos seem more legally fraught than they are. They usually ate admitted
with little objection. Photos do not even havebeocontemporary with the crime or grievance to
which they pertain. If a photograph is established as accurate in its portrayal, it can be shot after

the original act.

General Points

Either side can enter exhibits into the record, given the proper faond&tnce admitted, the
evidence is available for use by either side. It does not matter who entered a hammer into

evidence; either side can use it during questioning.

It also does not matter when exhibits are admitted. They may be introduced into evddeng
direct examination: opposing counsel is allowed &pett the exhibit; the witnesenfirms the
exhibit, which has been marked Exhibit A (or Exhibit ): Some courts use letters for exhibits
while some court use numbers. Usually the exhibit isitiled by which side enters it (e.g.,
Plaintiff's Exhibit 1).

When everyone agrees, exhibits cart be directly entered into the record, without foundational
review, by a simple stipulation. Both parties sign the stipulation form, describing and
acknowledgng the exhibit.
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Question No 17Discuss the best evidence Rule and also explain the objections

to exhibits.

The "Best Evidence" Rule

Sometimes testimmy may be rejected because of the "leestience’rule. This prohibits a party
from testifying about the contents of a document without producing the document itself. Also
known as the "original writing" rule, it requires that when a witness testifies about the contents

of a document, at least a fair gopf the original must be available for inspection.

If there is not an original, a copy of the proven authentic document will do. If the document is
lost-no original, no copiethe judge will have to be convinced theregyaod reason to forgo the
exhibitand admit the testimgn Fraud examiners can use copies in preparing their case reports,
but at trial the original must be produced if it is available. Certified copies of public records
should always be obtained.

Objections to Exhibits

Just because arxfbit is authenticated does not mean it is automatically admitted. If the
evidence violates some other rule of evidesgeh as the rugeagain.st hearsay, prejudice,

relevance-'-the exhibit is barred.

Exhibits sometimes require separate hearingsh®ijudge to consider admitting the material or
not. Fraud trials can be bogged down with lengthy challenges to the sometimes mountainous
stacks of documents offered as evidence. In deciding on the admissibility of exhibits, judges can
decide to admit thenaterial just as it is, admit it with alterations (such as expurgating paats of

text or obscuring certain images), or deny the admission altogether.

Chain of Custody

Chain of custody issues, like those discussed regarding experiments above, arerngassomes

in any case, affecting every piece of physical evidence. Chain of custody refers to (1) who has
had possession of an object, and (2) what they have done with it. This rule is especially pertinent
to the discovery process, since discovery is dppropriate stage to be conducting tests and

otherwise inspecting evidence. Gaps in the chain of custody (when it is not clear what occurred
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with a set of records, for example) or outright mishandling (a group of questioned documents

was not properly seale perhaps), can dishevel a case but not wreck it outright.

Courts have found in some cases that even though there have been mistakes in the chain of
custody, the mistake affects the "weight" though not #dbriissibleif' of evidence. Thats to

say, theevidence will still be allowed into the record, but will be accompanied by a forthright
description of any improprieties, which have ocedrin the chain. The jury anddge are
supposed to consider the improprieties when they deliberate, "Weighingashdor ~t or
innocence. In fradi cases, the array of yéical evidence, all the papdocuments, audio and

video recordings, and informatigorocessingequipmem, such as computers, demands some

close monitoring in the chain of custody.

The following are some general guidelines that will help you demonstrate the chain of

custody. They will also help you in authenticating the evidence you receive:

If records are received via mail or cousreceipted delivery, keep copies of the postmarked

envdope or tle delivery receipts.
If a cover letter is included, make sure you keep it.

If the cover letter or transmittal letter includes a list of the documents, check the package
immediately to ensure all docemts are thex. If something is missing, make a natethe file

and notify ~e sender immediately.

If you receive documents in person, create a memo stating the date atitetitoeuments were
received; who gave you the documents, where that individual obtained the documents, and a

complete list of the doeuents received.

If you obtained the documents yoursedrfr the original source (desk,ditabinet, etc.), create a
memo describing the date, time, exact location of where the documents were found, and a

complete list of the documents obtained.

Keep theoriginals of these memos delivery receipts in the casedibnd keep a copy with the
documents (it will be much easier to identify where the documents came from if you have the

information with the documents).
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Question No 18 Hearsay has many exceptios. Explain the exceptions to the

Hearsay Rule.

Hearsay

Hearsay as "a statement, other than one made ...at the trial or hearing, offered in evidence to
prove the truth of the matter asserted.” Basically, hearsay involves the following elements: .A
statemat. : This includes anything intended to be an rdisge statements can be or&ritten,

or nonverbal conduct, such as nodding ahead.

That is made outside the court's supervision. This includes statements made at trial or during
deposition imnot hearsp because they are oaduring court proceedingbut a statement nue
at work or at a crime scene gsitside the court's supervision and could be hearsay if the other

elements are also present

That is offered to prove the truth of the matter assertgaarfy offers a statement to prothes
truth of the 'matter assertedilife partyis trying to prove that the assertion made by the declarant

(the person that made the out of court statement) is true.

This sets apart vally anything said outside the atneom, or outside an officially designated
function of the court like a deposition. Excluding hearsay on one level maaresses cannot

say, "He saickshe said." Each person testifies to his or her own experience. This is designed to
protect the credibily and condition of testimony and to preserve the right to ezgamine

witnesses by each side.

Each witness the trialvill be questioned about persanfirsthand egounters. Unless their
statements satisfy one of the exceptions discussed b&ldnesses will speak only about things
they have experienced themselves. If possible, evidence should 'be presented in the courtroom so

that the jury can determine the weight to give each piece of evidence.

However, the hearsay rule is full of exceptiavsysto get information into the record, even
though it is technically hearsayhich accounts for the rule's infamy in courtroom dramas and in
real courtrooms. A basic distinction lies with the nature of the statement under consideration.

The law is specificayl designed to exclude statements which are offered "to prove the truth of
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the matter asserted” in the statement.1lherefore, any hearsay statement offered to direcdy proves
the charge is barred, Simply put, a conviction cannot rest on asasiiesaid” (hearsay)

recollection.

Exceptions to the Hearsay Rule

The Truth of the Statement Is Not at Issue

The hearsay rule only applies if the statement is being offered to prove the trUth of the matter
contained in the statement. Therefore, if the statementfesed for some other purpose, it,
technically, is not hearsay. Any eof-court statement can be admitted if it {1) is relevant to
some aspect of the proceedings, and (2) is not offered for the truth of its contents. Most often
such statements are usedgstmw a person's knowledge or state of mind at a particular time. For
instance, a witness will be allowed to testify that she heard the defendant say, "I can't stand this
company. They owe me big time," The statement cannot be used to prove that tiardefen
actually stole fromhe company; however, it can bdmitted to show that the defendant's state

of mind-that he was disgruntled.
Admissions

Anything spoken or written by party toa lawsuit can be entered into the record, provided the
statement can be corroborated and is relevant. Each side can use its adversafy'soauit

statements as evidence.

For example, during your investigation of the case prior to trial, you intergigweedefendant.
During the interview, he tells you that he falsified the invoices. Later he denies making the
statement. If you take the stand and tell the jury that the defendant told you he falsified invoices,
technically that statement is hearsay. Hegresince it is an admission, it will be admitted under
this exception to the rule.

An admission is not necessarily an outright confession. A witness may testify that a bank officer
told her, "I have ways of getting loans approved that no one else laimws." The statement
alone does not prove loan fraud against the officer, but it does establish, by his own admission,

his stated intent to subvert the security controls of the institution.
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In cases involving corporations, large groups, or governmencegge any statement made by a
member of the organisation is potentially an admission.. The person who made the statement has
to be directly authorized to speak for the organisation, or perform a job related to the issue under

discussion.

For example, aagent employed by Jefferson Realtetso says, "You've been defrauded here"

to an aggrieved client has made an admission on behtie company. A janitor at Jefferson
Realtors, however, cannot make the same admission because janitorial duties datedotore

the formation of commacts, and chances are the jani®rnot authorized to make corporate
declarations. On the othdéand, an agent makes contracts on the company's behalf, so the
statement is an admission even if the agent is not the offm&lesperson for Jefferson's legal

affairs.
Statementagainst Interest

A statement against interest is a special form of admission in which a prior statement is at odds
with the declarant current claim. In prosecuting a tax evasion charge, for example, prosecutors
may present a financial statement used by the defendantam @btloan; this is a statement
against interest because the document declares a higher net worth than he now claims to have.

Business and Government Records

We commonly think of invoices, receipend official documents as the find&gal word.
Technially speaking, though, business and government records are hearsay; they are prepared
outside the courtroom. A special exception for these materials makes them admissible if they are

provided with a legal foundation.

The admissibility of records rests two criteria: whether they were prepared during regularly
conducted business activity and whether they are verifiably trustworthy. Materials prepared
specifically for trial are not admissible as business records. Anything that casts doubt on the
veracity d these documents can bar them. In situations where the charge involves altered
documents, the materials are admittegrtove the charge of alteration not for their trutiue-

so the hearsay rule does not apply.
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Computerized recordsave had no troublbeing accepted as evidence. Generally, the hearsay
exception for business records applies (i.e.., as long as the records have been '‘compiled as a
regular facet of doing business, they are admissible).

Absence of an Entry in Business Records

Evidence that matter is not included in the memoranda or repg@psin the regular course of
business may be admissible to prove that a certain evenitidcour, if the matter was one
about which a memorandum or report regularly was made and preserved, umlssarte of

information or the circumstances indicate a lack of trustworthiness.
Recorded Recollections

A memorandum or record about a matter concerning which the wittiness once had knowledge
but now has forgotten, and that was made or adopted by theswitvhen the matter was fresh in
memory, and is shown to be accurate, may be admissible. Such memoranda or records also may
be shown to a witness who has temporarily forgotten the events in order to refresh the wittiness'

recollection and allow the testony to be more complete or accurate.
Former Testimony

Testimony given by the declarant at another hearing is admissible if the party against whom the
testimony is now offered then had an opportunity and similar motive to examine the witness as in

the preent trial.
Present Sense Impressions

Courts assume that statements made during or immediately after significant events or condition
and that describe or explain the event or condition are reliable, so present sense impressions are
admissible. For exam@] a witness can report that he first suspected fraud at Securities Plus by
noting that his superior said, "Oh my God! This can't be happening!" when he was informed that
there would be an audit. Insamilar example, Mr. Whistlenotices.]jenny Moore, aceworker,

in John Smith's office and overhears her say, "Oh, here are some bid sheets in the trash can." If

the government prosecutes Smith forbid rigging, which is demonstrated by the bid sheets, Mr.
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Whistler can testify about Moore's statement as a presnse impression because the words

described the scene before her.
Excited Utterances

There is also an exception for statements relating to a startling evaomdition made while the

declarant was under the stress of its excitement. Ustd&éements of present sense inlpressions,

excited utterances require an occurrence that is staghonggh toproduce excitement. In the

Mr. Whistler scenario, for example, Moore's statements n:light qualify as an excited utterance if

she discovered theit sheets after months of searching for incriminating evidence and told

Whi stler, while jumping up and down in excite
for a longtime." Here, the successful conclusion of the search was sufficiently exciting.

Then Existing Mental, Emotional, or Physical Condition

Statements of the declarant then existing state of mind, emotion, or physical condition are also
admissible as exceptions to the hewrsale. Generally, evidence rd list state of mind,
emotion, gnsation, or physical condition, pain, and bodily health as acceptable subject matter,
along with extremely personalized thought processes such as intent, plan, motive, design, mental

feeling.

Defense attorneys atfraud trial sometimes use argents abot what their client intended, or

the confusion and stress the person was suffering. For instance, as the defendant was seen
shredding documents, he was overheard to say, "They'll never prove anything now." The
statement may be admitted to show the defetslatate of mind at the time he was shredding the
documents. It also shows that the defendant acted with the intent to destroy the documents.

Hearsay statements that help establish this intention are admissible as exceptions.
Statements for Purposes oMedical Diagnosis or Treatment

Anything first communicated during a medical examination is admissible as a hearsay exception.
This includes medical history, symptoms, pain, and the general character of the, medical
condition. These statements do not evave to have been made by the patient. They can

involve someone (parent or spouse) accompanying the patient.
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Other Exceptions

Miscellaneous exceptions to the hearsay rule include things like dying declarations and ancient
documents. For those instances not specified in any rule, there remains the judge's discretion:
anything the judge deems trustworthy for the purposes of isept&tion is admissible. This is

the cornerstone of the rule. Hearsay is excluded in the first place because it supposedly lacks
trustworthiness; however, other kinds of hearsay that do not fall within any specific hearsay
exceptions may be admissibleliey meet the same standards of trustworthiness as required for

the listed exceptions.

Question No 19 Crime investigation is considered tough task Do you agree or

not. Also discuss the goals of crime investigation.

Crime Investigation:

A criminal investgation is an official effort to uncover information about a crime. There are
generally three ways that a person can be brought to justice for a criminal act. First, and probably
the least likely, the individual will be driven by his conscience to immdgiatsnfess. Second,

an officer of the law can catch him in the act. Third, and most common, a criminal investigation

can identify him as suspect, after which he may confess or be convicted by trial.

General Investigation:
In most cases, when a crimeasmmitted, officials have two primary concerns. They want to
know who committed the crime, and what the motive was. The reason why a person breaks a law

is called the motive.

The motive does not always come after identifying the perpetrator in a crimugstigation.
Sometimes the motive is suspected or known and used to catch the criminal. This is often true
with crimes such as kidnappings and murders. Notes or other forms of evidence may be left that

reveal why the crime has been committed.
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Criminal investigations are usually conducted by police. There are other official agencies that
have the authority to investigate and launch criminal charges. In the United States, these include
the Federal Bureau of Investigation (FBI) and the Internal Revenue &ERIS).

Police and other officials may use a variety of methods to conduct criminal investigations.
Sometimes they work with their canine-workers. They may also use various scientific
techniques such as fingerprint and ballistics analysis.

A controvesial investigation method sometimes employed in the US is the use of informants.
Many people disagree with this practice because these individuals are generally criminals who
are looking to get out of trouble or to reduce their punishments. It is theegtpred that they

can be influenced to say or do whatever will please those investigating the case.

There are some parts of a criminal investigation that police may not be able to handle. Some
cases require investigation techniques that demand specikhip@dedge or training that the
investigators or their colleagues may not have. This means that the police may have to employ
others to help them. This is especially true with deoxyribonucleic acid (DNA) testing. Although

this technique is popular, it isten performed by thirgbarties.

A criminal investigation does not always yield results. Sometimes suspects are accused only for
it to be determined later that they are not guilty. At other times, an extensive criminal
investigation may not produce any pasts. This can mean that no one will be punished for the

crime that was committed.

Goals of Crime Investigation:
A criminal investigation is the process of discovering, collecting, preparing, identifying, and
presenting evidence to determine what hapgemed who is responsible. Goals of criminal

investigations are to:
V determine whether a crime has been committed
V legally obtain information and evidence to identify the responsible person
V arrest the suspect

V recover stolen property and
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V present the best pakke case to the prosecutor
V Find the guilty party.
V Exonerate the innocent.

V Iftheinvesti gat or d oevidencé or dgumerd that preserviatiore correctly,

the evidence isndt useful in court.
V Crimelalor at ory canodot makasemseifthei swvodotdeaaclel ect ed

A successful investigation is one that follows a logical sequence. First, all physical evidence is
obtained legally, and all witnesses are effectively interviewed. Then all suspects are legally and
effectively interrogatedand all leads are thoroughly developed. Finally, all details of the case
are accurately and completely recorded and reported.

Question No 20 Explain the following:
A) Basic Functions of Criminal investigators

B) Effective Criminal investigator
Ans:

Basic Functions of Criminal Investigators

What do criminal investigators do? First and foremost, they provide emergency assistance. They
then proceed to secure the crime scene. They photograph, videotape, and sketch the scene; take
notes and write reports; sehrfor, obtain, and process physical evidence; obtain information
from witnesses and suspects; and identify suspects. Other aspects of their job entail conducting

raids, surveillances, stakeouts, and undercover assiggs, and testifying in court.

Effective Criminal Investigators
Effective criminal investigators obtain and retain information; apply technical knowledge; and
remain open minded, objective, and logical. They are also culturally adroit and skilled in
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interacting across gender, ethnic, getieral, social, and political group lines. They are
emotionally well balanced, detached, inquisitive, suspecting, discerningdis®efilined, and
persevering. Additionally, they are physically fit and have good vision, acute hearing, and a high

energy leel. It also helps if they have a nosey nature!

Question No 21 Discuss the criminal Investigator Responsibilities and also

explain the crime scene priorities.
#OEI ET Al )T OAOOECAOI 006 2A0ODPi T OEAEI EOEAO
Criminal investigators should arrive at the crime sanquickly as possible because:

x  The suspect may still be at or near the scene.

x Injured persons may need emergency care.

x  Witnesses may still be at the crime scene.

x A dying person may have a confession or other pertinent information to give.

x Weather conditins may change or destroy evidence.

X Someone may attempt to alter the crime scene.

Crime Scene Priorities

Al t hough circumstances at the crime scene may

first priority generally is to handle emergenciesvesdife, apprehend suspects, and request

assistance. The second priority is to secure the scene. The third priority is to investigate.

Preliminary Investigations: Basic Considerations

The initial response is usually by a patrol officer assigned to thendrere a crime has occurred.

During the preliminary investigation, criminal investigators measure, photograph, videotape, and
sketch the scene. They then proceed to search for evidence. If the investigators find physical
evidence, they identify, collecexamine, and process it. Victims, witnesses, and suspects are

guestioned, and statements and observations are recorded in notes.
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Following are the steps in the investigative process:

x Determine if a crime has been committed.

x  Verify jurisdiction.

x Discoverall facts and collect physical evidence.

x Recover stolen property.

x ldentify the perpetrator or perpetrators.

x Locate and apprehend perpetrators.

x Aid the prosecution by providing evidence of guilt admissible in court.
x Testify effectively as a witness in court

It is not enough to just collect and analyze evidence. Investigators need to apply the logic of
reasoning or the methodology of scientific research investigation. They need what can only be
called working theories, which are sufficiently flexible tooallfor new information while still

demonstrating clear patterns of inference or cause and effect.

A hypothesisisanif hen st atement that iimplies a variabl
was mutilated, the perpetrator is most likely disturbéd St eps i n the scier

investigation include:
x Identifying the questions and define the key variables.
x  Specifying the simplifying assumptions.
x Formulating a hypothesis.
x Testing the hypothesis with data.

x Retesting the hypothesis with additiodaka to validate
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Question No 22 How successful Investigation is performed?Also explain the

steps of Investigation process.
Ans:

Guidance for Conducting a Successful Investigation
1. Do not 6égo it aloned i f ywodiscussomanditvisoalltdo i t .
easy to agree with your s e lfrom diff€enfpergpecavastamit y pe 0 s

investigation you want to make use of this.

2. Remember to think things through before you begin. Do rsbt iruto interviewwitnesses or

walk the site until you have decided what should come first and who is going to do what.

Gat her your t hought s. Di scuss wiatrdngemgeatsito 0t e a

interview them properly. Decide carefully when you will do theotss necessary tasks.

3. Organise who will be responsible for all the information wllicollect and which you will
need for your analysis. If this is yourself, then set up a simglefective system for storing
and keeping it safe. Make sure nong@dir data is lent out or left lying around.

4. Set up your Oéinvestigabiyosoheadddowarsedth@e
you need somewhere to put up your Storyboardfaradysis charts so that you caame back to

your investigatio each day in an orderly waEven small incidents or nearisses (hits) could

have been much bigger events; thesogayou are investigating is ientify actions which could

prevent a much more seriouscaorence. Your investigation isxtremely IMPORTANT no

matter what size the incident.

5. As you gather your data, put it right away onto fisstnd tlen the Timeline chart. That way
you can see in front of you what is emerging. And you cacudis your findings so far witfour
colleague/team. Using Baits like this allows flexibility;nothing is fixed. You can moviaem

around or take them off the chart altogether.

6. Make sure that everyone feels able to input information.-38FE has o6di fferenc

core.Make use of this. Be open and accegtiWhat seesiobvious is rarely the answer.
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7. Do not discount the apparently naive idea. The-exget too can have a very valuable
contribution just because they can see with hfresyes. Is there anyone in your
office/establishment whom you have nttought of wo could contribute well to the

investigation?

8. Arrogance and bullishness have no place in investigatioh;irdividual has equal value in

this process. Often the quieter individual, the one who is listening, comes up with the gem.

9.Li sten to others. Someti ommet skiomgone ¢beedowi

OK to piggyback on the ideas of others.

10. Be open minded; it is dangerous to be fixated on anylleathe TOFSET® indicators to
direct you in different direatins. Allow them to stimulateoyr own thinking. Remember, you
are looking for truth, not convenient cdamngers. And somietes you just have to live with
uncertainty. A good investigator can do that and cae Hasr recommendations on withey
have found without needing A SINGLE ANSWER.

Steps for Investigation process

Planning
Effective planning is a key component of any successidstigation: it will help yowdefine the

parameters of your investigation and keep yocused on what is relevant. Wecommend
drawing up a standard investigation plan a #tart of every investigatiomapturing the key

issues and structuring your actions.
Of course, you cannot ever predict with certainty what direction an investigation will take.

During the course ohe investigation, you may uneer issues that require furthexsearch and
consideration, and could result in significaevisions to your plan. Even sa,good initial plan
will help to reduce the disruption of fameseen circumstances and kegpr investigation

focused.

The sample plan at the back of this guide mighe gou some ideas. At its mosindamental,

the plan should include the following sections.
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The allegation
A good investigation plan starts with a precise definitiothefallegation. Kawing exactlywhat
you are trying to establish will help you focus. Aoty about the exact nature thie allegation

may cause difficulties later on in the investigation.
If you need clarification on any facts of the allegation you can approach theatoamp)

You are required to tell the complainant that you haeeived the matter for locedvestigation,

so this might be a good time to check any details

Relevant parts of the Code

It is useful to list the parts of the Code of Conduct that have bee broken, to help yotocus

the investigation in the right areas. We have fourad bne of the greatest dangerdecoming
distracted by issues that only serve todayithe waters and increase @@ount of time and
effort spent on an investigation.

Info rmation
The complaint sometimes comes with a great deal ofidentary information which yowill

need to sift through, recording the relevant parts on your plan.

From this, you should be able to work out what furthéormation or evidence is needéal
determine whether the alleged conduct ocalri®e as focused and precisepassible: being
clear about what you need to know at thege will help you avoid delayand distractions later

on. You may find it helpful to producechecklist of the elementhatneed to be proved.

Action plan

Set out how you intend to obtain the information youdneéour plan should include the
witnesses you intend to interview, the order in which the interviewsbsilconducted, the
guestions you need to ask and the ayeasneed to oeer. It should also include ampcuments,

you need to obtain and any site visits you think would be useful.

It is usually best to secure all relevant documents befegenbing the interviews as theyay
have an impact on the questions weant to ask You should also consider whabcuments if

any, you may wish to give to the interviewee before the interview.
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Resources and targets
At this stage, you should have a reasonable idea abeutesources needed to complgte
investigation, suclas time and expenses. Recthgm on your plan and make subey are

available to you.

We also recommend that you include target dates for letiop of the various stages gbur

investigation and an overall target date for completion of the finaltrepor

Establishing facts
In the vast majority of investigations, you will need to gather documents and camengews

to establish the facts of a case. This section considers how to go about it.
Gathering documents and background information

You will needto obtain the background information aotther documentary evidence ybave
identified as relevant to the investigationol¥ may also wish to get writtestatements from
witnesses, although these areialyy only successful where theformation you areseeking is
very straightforward. Thewill not be helpful where yomeed to probe the answers given for
further information, tesan individual's responses, @rhere there is some doubt about the

credibility of an individual's account of events.
Requests ébr information should:
be made in writing
explain the reasons for your request
be precise about the information you need
set a deadline for responding

You may wish, at this stage, to ask people to let you know if they are likelye late
respnding. Ask them to explain any delays and agreew deadline. It may also belpful to
give a copy of the letter to your chief exewgatiin case you need their hgdprsuading people to

co-operate.
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It's important you contact anyone who missed thalldeastraight away to ask thewhen the
information will be provided. Do not accept vagpromises; insist on a precidate. You may
even want to offer to have it collected and agree a date and time for this.

Getting information from your own authority énother Ieal authorities should be quite
straightforward. These bodies have a statutory duty toiggdhe information you requirend
ethical standards officers are unlikely to refer cases to yolodal investigation ithey believe

you will needinformation from other sources.
Conducting interviews

You should already have identified the people you need to iaterand the areas ymeed to

cover for your investigations plan, and considehedorder in which they shoulie approached.

As a rule, yowshould plan the order of your interviews batteach witness is interviewedly

once, although repeat interviews are sometimes unavoidable.

Interviewing the member who is the subject of the investigdirst may save you a lot ¢ime
if, for example,they admit to the alleged breach bétCode of Conduct. It may aléelp you
establish which facts, if any, are disputed. Hosrewou may learn things duringther
interviews that you need to discuss with thejsctbmember, requiring a secoimderview. If you
think this is likely, you may wish to leave the subject member'srviete until last.
Alternatively, to help manage the subje@mber's expectations, you coelxplain at the start of
the first interview that there may be a need for furthervrees.

You also need to consider whether to conduct the interview inrpersaver theelephone. With
faceto-face interviews, you should agreetime, date and venue for tirgerview in advance,
and confirm these details in writinfou can also usehis letter toremind members being
investigated that they may wish to halegal representation, amadvise interviewees ifthe
interview is to be recordedsome interviewees may prefer be accompanied by a friend or
colleague. This should not preserrablem as long as the cpamion is not connecteslith the
investigation in any way for example, smeone the member is accusedrging to secure an

advantage for.
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For telephone interviews, people may be happy to talk wbarfirst call, but you shoulcealise
that it might not be convenient or they may neetktto prepare. It might also seen as unfair
to spring an interview on someone withagrning. Always check with thaterviewee first, and
where appropriate agree a convenigme to call then back. Ensurgou keep the appointment
as punctually as you would ackato-face interview. Again, itnight be a good idea to confirm

the details of the interview mriting and explain if it willbe recorded.

Recording interviews

If you intend to tape w®rd an interview, you must agkermission of the person being
interviewed in advance of the interview. You should eregtart to record and then ask
permission. Once you begin recording, we recommend you get the intervieweenm éonfhe

record thathey have given their permission to be recorded.

In faceto-face interviews, you may wish to ask a colleagudake notes for you if you are
unable to record it. This will enable you to maintain eye contact with the interviewee and
concentrate on their sponses to your questions. The intewiwill also take a little lessme.

For telephone interviews, you might want to coasidsing a headset to keep bb#nds free for

taking notes.

At the end of an interview, the interviewee should fiered a copyof any tapes madand told
that they will be given the chance to approve opulis the transcript or notes tbfe interview.
We recommend you supply the tegieaight away unless you haveecific reason not ® for
example, if you are coecned it maype passed to otherterviewees or the press. All statements
should be cofirmed promptly with the persowho gave it, while the interview is still fresh in

their mind.
Confidentiality

The statutory guidance asks you to treat the information you gédingrg an investigain as
confidential, to ask interviewees to maintain coniitkdity, and remind members dheir
obligations around confidentiality under the CodeGafinduct. We suggest you do thisth
before and after the interview. However, it sldbolbe made clear tdhe person youare

investigating that they are allowed to discusscéme with a friend, adviser solicitor.
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Evaluating
You need to review all the evidence you gather to determine if there are any gaps in it.

You must be able to talkeview on all disputed relevantatters. Absolute certainty desirable,
of course, but not necessary. It is sufficientféom your opinion based on thealance of

probabilities. If you cannot do this, you may need to seek further information.
You thenneed to weigh up all the evidence and decide if the alleged conduct occurred.

Again, you do not need absolute certaidtyit is accepable to come to your conclusidrased
on the balance of probabilities. If you decide that the stilbpember acted adleged, you will
need to consider whether his or her cantdavolved a failure to complyith the Code of
Conduct.

Reporting
When you have concluded your investigation, you rteedrite up your findings in aeport to
the standards committee. The statutguydance mcludes detailed advice on thaspect of the

investigation process but key points are summarised here.

You have the option of producing a draft version of yoeport first, giving key parties
opportunity to review and comment on your findings andbling you to check facts ardsure
all aspects of the case have been exploredcerftly. A draft report may bparticularly suitable
if the facts are complex, ambiguous or disputed, or if thegse&xpect one. But it is not always

necessary, and going sght to a final report will saveonsiderable time.

Draft reports should be sent for comment to the coimgf and the member who is thebject
of the allegation. Ordinarily you should natedto send the draft to othevitnesses or parties
interviewed but you should have confied their statementHowever, there will beccasions
when you will need talisclose extracts of a draft report to any potential wiggssspecially if
the reports critical of their actions.

Members may respond in whatever manner is mastergent for them. Responsesytur draft

may reveal the need for further investigat or they may add nothing oflevance. There may
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be occasions when rempses reveal a nédor furtherinvestigation and result in such significant

changes ttohe report that you may wish ¢éonsider whether to issue a second draft.

Once you have considered whether the responses add anything of substienvestigation,
you will be ableto make your final conakions and recommendations. Foore information on

producing reports and directions on isguyour final report, refer tthe statutory guidance.

Confidential information

Before issuing draft or final reports, consider whether ri@ort contains any confidential

information that should not go into the public domain, such as financial or medical details.

All information of this kind should be deleted from any copies of the report beforatbeade

public. Your authority will beable to advise you fther on this process, known &slaction.
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Question No 23 Interview is considered more effective in investigationHow
interview should be conducted for investigation. Which techniques are more

useful to gather evidence whé interviewing?

Ans:
Interviewing Witnesses.

The purpose of the interview is to:
x Find out what the witness has experienced.
x Establish a preliminary direction for the investigation.
x Complement other phases of the investigation.

Interviewing a witness is one of the most challenging tasks of an investigator. Skilled
interviewing is an indispensable investigative tool. This process is not as simple as asking
witnesses to relate everything they know about their encounter with aplainexd phenomenon

at odarkthirty on the night of such and such. A cornerstone of successful interviewing is the
awareness that a typical witness description comprises@one perceptions during the event

and (unintentional) selective recall thereaftThe professional interview is usually the best

single method of ferreting out the truth of the matter.

Witness statements and physical evidence go-irahdnd and each may complement or clarify
the other. Investigators may not realize the importafceeemingly innocuous testimony for
days or even weeks after it is taken. Therefore, testimony obtained from witnesses should be as

complete and detailed as possible.

Many factors influence, distort and limit information flow. When the investigatolerstands

and practices effective interviewing techniques, the results of each interview can dramatically
increase, in both the quantity and the quality of information obtained. Witnesses come in all
types. Most will be honest and even helpful. Some heillOthers will not want to become too
involved. People all have differing abilities to remember and articulate what they observed.
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You may meet individuals who are obnoxious, neurotic, dull or nervous. They cannot all be
treated the same way. As an iviewer, you must develop personal techniques for maximizing
the completeness and reliability of information sought from so many different kinds of people.

When to interview

You must act quickly. To maximize the likelihood of obtaining reliable informaiiaerviews

should be conducted early in your investigation, as close to the event as possible. As time passes,
chronological and inferential confusion increases. The human mind has a tendency to fill gaps in
recollection through logic or fillingn basedon their own experiences. The longer witnesses
have to reconsider events, the more they tend to do this. Keep in mind the possibility that their
description of what they saw might change once they have time to reflect and their second

impressions probabhyill not be as useful as their first.

You always should try to interview a witness at a time when he or she has the fewest competing
time demands. The witness has more important ways to be spending their time. Interview

witnesses at their convenience, yotrs.
Prepare for the interview

Without adequate preparation, valuable time is spent in familiarizing oneself with the
circumstances and deciding what questions to ask. The result may be a wasted discussion that
omits essential items. A prepared invgator has a game plan to keep the interview on course
and explore every possibility. Make a list of topics you want to cover. Write your specific
guestions down before the interview, but be prepared to take a different path of questioning, if

necessary.

Generally, some information about the case is available beforehand, either from the witness
directly or from a referring party (newspaper article, police agency). Before embarking on the
interview, if at all possible, contact the reporter or police to deterrwhether anyone else
reported the same event and obtain pertinent impressions of the withess when the initial contact

was made.
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Interviews should be conducted by prior appointment when possible. It is rude to just show up

and expect the person to giyeu their time.
Interviewing by telephone

If you are really shy, interviewing by phone offers some advantages epersan interviewing,
because the person you are interviewing can't see your nervousness. You can make use of notes

to guide you and helpoy through the questions.

That being said, when interviewing in person, you have the advantage. The person you are
interviewing will find it harder to refuse you in person. Turn on the charm. Project your winning

personality. When interviewing "ormtong” you will have more time to state your case.
Professional appearance and behavior
The first rule of interviewing is punctuality. Never keep any witness waiting.

Be aware of your personal appearance and grooming. If you want people to believe thatyou are
professional investigator, consider every detail: dress, demeanor, and manner of speech. Act like
a professional. Be a professional. Think before you speak! Decorum, politeness, and
attentiveness are those qualities that seasoned investigators é&dabanding and overbearing
individuals can expect little cooperation.

Be friendly and courteous. Never forget that witnesses are giving you their valuable time.
Your notebook

_____Number the pages of your notebook.

______Use pen, not pencil.

__ Write legiby.

_______ Stroke through a mistake and initial it.

Do notrip out or skip pages.

Do not destroy notes.
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Keep your notebook secures.
Interviews are not interrogations

An interview is an informal meeting where the interviewer approaches thessiton equal

terms and encourages their cooperation, allowing them to relate observations without
interruption or intimidation. An interrogation implies questioning on a formal or authoritative
level, such as a lawydo-witness situation or a police afBrto-suspect session. Witness
interviews must never have the feel and appearance of being interrogations. If witnesses refuse to
cooperate in any way, they must not be harassed.

Separate the witnesses
Independent witness statements can corroborate etftamce in the investigation.

Keep witnesses to the same incident separated while waiting to interview them. Witnesses should
not hear other accounts because they may be influenced by that information and mentally fill in
parts of their observations basaa what someone else may have seen or heard. It also may be
helpful to ascertain whether witnesses have spoken with each other about the incident prior to

being separated.

While the withesses are waiting for the interview, keep them busy outliningetiigence of
events or making a sketch of what they saw. Both assignments will help the witnesses remember

important information about the event.

Never confuse your sources of information. Use a new page of notepaper for each new witness.
Don't compare therior testimony from previous witnesses with what the current witness is

telling you during the interview.
Set up a private interview space

Select an environment that minimizes distractions while maintaining the comfort level of the
witness. A comfortablavitness provides more information. It might be helpful to designate
someone to keep people from knocking on the door, to answer the phone, and ensure that
physical distractions are minimized. Distractions will interrupt the memory retrieval. In addition,

the interviewer can encourage the witness to block out these distractions by closing their eyes
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and concentrating on the memory. Secure all necessary items and resources prior to the

interview.

Avoid interviewing the witness in an environment where suctradiSons are more likely to
occur, such as a place of business. This should be determined with the witness to accommodate
their schedule and needs.

Consider using a tape recorder

In order to make sure that you have all the facts, consider recording témeiew. The
inconspicuous size and simplicity of the micezorder is perfect for this purpose.

You must have the permission of the witness to record the interview.

Getting permission is not always easy. One approach to acquiring permission to record th
interview is do not make a big production out of it. Tell them that recording an interview is
Standard Operating Procedure for investigations nowadays and that it helps things move along
faster and ensures accuracy. It would really save you a lot dflertwy not having to scribble

page after page of handwritten notes.

Once you have their permission to record, state the following items at the beginning of the
recording:

Your name and your role as investigator.
Date, time and location where thierview is taking place.

State the witness's name and address and indicate that they have given you permission to
record this conversation for the sake of accuracy. "Mrs. Mabel Smith, you are aware that we are
recording this interview and | have yopermission, is that correct? A nodding of the head can't

be heard on the tape. Make sure the witness verbally answers this question with a "yes."
Indicate the subject matter of the interview.

The interviewer should point out that he or she would bkstaking brief notes, in case modern

technology fails to do its part. After a few minutes of conversation, the tape recorder should be
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rewound and played back to check the quality of the recording. The withess now has an
opportunity to hear himself orehself and hopefully feel reassured that they will not be

misquoted as these machines do their work during the interview.
Interview stage 1: mutual evaluation and building rapport
The first stage of an interview can be called mutual evaluation.

Give the winess a chance to relax. A few minutes of small talk will help break the ice and build
rapport. Lean forward to emphasize interest in what they have to say. Maintain eye contact. Ask
them some routine questions for basic information. Get the correcingpeflitheir name and

then refer to the witness by name and listen effectively. You can get the answers to these simple
guestions elsewhere, but people enjoy talking about themselves and it shows you want to get all

the facts correct.

If you conduct the iterview at the home of the witness, survey your surroundings immediately.
People surround themselves with symbolic items of interest or importance in their lives. Look
around to find some common ground or interesting hobby the witness has. Get thenyda.like
Show understanding and concern. Establish a bond of trust and become their friend. Offering a
sympathetic, nofjludgmental ear to someone who needs to be understood, will often trigger a
flood of information. The interviewer should treat the witnessaa individual and not as a

statistic.

Always completely explain who you are and the purpose of your investigation. It usually is
appropriate to take this time to make sure the witness understands the ground rules of the
interview --- how long it will prdoably take, its confidentiality, and what its purposes are.

Always respect requests for anonymity.
x  Witnesses may be more open if only one investigator is present.
x If two investigators conduct the interview, be sure only one asks questions at a time.

x |tis prudent to have a third person in the room if the investigator and witness are of

opposite sexes or if the witness is a child.
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x All requests for a third party to be present during any interview must be honored.
x Never ask a single question about the evefare the formal interview begins.
Effective listening and investigator bias

The value of any interview depends on many things. The investigator has control over some
factors that appear to have an effect on interview success: the time and pladetefitleav, the

number of interruptions, the scope and wording of questions, and effective listening skills.

The most important thing about listening that any investigator needs to know is that there is a
vast difference between hearing and listening. Mbsis prefer to talk rather than listen and are

able to listen about four times as fast as the other person talks. There is a danger that leaping
ahead, trying to anticipate what will come next, and not paying attention to the testimonial
evidence may fillthis gap. One of the biggest consequences of poor listening habits is a

shallowness of understanding.

Listening is more important than talking. An active listener shows respect for what the witness is
feeling and expressing. There is a basic but powedatl to be understood and the investigator
who is also a good listener is filling that requirement in addition to gaining necessary

information.
Effective listening begins by keeping the mouth tightly closed.
We are all biased. Everyone has preferencdsatiefs.

Investigator bias refers to the process by which the investigator influences the interview. When
your preferences and beliefs intrude into the interview, they are likely to produce erroneous

information.

The behavior of the investigator when iagkquestions and recording answers affects the flow of
information. Your act of jotting down an answer or not jotting it down may cause the witness to
believe the subject is important or unimportant, causing them to expand on or stop talking about
the topc. If you communicate, either verbally or nonverbally, that some facts are unimportant or

that you do not believe what the witness is telling you, that witness is likely to stop offering vital
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information. Studies show that even the particular words geuthe way you phrase a question,
or the sequence in which you ask questions can alter the way in which a withess remembers an

event.

Be prepared to drop the filters that get in the way of effective listening. It is imperative that you
become free enougsf your own agenda to really hear someone else.

Bias is also introduced by investigator reaction to witness testimony. What ends up in your
memory may not be what they told you. You may simply not hear some things that the witness
might say, especially ithose things run counter to your own attitudes, beliefs, opinions or
preconceptions. You may edit an answer and store the characterization in your memory. Be sure
to differentiate between what the witnesses say and how you hear and interpret theinyestimo
Any preconception as to the actual nature of a given report makes an investigator highly

susceptible to errors in gathering the evidence.
Interview stage 2: the narrative overview

The investigator needs the witness to report the event in more datailvthuld be conveyed in
normal conversation. The investigator should explain this need for detail to the witness to ensure

the witness is fully aware of how to provide the description.

The second stage of the interview is to obtain a recollection of thetsevn narrative form,
without interrupting to ask for details. Remember that this narrative overview provided by the
witness, while not likely to be very complete, will be highly accurate. During this stage, your job
is to listen, not to talk. You shoukhcourage the witness to talk, facilitate communication, and
be careful not to influence inadvertently what the witness thinks is important. It is probably a bad
idea to take notes at this stage, since they distract you from listening and may sulghcenflu

the conception of what is important. This phase will provide you with a summary of the event

and an outline of issues to pursue in detail later in the interview.

Allow an articulate witness to talk without interruption. This helps the witness rabstets
self-esteem, and facilitates communication. Interrupting the mental images of the witness risks

the dilution, contamination or loss of the original mental image or memory forever.
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Not all witnesses will spontaneously pour forth a long narrativaad$ upon merely being asked
to tell what happened. Some may be reluctant or shy. You will have to take an active role by
encouraging communication with subtle techniques that will stimulate the witness to talk without

influencing the content of what igigl such as:

Noncommittal encouragement includes head nods and brief remarks such as "uh huh," "really,"

and "l see."

There is a natural tendency to fill silence in with more conversation. You must be careful not to
immediately jump into gaps in conversatiwith questions. If you let the silence continue, the
witness will probably start talking again. Care must be exercised not to overuse silence because it

may embarrass a witness who cannot think of what to say next.

Offer neutral questions such as "Cauyhink of anything else?" and "What else happened?"
During this crucial stage, your questions must not contain leading topic suggestions.
Interview stage 3: detailed chronology

After the witness has completed the narrative overview, you will want tweprmre deeply for
details. In order to minimize chronological confusion, you should go back over the events in
chronological order. To do this, you first must identify the point at which the chronology should
begin. In some interviews, the starting painll be obvious. You still must verify that this is the

first relevant event, but that will be easy to do by a question such as, "Can you think of anything

that happened before the incident?"

In other situations, determining the chronological starting tpiay be more difficult. One
inhibitor to communication is perceived irrelevancy. If a withess has rejected earlier events as
irrelevant or inconsequential, that person may not mention them during the overview stage, and
will be unlikely to volunteer themf asked whether anything relevant happened earlier. A
witness to a traffic accident may think that the sight of a speeding car is the first relevant event.
If you accept this, you may miss out on crucial events that happened eatler withess may

have heard the sound of brakes, seen a man on the corner who will turn out to be a valuable
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eyewitness or overheard the owner of the car say that the brakes were bad the day before the

accident.

Once you have obtained an overview of the problem from theesgirand have ascertained the
starting point, it is time to probe for details. In most cases, a straighbspp chronological

order will maximize the completeness of the information. Taking notes usually is recommended
during this phase, since patlar important details, such as the names and addresses of other
witnesses, are difficult to remember accurately. During this stage, you must take control of the
tempo and the scope of detail of the interview, preventing the witness from jumping ahead, and
probing for details. This is known as topic control.

This is when you use the "funnel" sequence of questions, from broad to directed to narrow.
During this part of the interview, in which you are seeking more detail, two probes are

commonly used:

A reques for elaboration may take several forms. First, elaboration might imply a need for
continuing the "story" or finishing the trend of thought. This would include such probes as:
"Then what happened?" or "What happened next?" Second, the elaboration righplgca
"moving on" with the story, but merely requests the respondent to say more about the topic at

hand. For example: "Tell me more about that." or "What else could you say about that?"

The clarification probe not only asks for more information onttipéc under discussion, but it

also specifies the kind of additional information that is needed. A request for clarification may
take many specific forms of two general types. First, the interviewer might request a more
detailed sequence of events, begmgnat a certain point in the action described in the
immediately preceding response. Second, the interviewer might probe for more detailed

information on some specific aspect, rather than some particular period of time.
Good questions, bad questions

Ask your questions clearly.
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Experienced interviewers never read their questions. The questions blend into the conversation.
As the interview progresses, your notebook becomes important. Additional questions may come
to mind that can be jotted down for incloisiwhen the moment is appropriate. Reminders of
promises made should also be written down, so that they can be kept rather than forgotten, once

the interview is over.

Ask specific, thoughprovoking questions. Avoid asking questions that require jOSE& or

NO answer.

Avoid interrupting the witness. Ask only one question at a time. Let the withess complete each
answer before you go to another question. If you interrupt an answer, you may communicate that
you think the matter unimportant. Interruptingetwitness during an answer discourages the
witness from playing an active role and disrupts their memory. Rather than interrupt, the
investigator should discreetly make a note and follow up at a later time with any questions that

arise.

Do not immediatelycontinue questioning when a witness pauses after an answer. It is important
to allow for pauses after the witness stops speaking and before continuing to the next question.
During a pause, the witness may be collecting their thoughts and could contipuevitte

valuable information, if provided ample time.

Tailor your questions to the witness. Because the witness, rather than the investigator, possesses
the relevant information, the witness should be mentally active during the interview and generate
information, as opposed to being passive and waiting until the investigator asks the appropriate
guestion before answering. The investigator can encourage the witness to be mentally active by

asking operended questions and then following up with nonleadilugedtended questions.

An opentended question allowdor an unlimited response from the witness in his or her own

words: "Tell me in your own words what happened.”

Openended questions allow the withess to play an active role, thereby generating a greater
amount of unsolicited information. Opemded responses also tend to be more accurate and

promote more effective listening on the part of the investigator. The investigator also is less
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likely to lead the witness when framing questions in this manner.ekew operended

guestions are not adequate by themselves because they seldom provide enough detail.
Open-ended questions:

______Make no suggestions

______Invite witnesses or victims to talk in their own words

____Act as memory prompts

____ Get people talkg

_____Encourage full answers

______Help to get accurate information

A closedended question, incontrast, limits the amount or scope of information that the witness
can provide: "What color were the creature's eyes?" Although it is preferable to usendpdn
guestioning, the investigator should follow with more directed questions if the witness is

unresponsive to opeended questions or provides imprecise responses.
Closedended questions:

_______Suggest an idea to the witness or victim

______ lLead the witss or victim to repeat what you said

_______Take one word to answer

Information should be gathered using primarily opeded questions. More specific, closed
ended questions should be used only when the witness fails to provide a clear or complete

respons.

Leading questions suggest an answer and may distort witness perception or memory: "Did the
creature have glowing red eyes?" The investigator needs to determine only what the witness

knows, uninfluenced by what the investigator might expect or know dtber sources:
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Avoid trick questions or other tactics that puts the witness in an unfriendly mood.
More interview techniques

Encourage the witness to volunteer information without prompting. This allows the witness to
maintain an active role in the intgew. Unprompted responses tend to be more accurate than
those given in response to an interv-intha&wver 0s
blank sighting report form) as a last resort and only after you have collected as much information
aspossible from all opeended and closended questions.

Encourage the witness to report all details, even if they seem trivial. If the witness does not
believe that certain information is relevant, he or she is not likely to offer it, and the witness may
not give serious consideration to the answer even if asked. All of the information that the witness

provides is important.

Caution the witness not to guess. Witnesses may guess in an attempt to please the interviewer.
Instruct the witness to state any artainty they may feel concerning an answer.

Ask the witness to mentally recreate the circumstances of the event. Recreating the
circumstances of the event makes memory more easily reached. Instruct the witness to reflect

about their thoughts and feelingtsthe time of the incident.

Encourage nonverbal communication. Some information can be difficult to express verbally.
Witnesses may have a very good memory of the incident, but fail to communicate the knowledge
effectively. The interviewer should try t@adilitate the conversion of memory into effective
communication. Encourage the witness to draw rough sketches and diagrams or to use gestures

to demonstrate actions.

Volunteer no specific information about the case. Telling any witness facts abouteéhmaas
influence their memories of the incident. The interviewer must ensure that information from the
witness is based only on memory and not on any information gained from other witnesses or
other aspects of their investigation. Prompting and leadingiqnesare easy traps to fall into

and must be avoided.
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If the witness brings up the name of someone new to the investigation, make sure you write

down the name and then interview the new witness.
Interview stage 4: concluding the interview

The final stage is to end the interview. A poorly handled farewell can destroy the rapport you

have built up during the interview.
In general, you should:
Summarize the main facts for the witness to verify.

Always thank the witness for their cooperatiorhis reinforces the rapport that has been
developed and your commitment to the witness, thus encouraging the witness to continue to

cooperate.
Set an agenda for future meetings and obligations. Be specific.

Encourage the witness to contact you if they nalper any more details. Witnesses will often
remember additional, useful information after the interview. Remind the witness that any
information, no matter how trivial it may seem, is important. Make sure that they have your
phone number or other pertinemtntact information. Maintaining open communication channels

with the witness throughout the investigation can lead to additional information and evidence.
After the interview

Immediately (at your first opportunity) write up a report containing evergthiou learned in as

much detail as possible.
All reports should indicate the persons present during interviews, and their status.

Pointby-point consideration of the accuracy of each element of witness testimony can assist in
focusing the investigation. Thtechnique avoids the common misconception that the accuracy
of an individual element of description predicts the accuracy of another element:
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Consider each individual component of testimony separately. A witness may not have
knowledge about all elemenbf an event. Some recollections of observations may be correct,

while others may not.

Review each element of testimony in the context of the entire statement. Look for
inconsistencies within the statement. Note any inconsistencies for future referéswendie
that the inconsistency of one element with another does not mean that the entire statement is

inaccurate.

Review each element of testimony in the context of evidence known to the investigator from
other sources. Note any inconsistencies betwbenwitness statement and other information.
These inconsistencies can be useful in assessing the accuracy of elements of witness statements

as well as in directing the investigation.

Multiple, mutually corroborating witnesses greatly aid in resolving aniteg. \WWhen multiple
witness statements are numerous or contradictory, they can be more objectively examined by
preparing a matrix, with witnesses listed on one axis, and information provided on the other.
Associating multiple witnesses with the infornoattithey have provided allows a check on their
credibility against others that provided similar or conflicting information. This method has the
added benefit of allowing investigators to examine the frequency with which a given item of

testimony recurs.
Follow-up interview

Many investigators prefer to conduct a follay interview of the witness at the scene of the
experience. This can be beneficial since the witness may be able to point out or remember more
details because of the surroundings. It can al® tpe interviewer a better understanding of the
sequence of events. Attempt to recreate the events if possible. Place each witness in the same

position they were in when the event occurred.

Canvass the area for other witnesses
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Witnesses may always bduetant to come forward for any number of reasons. Other persons in
the vicinity, such as neighbors, may have heard or seen something that could assist in your

investigation.

Go doorto-door in the immediate vicinity of an event.

Introduce yourself matteof-factly and politely ask this opegnded question:
"Have you seen or heard anything that is out of the ordinary?"

Tell the neighbors as little information as possible and never reveal your primary source.
Nothing can destroy your effectiveness asrarestigator more quickly than for word to spread
you are giving information to people you promised the witness you wouldn't.

If a neighbor reports something relevant, take a detailed statement.
Question No 24 Wwhat is Computer Forensic?

Computer forensics (sometimes knowa computer forensic sciencis) a branch of digital
forensic science pertaining to legal evidence found in computers and digital storage media. The
goal of computer forensics is to examine digital media in a forensisallnd manner with the
aim of identifying, preserving, recovering, analyzing and presenting facts and opinions about the

information.

Although it is most often associated with the investigation of a wide variety of computer crime,
computer forensics maglso be used in civil proceedings. The discipline involves similar
techniques and principles to data recovery, but with additional guidelines and practices designed

to create a legal audit tralil.

Evidence from computer forensics investigations is ussalbjected to the same guidelines and
practices of other digital evidence. It has been used in a number of high profile cases and is
becoming widely accepted as reliable within US and European court systems.

If you manage or administer information systemd @etworks, you should understacomputer

forensics. Forensics is the process of using seknowledge for collectinganalyzing, and
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presenting evidence to the courts. (Thewb f or ensi cs tmeeanso udintto. dr) nk

deals primarily wth the recovery and analysis of latent evidence.

Latent evidence can take many forms, from fipgats left on a window to DNAevidence

recovered from blood stains to the files on a hard drive.

Because computer forensics is a new discipline, theretles standardization andonsistency
across the courts and industry. As a result, ihas yet recognized as a formals ci ent i f i c
discipline. We define computer forensias the discipline that combinetements of law and
computer science to collect arahalze data from computer systemsetworks, wireless

communications, and storage devigea way that is admissible agsidence in a court of law.
Question No 25Why is Computer Forensics Important?

Adding the ability to practice sound computerensics will help you ensure the overatitegrity

and survivability of your network infrastructuréou can help your organizatiohyou consider

computer forensics as a new basic elehmewhat is known asfed e f-e-dept hol appr oa
network andcomputer security. For instancenderstanding the legal and technical aspects of
computerforensics will help you captunatal information if your network is compromised and

will help you prosecute the casdliie intruder is caught.

What happens if yoignore computer forensics or praetid badly? You risk destroyingtal
evidence or having forensic evidence ruled inadmiissitb a court of law. Also, yowr your
organization may run afoul of new laws thatndate regulatory compliance aadsign lidility
if certain types of data are not adequagiotected. Recent legislationakes it possible to hold

organizations liable in civil or criminal court ifely fail to protect customer data.

Computer forensics is also important because it cae saur organization money. Many
managers are allocating a greater portion of thearmétion technology budgets foomputer
and network security. International Data Gamgtion (IDC) reported that thenarket for
intrusiondetection and vulnerabilitgssesmentoftware will reach 1.45illion dollars in 2006.

In increasing numbers, ongiaations are deploying netwodecurity devices such as intrusion
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detection systems (I9), firewalls, proxies, and tHike, which all report on the security status of

networks.

From a technical standpoint, the main goal of computenfics is to identify, collecpreserve,
and analyze data in a way that preserves thgnityeof the evidence collectesb it can be used
effectively in a legal case.

What are some typical aspeof a computer forensiasvestigation? First, those whiavestigate
computers have to understand the kind of piidé evidence they are lookin@r in order to
structure their search.3 Crimes involviagcomputer can range across $pectrum of crimial
activity, from child pornograpy to theft of personal data testruction of intellectual property.
Second, the invegfator must pick the appropriateols to use. Files may have been deleted,
damaged, oencrypted, and the investigatorust be familia with an array of methods and

software b prevent further damage in trecovery process.

Two basic types of data are collected in computer focen$lersistent data is the d#tat is
stored on a local hard drive (or anotherdimen) and is preserved wh thecomputer is turned
off. Volatile data is any data thatssored in memory, or exists transit, that will be lost when
the computer loses power is turned off. Volatile dateesides in registries, cache, and random
access memygr(RAM). Since voatile data isephemeral, it is essential an investigator knows

reliable ways to capture it.

System administrators and security personnel must ladse a basic understanding fodw
routine computer and network administrativektagan affect both the forsic process (the
potential admissibility of evidence at cquand the subsequent ability tecover data that may

be critical to the identification and analysis of a security incident

Question No 26 Forensic Computer is a difficult task. Discuss the process to conduct

Cyber forensic.
Ans:

The preservation, identification, extraction, interpretation, and documentation of computer

evidence, to include the rules of evidence, legal processes, integutlyevidence, factual
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reporting of the information found, and providing expert opinion in a court of law or other

legal and/or administrative proceeding as to what was found.
Let's break this definition down.
Preservation

When performing a computer foreosianalysis, we must do everything possible to preserve the
original media and data. Typically this involves making a forensic image or forensic copy of the

original media, and conducting our analysis on the copy versus the original.
Identification

In theinitial phase, this has to do with identifying the possible containers of computer related
evidence, such as hard drives, floppy disks, and log files to name a few. Understand that a

computer or hard drive itself is not evidendeis a possible contaar of evidence.

In the analysis phase, this has to do with identifying the information and data that is actually
pertinent to the situation at hand. Sifting through Gigabytes of information, conducting keyword

searches, looking through log files, etc.
Extraction

Any evidence found relevant to the situation at hand will need to be extracted from the working

copy media and then typically saved to another form of media as well as printed out.
Interpretation

This is a biggie. Understand that just about anymareperform a computer forensics "analysis."
Some of the GUI tools available make it extremely easy. Being able to find evidence is one
thing, the ability to properly interpret it is another story. Entire books could be written citing
examples of when coputer forensics experts misinterpreted their results of a forensic analysis .

We'll cite one example.

The experts for the prosecution in a case used a popular GUI tool that came with a script for

finding Internet search engine activity. When they ransitrgt, they found literally hundreds
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and hundreds of "searches" that supposedly had been conducted by the defendant. Therefore, the
defendant had intentionally accessed certain types of information related to these sdahrches

searches showed intent.

When the experts for the defense examined the same evidence, they realized that each and every
one of these "searches" was actually a hyperlink and not a search at all. The hyperlinks were
formed in such a way that when a link was clicked, a database arafisa to pull up the most

current information related to the link. The way that the links within the page were formed was
what the GUI tool honed in on, as they were formed similarly to fragments and Web pages that
could be found to indicate search engacévity.

The experts for the prosecution took for granted that their automated tool was accounting for any
variables, and would only show them searches that had actually been conducted. A big mistake.
Thesesexperts lacked the technical skills to authenticate their results, so they depended entirely

on a single automated tool.

This leads to a very important lesson. Results from any tool should always be thoroughly
checked by someone versed in the underlyautpnology to see if what appears to be a duck is
actually a duck.

In the very same case, the experts for the defense recovered reams of email that the prosecution
experts did not find. This was due to the fact that the prosecution experts simply ditbwot k

how to find it.

It is interesting to note that both the experts for the defense and the prosecution used the same
primary tool in their analysis. The differences in what was found by one side versus the other, as
well as the differences in interpratat was due to the experience and education levels of the
experts- it had nothing to do with the tool being used.

Documentation

Documentation needs to be kept from beginning to end, as soon as you become involved in a
case. This includes what is commonbferred to as a chain of custody form, as well as

documentation pertinent to what you do during your analysis. We cannot overemphasize the
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importance of documentation. When involved in a situation where you are conducting a
computer forensics analysisewecommend that you establish and keep the mindset that the case
or situation is going to end up in court. This will go a long way in helping you to make sure that
you are keeping the appropriate documentation. Take for granted that you will be questioned

every aspect of the case, and everything that you do.
Rules of Evidence

There are various tests that courts can apply to the methodology and testimony of an expert in
order to determine admissibility, reliability, and relevancy. The particular test€s) will vary

from state to state and even from court to court within the same state. Commonly, you will hear
about the Frye test and the Daubert test. You need to be aware of the Rules of Evidence for your
locale and situation. Your best bet is to asffal counsel about any Rules of Evidence that you
need to be aware of pertinent to the situation, and familiarize yourself with this information early

on.

We recommend that you find and read the Federal Rules of Evidence on the Internet, and

conduct searas using the terms "daubert test" and "frye test" as keywords.
Legal Processes

This has to do with the processes and procedures for search warrants, depositions, hearings,

trials, and discovery just to name a few.

This can also be related to processésvent to your employer, as well as conducting computing

investigations internally for your employer.

If you are conducting computing investigations for your employer, the best advice we can offer
is to work as closely as possible with legal counsel dmdet in your Human Resources
department before and during a computing investigation. You'll not know everything you need to

know when you start working in this fieldt is a learning process.
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Integrity of Evidence

This has to do with keeping controver everything related to the case or situation. We are
talking about establishing and keeping a chain of custody, as well as making sure that you do not
alter or change the original media. As well, you cannot talk to other people about the case or
situaton specifics that are not involved.

Factual Reporting of the Information Found

Your findings and reports need to be based on proven techniques and methodology, and you as
well as any other competent forensic examiner should be able to duplicate andiceptad

results.
Providing Expert Opinion

You may have to testify or relate your findings and opinions about your findings in a court of

law or other type of legal or administrative proceeding.
Two Primary Types of Computer Forensics Investigations

Computer forensics techniques and methodology is used in two primary types of investigations.
The first is when the computer(s) was/were used as an instrument to commit a crime or involved

in some other type of misuse.

The second is when the computer isdigs the target of a crimdnacked into and information
stolen for example. When computer forensics techniques and methodology are used in this
situation to figure out what happened, we typically call this incident response.

In the first type of invesgjation, you may or may not be present when the computing device is
shut down to begin an investigation. You may have hard drives and other media delivered to you

to analyze.

In the second type of investigation, you will typically always want to captfoemation that is
extremely volatile, such as information contained in RAM concerning network connections and

running processes.
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Regardless of the situation, and whether the evidence will be used in a court of law or as the
grounds for a letter of reprimd, the techniques, procedures, and methodologies used should be

largely the same.

What starts out as a letter of reprimand given to an employarisusing company computing

resources, may end up as a lawsuit against the employer.

What starts out as anvestigation concerning Internet access at odd times may reveal that child

pornography was accessed.

Question No 27 Explain the Computer Forensic Examination Process in

detail.

Computer forensics involves the preservation, identification, extraction, interpretation, and
documentation of computer evidence. The field of computer forensics has different facets, and is
not defined by any one particular procedure. At a very basal, leemputer forensics is the
analysis of information contained within and created with computer systems, typically in the
interest of figuring out what happened, when it happened, how it happened, and who was

involved.

In many cases, the information gated during a computer forensics investigation is not readily
available or viewable by the average computer user. This might include items like deleted files
and fragments of data that can be found in the space allocated for existing files, which is known
by computer forensic practitioners as fdsl ack

able to obtain this type of information or evidence.

Typically, confirming or preventing a crime or violation through a computer forensics
examination is aeactive measure to a circumstance. However, today, computer forensic
examinations are often used fatively for the continuous monitoring of electronic media. In
some cases, computer forensics is even used in a debriefing process for employees exiting a

company.
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Active, Archival, and Latent Data

In computer forensics, there are three types of data that we are concernedotvit, archival,

and latent.

Active Data is the information that we can actually see. This includes data files, programs, and

files used by the operating system. This is the easiest type of data to obtain.

Archival Data is data that has been backed up and stored. This could meap tages, CDs,

floppies, or entire hard drives.

Latent Data is the information that one typically needs specialized tools to access. An example of
latent data would be information that has been deleted or partially overwritten.

A computer investigationould involve looking at all of these data types, depending on the

circumstances. Obtaining latent data is by far the most time consuming and costly.

Computer forensics is all about obtaining the proof of a crime or breech of policy. It focuses on
obtainirg proof of an illegal misuse of computers in a way that could lead to the prosecution of

the culprit.
The primary phases in a computer forensics examination are:

U Discussion of suspicion and concerns of potential abuse, by telephone
U Harvesting of all electmic data

U Identification of violations or concern

U Protection of the proof

U Confirming qualified, verifiable evidence

U Delivery of a written report and comments of the examiner

If you think you may have a problem, it is best to act quickly since computieredé is volatile
and can be readily destroyed. It is also better to know for certain than to risk possible
consequences. If you are unfortunate enough to uncover a potential problem, it may be prudent

to seek confidential advice from a Certified Forerisxaminer before determining a solution.
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Handling this situation on your own is a risky strategy which may haveedahing effects. If
you are committed to using-imuse staff, remember the basics of evidential integatyd don't

be tempted to use stiouts.

When carried out correctly, the forensic analysis of computer systems involved in abuse can
provide valuable evidence which might otherwise have been lost or overlooked. Performed
incorrectly, and your evidence could give guilty parties the oppiiyt they need to get a case

dismissed.

Steps in the Forensic Examination Process

Computer forensic investigations should always be conducted by a Certified Computer Forensic
Examiner. They will use licensed equipment which prevents tainting of thene@dind ensures
its validity in court. The steps involved for a computing investigation are briefly summarized

below:

Step 1
A chain of custody is established. The examiner makes sure they are aware at all times where any items related

to the investigation are located. A safe or cabinet is often used to secure items.

Step 2

All relevant information is cataloged. This includes active, archival, and latent data. Information that has been
deleted will be recovered to whatever extent possible. Enciypted information and information that is
password-protected is identified, as well as anything that indicates attempts to hide or obfuscate data. The
integrity of the original media is maintained to the highest extent possible, which means that the origin al
source of information should not be altered. An exact copy of a hard drive image is made and that image is

authenticated against the original to make sure that it is indeed exact.

Step 3
Additional sources of information are obtained as the circumstances dictate. This includes firewall logs, proxy

server logs, Kerberos server logs, signin sheets, etc.

Step 4
The information is analyzed and interpreted to determine possible evidence. Both e x cul pat ory (they
it) and inculpatory (they did it) evidence is sought out. If appropriate, encrypted files and password protected

files are cracked.
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Step 5
A written report wild.l be submitted to timments.!|ient with the i

Step 6
If necessary, the investigator will provide expert witness testimony at a deposition, trial, or other legal

proceeding.

The information contained in this document covers the basics, and really doesn't do full justice to all
facets of computer forensics. However, you should now have a better understanding of what steps
are involved in the process.

Conducting anInvestigation of Computer Crimes

There are a number of reasons why an organisation might want to conduct an investigation that
involves gathering computer evidence. Computer crime investigations can be different in scope
and outcome than tradition investigations, but the evidence gathering techniques are the same.
The same care and conduct should be used imwastigation involvingthe inmproper use of
computer resources as in the investigation of specific violations of law. Computers are now such
a part of our daily activity that it is only natural for them to be used as extensions of ourselves for

all sorts of activities.

When condcting a computecrime investigation, a primary consideration should be
determining whether an outside forensi@aminer is needed or whether the expertise is available
in-house. This determination will depend, to a large extent, on the complexityefahenation
required and whether the intended examiner is trained and experienced in forensic recovery,
preparing legally sufficient reports, and testifying as a witness. Some organizations have invested
in their own irhouse personnel, whom they havertesi and outfitted with the proper equipment

and software tools to conduct the examination and analyze the digital evidence. Others have
acquired and retained the services of an outside examiner as a disinteresteartyivwho will

be able to conduct Adrough examination, prepare a proper report, and deliver expert testimony

if needed in legal proceedings.

Another consideration involves determining that a crime has in fact been committed. If it is

determined at the beginning of the investigation that a formal referral to a law enforcement or
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prosecuting agency will be made, then the authorities must beslib®oinvestigation begins to
determine whether law enforcement personnel should participate in the examination and analysis
procedures or if the law enforcement entity is comfortable with teise personnel's level of
expertise. In some jurisdictionan examiner from the law enforcement community may not be

available on short notice or at all.

Question No 28 Explain the difference between computer forensic and

computer investigation.

Computer Investigation and Computer Forensics

There are severalefinitions and different schools of thought for this field of investigation, but
all practitioners in the field will agree that investigations typicailyoive four phases: seizure,

image acquisition, analysis, and reporting and testifying.
Seizure

In the seizure phase, it is important to understand who has the authority to seize the ~tal
equipment as well as the proper methodology to use so that evidence is not destroyed or tainted.

Image Acquisition

The imageacquisition phse involves the use of dision making processes to determine the best
method for acquing an image of the suspect system and the proper use of software and
hardware tools to facilitate the image capture. The examiner has to be sure that the image is

created and preserved in amar that will withstand a legal challenge.
Analysis

The analysis phase is arguably the most tm@suming phse, especially for a financiatrime
or fraud investigation. This phase involves the use of specialized software designed to give the

examinerthe means to locate and extrade dacts that will be used as evidence in the
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investigation. The evidence can serve to incriminate the subject of the investigation or it can be

exculpatory by disproving the subject's involvement.
Reporting and Testifying

The reporting and testifying phase is where the hours of analysis are reported fairly and
objectively. In this phase, a qualified computer forensics expert may be asked to render an
opinion about the use or misuse of a computer system. This is whemgeexp and training are
tested and where examiners must know with certainty that their opinion is based on their
research, knowledge, and experience anddhabpposing expert will not find fault with their

conclusions;

Each phase is dependent on thag#s that come before it. For instance, if the seizure phase is
handled incorrectly, then each of the following phases can suffer and ultimately render the
reporting and testifying phase moot.

Each phase requires a degree of mastery before moving thie next as one develops irdo
computefforensic examiner. The analysis phase generally takes the longest amount of time to
master. The seizure phase is one of the most critical of the process so we will focus primarily on
it.

Computer Investigation Versus Computer Forensics

While at first these terms may appear synonymous, an important distinction exists between the
two. An investigator leading an investigation into a crime that involves a computer is not
necessarily and, in most cases, should nohbddrensic examiner. Itisimportant to keep these
areas separate. Combining the two, especially in cases in which the suspect is already named,
invites questions about the objectivity of the forensic examination. It could also subject
investigators to unweome scrutiny regarding whether they suppressed exculpatory evidence

that may have been found during an examination by a more objective investigator.
Digital Evidence

Digital evidence, when boiled down to its basics, is simply binary data (ones aed)zbat is
interpreted by the computer. Everything that is digitally stored is made up of these ones and
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zeroes, from the programs themselves to the data with which the programs interact. Interpreters
built into the program show these ones and zeroes»asdde. This hex code is then translated
onto the page or website seen on the computer screen.

As the professional use computer technology increases, so does the criminal use. Child
pornography garners the bulk of computeame headlines, and it appears be the crime
investigated most often by law enforcement using computer evidence. However, financial crimes
and frauds committed by use of computers are probably the most common types of computer
crimes committed. The investigation of financial crimeserally requires a leleof expertise

not commonly held by anvestigators; therefore, there is additional knowledge and experience
required when conducting a forensic computer examinatioffiiraacial or fraud case. Most law

enforcement computer examars' experience is focused on child pornography investigations.

There are three types of situations in which computer evidence is generally discovered: (1)
computers as the target of crime, (2) computers as the instrument of @nidn€8) computers as
the repogory of evidence.

Computers themselves can be the targets of crime. Crimes committed against computers include
computer and computer component theft, system intrusions, software piracy, and software theft.

Computers can also be used to fad#ta crime. When this occurs, the congous known as the
tool or instrumentf crime. In such cases, as one would expect, examiners comeradynter
computers that have been used in offenses such as the solicitation of minors in chat rooms, check

fraud and counterfeiting.

Generally speaking, in all computer investigations ttearéner attempts to locate the storage
potential digital evidence, in one form or another, on the computer system. The computer system
involved in the investigation is a poital repository of evidence whether the user intended to
store an item or not. Therefore, the exagniis interested in incriminatnevidence that the user

intentionally or unintenbnally stored on the computsystem.

The proper handling of digital &ence is critical; it is easily altered or destroyed if handled

improperly. The destruction of digital evidence through improper handling can result in a finding
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of spoliation of evidence by a judge or can raise questions about the alteration of ergculpato
evidence by the defence. .If a judge determines that the authenticity of the evidence cannot be

satisfactorily made, then he may rule that the evidence is inadmissible.

Examiners should be aware that computer files can be altered simply throughntlaé.rstartup
process; Most of the Microsoft operating systems, such as Windows XP, change the time and
date stamps on a number of rues during startup and delete a number of temporary files during the

shutdown process. These pieces of infation could beritical to theinvestigation.
Hardware

It is important for the examiner to understand and be abledognize various pieces of
computer hardware so that he can decide whether he should seize a particular computer
component. The examiner should be familiar with the various forms that digital evidence can
take. Items used for digital storage have become so conf@ddt is now possible to store vast
amounts of data on items that can fit in a pocket or attach to a keychain. In most cases these

devices are smaller than a matchbook and are capable of storing anything digitally.

Examiners may only have one oppoityr{especially in a legal proceeding, such as a search
warrant execution) to determine the items they need to seize. Because of this, examiners must be

able to assess the hardware at the scene to determine its relevance to the investigation.

As mention€ previously, digital evidence can take many forms. Not all devices, however, are
made so that an examiner cemterface with the device to conduct an analysis. It is for this
reason that it is important for the examiner to be familiar with the technatoggmputer
forensics. For example, an entire sulifatomputer forensics has been developed in the area of

cell-phone forensics, Smartphone forensics, and MP3/iPod forensics.

Examiners must also be aware of the latest advances in printer technologies. Many computer
networks have installed printers with large hard drivesetminatethe need for a large print
server. The printers themselves may now be the repository of addléiodence that at one time

resided on a local machine or on a print server.
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Question No 29 What are important cautions while going to seize Computer

for investigation?

Considerations when Conducting the Seizure

There are a number of practical consadiens and procedures to employ when the decision is
made to go forward with a computer seizure. One of the primary considerations that is often
neglected is the subject debriefing, when the subject is asked for passwords and whether any

encrypted data ésts on the target computer.

Procedurally, it is important to identify any destructive processes that maybe running on the
machine before beginning the seizure. If such a process appears to be running, unplug the

machine immediately.

Before beginning todisconnect the system, make certain to isolate it from any outside
connections, such as a phone modem or a CATS network connection; another consideration to be

aware of is a wireless connection, which maybwtmmediately apparent.

Be certain to documeithe scene with photographs or a diagram, depending on the complexity of
the setup, remembering that it may be a year or longer before testimony about what the office
looked like on the day of theeizure will be asked for in l&gal proceeding. Additiondy, it is
important to document what is on the screen if the system is on,llaaswehat processes are
currently running. Many peopleadve a habit of Writing down aecording their passwords near

their computer, so examiners should look around forsnibt&t may appear to be passwordss Th
practice may aid in the diseery of passwords needed to access encrypted data in the event the

subject of the investigation is being uncooperative.

The second golden rule when securing a computer is, don't peelghhthe fues. This also
applies to disks. If a system is running, the examiner may be tempted to click on the My
Computer icon to look for evidence and/or copy filestoa flash or optical storage device. This

should never be done, because each file thesiigagor touches will have its original time
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stamps changed; once this is done the original time stamps cannot be recovered. It will be

obvious to the forensic examiner that this has occurred.

There are two methods for shutting down a running systemrdadhmatdown and a graceful
shutdown. Generally, the hard shutdown is preferred. There may be extenuating circumstances
that would lead the investigator to perform a graceful shutdown, so it is important to evaluate the
best shutdown option based on theetgh data being preserved and the possible ramifications of

a hard shutdown based on the type of operating system installed. A hard shutdown is basically

pulling the power cord from the back of the PC.

Laptop computers present additional considerationseMseizing a laptop, it is important to
remove the battery first and then pull the plug. It is essential when seizing a laptop to recover all
of the comp9nents that belong to the laptop such as zip drivegr@ddVD ROMs, and power
supply. Often laptogomputers must be imaged with their drives installed and because of the

proprietary nature of the laptops themselves, they will only function with their own components.

Once a computer is seized, it is necessary to secure it in such a way that willthedlow

investigator to testify, if need be, that no unauthatriaecess to the suspect system occurred
What Can the Computer Forensic Examiner Locate?

A computerforensic examiner is a trained professional who is capable of analyzing digital media
at thehexadecimal level. The hexadecimal level means that every sector and all the bytes in
those sectors are available for viewing. This includes deleted files, both purposefully deleted and
those that were deleted through various Windaw®mated processeshi$ can alsanclude
temporary autesave fies, print.;spool files,deleted emailsand link files. The hexadecimal level

also contains various items found in restore points and registry files that define hardware, such as
external drives and websites itesl, in addition to the document revisions and files created and

maintained by the user.

The increased sophistication of Windows allows the computer system to store more information
about how people use their computers. The forensic examiner will beoabtecover a large

amount of data that relates to the wv$e& computer, what is or has been stored on it, and the
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details about the user. In Microsoft's effort to "be all* to the user, it has incorporated ways to
make computer use more secure, such i encryption and other methods to protect data

from unwanted access. In the future, these types of innovations will stall the examiner arid will
sometimes successfully prevent system access. However, these encryption packages are not
always foolproofThe Encrypted File System offered by Microsoft has in fact been cracked bya

number of passwordracking software makers.

Computefrforenstc examiners have special toolsdasoftware designed to facilitate a thorough

and legally sufficient analysis of itesrthat contain digital evidence. It is important to allow a
trained examiner to conduct a proper seizure and examination on a piece of evidence so the
investigator will have the best chance of using that evidence in a legal proceeding. Whether an
agency orcompany is defending against an unlawful termination suit or filing a criminal

complaint, it is vital that the digital evidence is handled properly.

Handling the Evidence

One of the major differences between investigating comypatated crimes and coamtional
criminal activities is the volatility of the evidence that reside~ in the computers themselves.
Indeed, the evidenoaf a computer intrusion might be erased or altered as part of the intrusion
itself. It is therefore very important for the orgaatien and/or law enforcement personnel to deal
quickly and decisively with evidence of suspected computéated criminal activities.

Supported by a foundation for its introduction intauto.Legally obtainedProperly identified
.Properly preserved

In the handling of computer data in criminal investigations, the examinevestigator must be
aware of some of the vulnerabilities of computer evidence:

The investigator must ensure that turning off power to computer equipment will not destroy or
erase evidence that is required for the investigation.

The read/write heads of hard disk drives trhes parked in a retracted pasit so that powering
down thedisk drive will not cause the readfte head to contact the surfacd the disk platter.

Be aware that magnetic storage media are vulnerable to magnetic fields. Evidence might be
erased without the investigator being aware of the erasure if the medmoaight close to a
magnetic field.
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Be aware that other equipmerttaghed to the computer might:beeeded to complete the
investigation into the data that resides in the computer.

The investigator should writgrotect all disks that are being usedtia investigation so that they
cannot be written upon inadvertently.

Integrity of Evidence

There are certain issues that must be considered when processing computer evidence. These
areas should be considered regardless of whether the incident will dessed criminally or
civilly. Even if the organization aédes not to take action, the ytne investigation is

conducted can have potential cilidbility implications for both the organization and the fraud
examiner.

Should the fraud examiner discow&ridence on a computer system, he must be able to state
unequivocally that the evidence was not changed in any way by his actions. This requires that

strict forensic methodologies be followed to satisfy the stringent evidentiary standards necessary
to ersure the integ#ty o(the evidence "beyond a reasonable doubt" for possible court
presentation. Th~refore, fraud examiners must be aware o£..the following issues that relate to the
gathering of computer evidence.

Privacy Issues Regarding Computer Seizurth@dira Warrant

In every case where it becomes necessary to seize a computer or other device capable of storing
digital evidence, the investigator should consult with legal counsel. It is imperative that legal
counsel be involved in the seizure processlaravledgeable of case law pertaining to seizures

in the workplace. Case law governing workplace seizures in the corporate community is different
from case law govemng seizures in the governmemorkplace.

When conducting all internal investigation aquiry into allegations of misconduct or illegal
activities in both the private and governmental sector, it is important to be aware of what the
employee policy protects against and what it allows. It should also be determined whether steps
have been takeo nullify any expectations of privacy.

It shauld also be noted that personavites are becoming more common in the workplace.
Employees often carry PDAshumb drives, or MP3 players into the office. Each of these
devices is capable of storing largm@unts of data and can easily be used to steal a company's
intellectual property.. Because these devices are often purchased by the employee for personal
use, a search warrant may be needed to seize or search these devices because employees may

Page |88



Fraud Investigation and Audit ICPAP

have a "resonable expectation of privacy" in these types of personal devices. Therefore, it is
extremely important to include such devices in the company's search policy.

Law Enforcement Assistance

There may be occasions when a fraud examiner will be called upon to assist law enforcement or
to request the assistance of law enforcement in a particular case. Fraud examiners who are
involved in law enforcement already understdinel importanceplaced onproceeding with the

search and seizure pursuant to a search warrant. Under these conditions, the law enforcement
officer will prepare an affidavit for the search warrant, which will detail the probable cause or
legal reasoning behind the request for ttegrant. Only a judge can issue a search warrant and
only law enforcement can seek and serve a search warrant. Often law enforcement personnel will
need guidance fro the fraud examiner as they clutt pre search preparation.

Pre-Search Preparation

Obtaning as much intelligence as possible regarding the location of the potential evidence is
very desirable before writing the search warrant affidavit. Considerations for fraud examiners
include:

Determine the type of computer systems that will be invoivethe search. What operating
sydem is used? Are the computers networked together?

Determine how many people will be needed to conduct the search. In one case, approximately 17
networked file servers were involved, with multiple routers andupiainodens. A team of only
two investgators would need at least four to six hours to complete a seizure of this magnitude.

If expert withesses with a specific expertise are required during the search, identify and clear
them before the search warrant is writt®epending on the circumstances, their credentials
should possibly be included in the warrant affidavit before they are approved by the magistrate
issuing the search warrant~ The time to discover that an "expert witness" has a criminal
conviction is beforghe search warrant affidavit has even been written, not when the witness
takes the stand to testify in a criminal proceeding.

Search Warrant Affidavit Construction

Law enforcement personnel may seek the advice of the fraud examiner when constructing the
search warrant affidavit. Isiimportant to prepare an affvit that includes all of thpertinent
information, which will allow br a proper and legal search.

Page |89



ICPAP

Question No 30Checklist for Processing Electronicdly Stored Evidence for Removal.

The search for and seizure of technical equipment requires specific procedures that must be
followed by fraud examiners to guarantee the integrity of evidence, and to protect both the
organization and the individual fraud examiner from civil litigatione3édnguidelines are written

to satisfy the evidentiary requirements for criminal prosecution, and each step in the process is
there for a reason. Fraud examiners who deviate from these guidelines should be able to justify
their actions if called into queseti later.

1. If possible, before executing a search warrant where computer equipment and/or magnetic
storage media is to be seized, try to make sure that someone will be present who is familiar with
computer equipment to assist in the identification efrious components.

2. It is critical thatanyonenot involved in the investigation be kept away from any computer
equipment, anahot be allowed to touch any of the equipmentThis includes any person not
directly involved in handling the computer aredated equipment. It is possible for a susyect

any persontouching only one key of a system keyboard (when a computer is operational) to
destroy evidence. Limit the number of personnel responsible for processing corefaiezt
evidence to maintain thategrity of this evidence.

3. If the person seizing the system has the appropriate training and expertise, it might be useful to
observe the video display of the system. Information might be displayed that will be of value in
the case. If this occurspdument with a closap photograph of the video screen. (Take care if
using a camera with a flash that the flash does not reflect back into the camera lens.)

4. If a computer or peripheral is not covered by the respective search warrant, leave ittdlone un

a supplemental warrant can be obtained.

5. If the computer is to be removed from the location, do not enter anything via the system
keyboard or attempt to read information from the system or any associated magnetic media.

6. Do not move the computany more than is necessary until it is properly secured. Even then,
extreme care should be taken, as sudden motion could cause the destruction of data or damage to
the equipment itself.

7. Photograph the overall view of the computer system (wide view)eMw/equipment as little

as possible before taking this photograph to indicate how the equipment was originally

positioned. Consider videotaping the confiscation procedure for complete documentation of all
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actions performed. However, caution is advis@acesthe video will capture everything that is

said and done. Speculative statements or levity should be restricted.

8. Document the state of the computer when first observed (was it operational, what was
displayed on the monitor screen, etc.).

9. Depenthg on the experience of the person seizing the system, it might be advisable to unplug
the power from the Central Processing Unit (CPU) before taking any further action. Unplug the
power at the wall outlet, if accessible. Even though this action will anyedata in Random
Access Memory, it might prevent the computer from deleting or changing otheN{T&:

This applies to stand alone microcomputers only, and does not include computers
connected to a Local Area Network (LAN).

10. Turn off the power tall other components and/or pieces of peripheral equipment (such as
printers, video display CRTs, or monitors, etc.). Be aware that many peripherals utilize Random
Access Memory, which can contain evidence that will be lost when power is removed.

11. If possible, photograph all cable connections (usually in the rear of the system), before
disconnecting.

12. Disconnect all components that are attached &xtnnal power supply only(e.g., from an
electrical wall socket, etc.).

13. Never connect or disnnect any of the cables of the system when the computer is operating.
This could result in physical damage to the system components and/or peripheral equipment.

14. Label all cable connections, including any telephone cables that are connected tethe sys
so that the system can be reconstructed at a later time for analysis.

15. Again, photograph all cable connections. Before photographing, try to arrange the cable
connector labels in such a way that they will be visible in the photographs.

16. Labeleach item of equipment that will be confiscated. This includes the CPU, monitor,
printers, etc. Each item that has a removable exterior case should be sealed with a tamperproof
evidence tape (especially the CPU case). This will help to prevent latertialsgahat
components were removed or altered.

17. Consideration should be given to separate alpssolation photographs for each item to be
seized. These closg shots will serve the purpose of providing more specific identification of

seized itemsand responding to possible future allegations of physical damage to a seized item.
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18. Document the location of all items seized (which room, specific location in the room,
reference to photographs, the person who seized the item, serial numbers,idg@diahation
markings, etc.).

19. Check all floppy disk drives to determine if they contain a floppy disk. If so, remove the disk
from the drive and place it in a disk sleeve. Wptetect the disk immediatelj.abel the
particular disk drive to show which drive the disk came from, and then label a paper bag to
indicate that the floppy disk was taken from the labeled drive. Place the disk in the paper bag and
seal it.

20. Pl ace a cardboyd ddiimmk eirnt owrt rae fidihg ko wrwiav e
shut to secure the drive heads for transportation. Cardboard inserts are specially made for this
purpose. If none are available, a disk of the particular size that contains no data might be used
(prefembly a new, unused disk).

21. Check any other removable storage media drives, remove any storage media they contain,
and label the media for identification purposes. (This includes components such as optical drives,
external tape drives, IOMEGA drives, @®bm, etc.)

22. If there is any uncertainty as to what a piece of equipment is, do not speculate, just label the
equipment with a unique identifying number and secure the item for later analysis. However, be
prepared to justify the seizure of a comporteéat might or might not be covered in the search
warrant.

23. When all components and cables have been labeled and documented, disconnect the cables
from their respective component and secure the cables.

24. If covered in the search warrant, confiscéitestated manuals and other documentation, and

all magnetic media. Also confiscate any other items that might be evidence in the case and that
are covered by the terms of the search warrant.

25. If at all possible, after all equipment and magnetic meala been labeled and inventoried,

each item should be stored in a paper bag or a cardboard box and sealed (to keep out dust). Large
items, such as the CPU and/or printers could be stored in large paper bags or large boxes.
Smaller items, such as floppyséls, could be stored in sandwibhg sized paper bags. This

practice will protect these items from unnecessary exposure to dust. An additional label should
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be attached to the bag identifying the contents of the bag, along with any identifying numbers,
suchas the number of an evidence t&pte: Plastic bags (such as garbage and sandwich
bags) should not be used to store evidence!

26. Ensure that adequate support is given to all items when they are being moved.

27. Thoroughly document the inventory of exthing to be removed from the location. This will

be required for the search warrant return (if applicable), but also serves to provide a measure of

liability protection for the person seizing the system.

Question No 31 What is Fraud Risk Assessment ath Fraud Risk?

FRAUD RISK ASSESSMENT

There are many things that organizations can and should do to minimize the risk that fraud can
occur and go undetected. A fraud risk assessment can be a powerful proactive tool in the fight

against fraud for any business.

Regulators, professional standaetters, and law enforcement authorities continue to emphasize
the crucial role that fraud risk assessment plays in developing and maintaining effective fraud

risk management programs and controls.
What Is Fraud Risk?

Cressey's Fraud Triangle teaches that there are three interrelated elements that enable
someone to commit fraud: the motive that drives a person to want to commit the fraud, the
opporunity that enables him to coniinthe fraud, and the ability toationalizethe fraudulent
behaviour. Thevulnerability that an organisation has to those capable of overcoming all three
elements of the fraud triangle is fraud risk. Fraud risk can come from sources both internal and

external to the organisation.
Why Should an Organisation Be Concerned About Faud Risk?

Every organisation is vulnerable to fraud; there is no organization that has immunity to that risk.

The key to reducing that vulnerability is to be consciously aware and realistic about what the
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organi zationods we a k nes sgement eensaere thaO it Ican edtablishn ca

mechanisms that effectively prevent or detect fraudulent activities.

Organizational stakeholders expect thro stewards to be thoughtful and prudent about protecting
the business. However, even when tales of fraudstergedting a lot of public attention~ many
organizations still have difficulty facing the realities of how susceptible they really are to fraud.

There are many factors that influence how at risk an organisation is to fraud. Some of the bigger

factors are:
M The business itis in
1 The environment in which it operates

1 The effectiveness of the internal controls within the business processes .The ethics and

values of the company and the people within it
1 The Business It Is In

The types of risks an organisatitates are directly connected to the nature of business that it is
engaged in. For example, the inherent fraud risks faced by hospitals and medical practices are

vastly different from those faced by banks and financial institutions.
The Environment in Which It Operates

The environment in which the organisation operates has a direct impact on its vulnerability to
fraud. Brickandmortar businesses have very different risk profllettaternet businesses.
Likewise, businesses in urban areas have different risk profiles businesses in rural areas. The
environment in which the business operates can play a big role in influencing its vulnerability to

fraud.
The Effectiveness of Intenal Controls Within the Business Processes

A good systemofil: Iternal controls, with the right balanE@reventive and detective controls,
can greatly reduce an organizationds vulnerahb

or automated processdhat stop something bad from happgnbefore it occurs. Detective
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contols can also be manual or automated, but are designed to identify something bad that has
already occurred. No system of internal controls can fully eliminate the risk of fraudelut w
designed and effective internal controls can deter the average fraudster by reducing the
opportunity to commit the fraud.

The Ethics and Values of the Company and the People within It

It is extremely difficult, if not impossible, to have a companydeap of individuals whose
ethics and values are fully aligned with those of the organisation. The gap in that alignment can

significantly increase an organizationés frau

Whilemanyorganis;!.tions have codes of conduct, those codes are not alwgysleas in

drawing the definitive line between acceptable and unacceptable behaviour. That lack of clarity
leaves a lot of wiggle room for fraudsters to rationalize their actions~ For example, in most
organizations it is generally understood that mantmgdafinancial records is unacceptable
behaviour that will result in termination. However, it is not always apparent whether taking a pen
or pencil home that belongs to the company is unacceptable behaviour or what the consequence,

if any, would be.

An organisation that is clear and consistent about its ethics, values expectations for its people
wi || reduce the potenti al frauds,tarorgassatarb i | i ty
that demonstrates consistency and predictability in how idleanand holds accountable

unacceptable behaviors can significantly reduce the risk of fraud;
What Is a Fraud Risk Assessment?

Fraud risk assessment is a process aimed at proactidehtifying and addressing an
organi zati onds v bdndexteraabfialdi As ievery ordamisatiomis differeng

the fraud risk assessment process is often more an art than a science. Additionally, organizational
fraud risks continually change. It is therefore important to think about a fraud risk assessment a

an ongoing, continuous process, rather than just an activity.

A fraud risk assessment starts with an identification and prioritization of fraud risks that exist in

the business.. The process evolves a~ the results of that identificatipnaiization begin to
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drive education, communication, organizational alignment, and action around effectively

managing fraud risk and identifying new fraud risks as they emerge.
What Is the Objective of a Fraud Risk Assessment?

In the simplest terms, the objective of a fraud risk assessment is to help an organisation identify
what makes it most vulnerable to fraud. Through a fraud risk assessment, the organisation is able
to identify where fraud is most likely to occur, enablprgactive measures to be considered and

implemented to reduce the chance that it could happen.
Why Should Organizations Conduct Fraud Risk Assessments?

Every organisation should conduct a fraud risk assessment and build procedures to keep the
assessmemrocess current and relevant. Not only is this practice good corporate governance, but

it makes good business sense.
Improve Communication and Awareness About Fraud

Conducting a fraud risk assessment can be a great vehicle for an organisation. to open up
communication and raise awareness about fraud. When employees are engaged in an open
discussion about fraud, the conversations themselves canapleje in reducing fraud
vulnerability. Employees are reminded that the organisation does care aboutipgefrawid

and are empowered to come forward if they suspect fraud is occurring in the organisation. Open
communication and awareness aboautl can also deter a potentiiudster by reducing his

ability to rationalize bad behaviour and increasing kix@ption that someone might catch on to

his actions and report him.
Identify Wh at Activities Are the Most Vulnerable to Fraud

Management must knowhere the company is most vulnerable to fraud in orderdoent it

from happening. For most companidgse hormal. Course of business generally involves many
different activities. However, riot all of the activities that the company engages in are equal in
terms of increasing the business' exposure to fraud. The fraud risk assessment helps guide the

organsation to focuson the activities that really put the company at greatest risk.
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Know Who Puts the Organisation at the Greatest Risk

The actions of certain individuals can signifitgnncrease the company's vehability to fraud.

The risk can be dren from the way in which@meore makes decisions, behavestreats others

within and outside the organisation. The fraud risk assessment can help hone in on those people
and their activities that may increase the company's overall fraud risk.

Develop Plango Mitigate Fraud Risk

If management knows where the greatest fraud risks are, it can put plans in place to reduce or
mitigate those risks. The fraud risk assessment provides a vehicle that can be used to ~ alignment

amongst various stakeholders and deegon to decrease fraud risk.

Develop Techniques to Determine If Fraud Has Occurred in-Rigkh Areas Assessing an area

as a having high fraud risk does not conclusively mean that fraud is occurring there. However,
the fraud risk assessment is usefulidentifying areas to proactively investigate to determine
whether fraud has in fact occurred.. In addition, putting activity in -higih areas under

increased @utiny can deter potentialafudsters by increasing their perception of detection.

What Makes a Good Fraud Risk Assessmeftdbod fraud risk assessment is one that

fits within the culture of the organisation, is sponsored and supported by the right people,
encourages everyone to be open in his participation, and is generally embraced thringghout
business as an important and valuable proc€sswerselya fraud risk assessment that is

conducted without these conditions will have inferior results.
The Right Sponsor

Having the right sponsor for a fraud risk assessment is extreme/imgoréarguring its success

and effectiveness. The sponsor must be senior enough in the organisation and command the
respect of the employees to elicit full cooperation in the process. The sponsor has to be someone
who is committed to learning the truth about venéhe company's fraud vulnerabilities really

are. He can't be someone who is prone to rationalization or denial; he must be a truth seeker. In
the ideal situation, the sponsor would be an independent board director or audit committee
member. However, a gd CEO or other internal senior leader can be equally as effective.
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An organizationds <culture Plays a big part
company's culture is shaped by a strong and domineering leader, it would be difficutt thdtav
leader sponsor the fraud risk assessment and get candid, honest participation from the people in
the business. Think about how effective a fraud risk assessment of Tyco International would
have been with Dennis Kozlowski as its sponsor. Similarliyaad risk assessment of Enron

would have been impossible with Kenneth Lay or Jeffrey Skilling as its sponsor.

The right sponsor is someone who is open and willing to hear the good, the bad, and the ugly.
For example, let's say that the fraud risk aseess reveals that one of the greatest fraud risks
facing the organisation is bribery/corruption based on the cozy nature of one of the key business
leaders with the company's business partners. For the assessment to be fully effective, the
sponsor needs toe independent and open in his evaluation of the situation and, most important,

appropriate in his response to the situation.
Independence/Obijectivity of the People Leading and Conducting the Work

A good fraud risk assessment can be effectivedynducted either by people inside the
organisation or with external resources. However, the people leading and conducting the fraud
risk assessment need to be independent and objective throughoasstsent process.

Additionally, they must also be pe&iwed as independent and objective by others.

The people leading and conducting the work should be thoughtful and mindful about any
personal biases they may learegarding the organisaticaking steps to reduce or eliminate all

biases that may affecteahfraud risk assessment process. For example, if an employee on the
fraud risk assessment team had a very bad past experience with someone in the accounts payable
department, he might allow that experience to affigctevaluation of the fraud risks reldteo

that area of the business. To compensate for this bias, someone else should perform the fraud risk

assessmemwvork related to the accourpiayable department's activities.

Cultural neutrality is an important aspect of independence and objectivity ieheing or
conducting a fraudisk assessment; Some organi@as havevery strong corporate cultures that
can playa big role in influencing the way the people inside of the organisation think about fraud

risk: If people within the organisation are lesgland conducting the fraud risk assessment, they
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must be able to step outside of the corporate culture to assess and evaluate the presence and

significance of fraud risks in the business.
A Good Working Knowledge o/the Business

The individuals leadingnd conducting the fraud risk assessment need to have a good working
knowledge of the business. Every organisation is unique; even companies that appear similar
have characteristics that make thand their fraud riskslifferent from their competitors. S@n

o(those differences can be obvious, while others are more subtle.

To ensure a good working knowledge of the business, the fraud risk assessor must know, at a
more than superficial level, what the business does and how it operates. He must also have an
understanding about what makes the organisation both similar to and different from other

companies in related lines of business.

Obtaining information about broad industry fraud risks from external sources can be extremely
helpful. Such sources include umtry news; criminal, civil, and regulatory complaints and
settlements; and professional organizations, such as the Institute of Internal Auditors, the
American Institute of Certified Public Accountants, and the Association of Certified Fraud

Examiners.
Access to People at All Levels dfhe Organisation

It is often said that perception is reality. In other words, how an individual perceives a situation
is his reality of the situation. In an organisation, it is important to ensure that the perceptions of
people at all levels get a voice in the fraud risk assessment process.

Leaders of a business or function often have very different perspectives from their subordinates
about how something is perceived or executed. However, this does not always meae that on
perspective is right and the other isowg. What it does mean is thakpectations and

perceptions within the organisation are not aligned, which could increase fraud risk.
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Engendered Trust

If the organisation and its employees do not trustpéneple leading and conducting thaud

risk assessment, they will not be opeind &ilwnest about the realities of the business, its culture,
and its vulnerability to fraud. Trust is hot somethihgtcan be granted by authority; it mus#
earned by wordand actions

The Ability to Think the Unthinkable

Most honest people are not naturally inclined to think like a fraudster. In fact, manydeate

frauds that have occurred would have been deemed unthinkable by people closest to the events.
A good fraud risk assessment has to allow for the people leading and conducting the assessment
to be expansive in their codgration and evaluation of frduisk. Thoughts of "it can't happen

here Ashould not be all owed to moderate the e
A Plan to Keep It Alive and Relevant

The fraud risk assessment should not be treated as a onetime exercise that is executed, reported
on, and then put on a shelf to collect dust. The organisation should strive to keep the process
alive and relevant througlongoing dialogue, active management of action plans, and

development of procedures to ensureadbsessmentaaintained on a content basis.
Considerations for Developing an Effective Fraud Risk Assessment

A fraud risk assessment is only effective if tirganisation embraces it and uses the results to

monitor, change; or influence the factors that put the company at risk for fraud.
Packaging It Right

People do not easilselate to or embrace things thtaey don't understand. Every organisation
has itsown vocabulary and preferred methods of communication (i.e., the language of the
busness). The notification and exation of the fraud risk assessment, including the reporting of
the results, will only be effective if completed in the language of thebssi

For example:
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In a creative organisation where decisions are made based on qualitative assessnrestiscand
and where the majoyitof communication is visual, a quantitative approach to assessing fraud
risk driven by numbers and calculations wbuiost likely be rejected.

.In an organisation where the business is built and run on quantitative decekorg models, a
gualitative approeh with no quantitative componsnwvould most likely is rejected.

Therefore, the assessor must remain mindfulhe language used throughout the fraud risk
assessment. Specifically, he should stay away from technical language that won't resonate with
people in the business. For example, many people in the business might not easily relate to or
understand the tercash larcey.] f cash | arceny i s one of the o
it might be more effective to explain the concept in layman's terms and describe the risk as "theft

of cash" instead.
One Size Does Not Fit All

Do not try to fit around pemto a square hole; what works in one organisation most likely will

not easily work in another. Recognizing the nuances and differences of each business and
tailoring the approach and execution to the specific organisation can help make the fraud risk
assaesment successful. While a generic framework or toolset can be a valuable starting point for
the development of the fraud risk assessment, it must be adapted to fit the business model,

culture, and language of the organisation.
Keeping It Simple

The more complicated the fraud the risk assessment is, the harder it will be to execute it and
drive action. Whether the assessor uses a generic assessment framework or develops one
specifically for the organisation, he should focus the effort and timevaluating the areas that

are most likely to have fraud risk.
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Question No 32How to preparethe Company for a Fraud Risk Assessment-How Fraud

Risk Assessment should be conducted?

Prepaing the company for the fraud risk assessment is a crélealent to ensuring its success.
The culture of the organisation should play a large role in influencing the approach taken to

prepare the company for the fraud risk assessment. The golaéspyeparation should be to:
x Assemble the right team to leaddarpbnduct the fraud risk assessment.
x Determine the best techniques to use in conducting the fraud risk assessment.

x Obtain the sponsor's agreement on the work to be performed. .Educate the organisation

and openly promote the process.

Assemble the Rightdam to Lead and Conduct the Fraud Risk Assessment Before conducting
the fraud risk assessment, the organisation should build a fraud risk assessment team consisting
of individuals with diverse knowledge, skills, and perspectives that will lead and cdhduct

fraud risk assessment. The size of the team will depend on the size of the organisation and the
methods used to conduct the assessment. The team members might include irterxtraal

resources, such as:

x Accounting and finance personnel who amiliar with the financial reporting processes

and internal controls

x Nonfinancial business unit and operations personnel who have knowledge tid-day

operations, customer and vendor interactions, and issues within the industry

x Risk management persoel who can ensure that the fraud risk assessment process
integrates with the organizationds enterpr

x  The general counselor other members of the legal department
x Members of any ethics or compliance functions within the orgamisadhternal auditors

x External consultants with fraud and risk expertise
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x Any business |l eader with direct accountabi

fraud risk management efforts.
Determine the Best Techniques to Use to Conduct the FraiRisk Assessment

There are many ways to go about conducting filaeld risk assessment Picking a method or
combination of methods thatre culturally right for the organisation will help to ensure its
success. The assessment team should also considéeshevays to gather rapid, truthful
information from people throughout all levels of the organisation, starting by understanding what

techniques are commonly and effectively used throughout the organisation.
Some examples of methods that can be usedntducd the fraud risk assessment are:
U Interviews
U Focus groups
U Surveys
i Anonymous feedback mechanisms
Interviews

Interviews can be an effective way to conduct a candigoorene conversation. The usefulness

of interviews as a technique will dependtmw willing people in the organisation are to be open

and honest in a direct dialogue with the interviewer. The assessor must consider whether
interviews are commonly and effectively used in the organisation to gather and elicit
information. He should alsspeak with individuals that have previously conducted interviews
with employees to glean lessons learned. For each potential interviewee, the assessor ~should
gauge how likely and willing he would be to be open andestsome people make good

interview candidates, while others may need to be engaged through a different approach.
Focus Groups

Focus groups enable the assessor to observe the interactions of employees as they discuss a

guestion or issue. Some topics may lend themselves to being discussedpen forum in
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which people feel comfortable among their colleagueilitionally, whendiscussingough or
thorny issues in a group, an anonymous,-tiea voting tool can be an effective way of opening
up a dialogue amongst the participants.

The siccess ofa focus group will be highly dependent on the skill of the facilitator. If focus
groups are used as part of the fraud risk assessment, they shoalddlg) an experienced
facilitator whom the group will relate to and trust. Getting a grougoenaip and talk honestly
can be very difficult. An experienced facilitator will be able to read the group and use

techniques, such as group icebreakers, to make the session a success.
Surveys

Surveys can be anonymous or directly attributable tovitidéls. Sometimes people wilhare

more openly when they feel protected behind a computer or paper questionnaire. In an
organisation where the culture is not one where people @mndpfreely talk, an anonymous
survey can be a great way to get feedback. Hewemployees can be skeptical about the true
anonymity of a survey, especially organizations that use surveys to solicit feedback
anonymously but send followp to individual delinquent respondents. If the assessor determines
that an anonymous survey an appropriate technique to use in fitaeid risk assessment, he

should clearly and explicitly explain to employees how anonymity will be maintained.
Anonymous Feedback Mechanisms

In some organizationsaronymous suggestion boxes or similar mechanisres used to
encourage and solicit frequent employee feedback. In these companies, information pertaining to
the fraud risk assessment can be requestdtkisame way. Additionally, usg an anonymous
feedback mechanism can also be effective in an emaeahwhere people are less likely to be
open and honest through other methods and techniques. .

One approach to effectively using the anonymous feedback technique involves establishing a
guestion of the day that is prominently displayed above a colldationAn example question is:
"If you thought fraud was occurring in the company would you come forward? Why or why

not?"
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Another approach involves using a table lineup office to ten opaque boxes, each with a statement
posted above it.. Employees are pded with poker chips in two different colors and told that

one color indicates "l agree," drone indicates "l disagree.." Employees are then encouraged to
respond to each statement by to putting a corresponding chip in each box to indicate their

response
Obtain the Sponsor's Agreement on the Work to be performed

Before the fraud risk assessment procedures begin, the sponsor and the fraud risk assessment

team .need to agree on:
x . The scope of work that will be performed

x . The methods that will be used tonduct the work (e.g., surveys, interviews, focus

groups, anonymous feedback mechanisms)

x .The individuals who will participate in the chosen methods .The content of the chosen

methods
x . The form of output for the assessment
Educate the Organisation am Openly Promote the Process

The fraud risk assessment process should be visible and communicated throughout the business.
Employees will be more inclined to participate in the process if they understand why it is being

done and what the expected outconvékbe.

Sponsors should be strongly encouraged to openly promote the process. The more personalized
the communication from the sponsor, the more effective it will be in encouraging employees to
participate in the process. Whether it is a video, a towh Iimeeting, or email, the
communication should be aimed at eliminating any reluctance employees have about

participating in the fraud risk assessment process.
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Executing the Fraud Risk Assessment

The execution of the fraud risk assessment caagpeoached in many ways. The approach

should be tailored to the organisation, but should be stedcctand rational to ensure gsccess.

Choosing a Framework

When conducting a fraud risk assessment, it is helpful to use a framework for perfomiing,
evaluating, and reporting on the results of the work. Fraud risk can be analyzed and reported both

gualitatively and quantitatively using a consistent framework.

The following sample fraud risk assessment frameworks illustrate how the elements of fraud risk

assessment are applied under different approaches.

Question No 33 write down the Sample Fraud Risk AssessmenEramework.

Using this framework; the fraud risk assessment team incorporates the following into the fraud
risk assessment strategy:

1. Identify potential inherent fraud risks.
2. Assess the likelihood of occurrence of the identified fraud risks.
3. Assess the sigiitanceto the organisation of the fraud risks.

4. Evaluate which people and departments are most likely to commit drashddentify the

methods they are likely to use.
5. Identify and map existing preventive and detective controls to the relevant fraud risks.
6. Evaluate whether the identifiedntrols are operating effectiyedind efficiently.

7. Identify and ealuateresidual fraud risks resulting from ineffective or nonexistent controls.
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The framework begins with a lisif identified fraud risks, which are assessed for relative
likelihood and significance of occurrence. Next, the risks are mapped to people aricheleizar
impacted and to relevant controls. Subsequently, the relevant controls are evaluated for design
effectiveness and are tested to validate their operating effectiveness. Lastly, residual risks are
identified, and a fraud risk response is developedduress them. The table below provides a
visual representation of the steps involved in this framework, and can be filled in as the fraud
risk assessment is performed.

Identify PotentialInherent FraudRisks

The fraud risk assessment team should brainstorm to identify the fraud risks that could apply to
the organisation. Brainstorming should include discussions regarding the following areas:

INCENTIVES, PRESSURES, AND OPPORTUNITIES TO COMMIT FRAUD
When assesing incentives, pressures, asporturities to commit fraud, the fraud risk
Assessment team should evaluate:.

x  Pressures on individuals to achieve performance or other targets and how such pressures
may influence employees' behaviour

x  Opportunties to @mmit fraud that arise from weak internahtwls, such as a lack of
segregton of duties

RISK OF MANAGEMENT'S OVERRIDE OF CONTROLS

When considering the potential for management's override of controls, the fraud risk assessment
team should keep in mirtdat:

x .Management personnel within the organization genekalbyv the controls and standard
operating procedures that are in place to prevent fraud.

x .Individuals who are intent on committing fraud may us#& tkreowledge of the
organi zat i omwdaesitincaomartner that will conceal their actions.

FRAUDULENT FINANCIAL REPORTING
Potential fraudulent financial reporting risks include:
x .Inappropriately reported revenues, expenses, or both

x .Inappropriately reflectedalance sheetmounts, including reserves

x .Inappropriately improved or masked disclosures .Concealed misappropriation of assets
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x .Concealed unauthorized receipts, expenditures, or both

x .Concealed unauthorized acquisition, disposition, or use of assets

ASSET MISAPPRORIATIONS

Potential asset misappropriation risks include misappropriation of: .Tangible assets
.Intangible assets

.Proprietary business opportunities

CORRUPTION

Potential corruption risks include:

x .Parent of bribes or gratuities to companies, privatviduals, or public officials .Receipt of
bribes, kickbacks, or gratuities

x .Aiding and abetting of fraud by outside parties, such as customers or vendors

x  Certain other types of risks that can affect or be affected by each of the majaf &tead risks
include regulatory and legal misconduct, reputation risk, and risk to information technology (11).

REPUTATION RISK

The fraud risk assessment team should ensure that consideration of reputation risk is part of the
organi zati esmést rppEcassebecause fraudul ent acts
with customers, suppliers, capital markets, and others.

RISK TO INFORMATION TECHNOLOGY

Information technology (J'ris a critical component of fraud risk assessment. Organizations rely on IT to
conduct business, communicate, and process financial information. A poorly designed or inadequately
controlled IT environment can exposé an organisation to threats to datityntageats from hackers to
system security, and theft of financial and sensitive business information. Whether in the form of hacking,

economic espionage, Web defacement, sabotage of data, viruses, or unauthorized access to data, IT fraud

risks can reduin significant financial and information losses.

Assess the Likelihood reoccurrence of the Identified Fraud Risks

Assessing the likelihood and significance of each potential fraud risk is a subjective process that allows
the organisation to manage frawud risks and apply preventive and detective controls rationally. The
fraud risk assessment team should first consider fraud risks to the organisation on an inherent basis, or
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without consideration of known controls. By approaching the assessmerg mahner, the team will be
better able to consider all relevant fraud risks and the? Evaluate and design controls to address the risks.

The likelihood of occurrence of each fraud risk can be classifiegraste, reasonably possibler
probable. The fraw risk assessment team should consider the following factors in assessing the
likelihood of occurrence of each fraud risk:

Question No 34 How organization should respond to different risks.

Response to Fraud Risks:

Regardless of the framework used todwct the fraud risk assessment, management will need to
address to the identified risks. Larry Cook, CFE, who is the principal author of the ACFE Fraud
Risk Assessment Tool, suggests that management can use one or a combination of the following

approaches 0 respond to the organizationds residual

Avoid the Risk

Management may decide to avoid the risk by eliminating an asset or exiting an activity [the
control measures required to protect the organisation against an identified threat are too
expensive. This approach requires the fraud risk assessment team teteompbsbenefit

analysis of the value of the asset or activity to the organisation compared to the cost of

implementing measures to protect the asset or activity.

Transfer the Risk

Management may transfer sommeall of the risk by purchasing fidelityysurance or a bond. The
cost to the organizations the premium paid for the insurance or bond. The covered risk of loss is

then transferred to the insurance company, less any deductible payment included in the contract.

Mitigate the Risk

Management can help mitigate the risk by implementing appropriate countermeasures, such as

prevention and detection controls. The fraud risk assessment team should evaluate each
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countermeasure to detertnine if it is cost effective andreasonible giverraib&bipty of

occurrence and impact Qf.10ss.

Assume the Risk

Management may choose to assume the risk if it determines that the probability of occurrence
and impact of loss are low. Management may decide that it is more cost effective to assume the
risk than it is to eliminate the asset or exit the activity, buy instance to transfer the risk, or

implement countermeasures to mitigate the risk.

Combination Approach

Management may also elect a combination of the above approaches. For example, if the
probatility of occurrence and impact of loss are high, management may decide to transfer part of
the risk through the purchas# insurance, as well as implement preventive and detective

controlsto mitigate the risk.

Question No 35ERM is considered now ad ay 6és vital framework fo

Agree or not.
ENTERPRISE RISK MANAGEMENT (ERM )
What is Enterprise-wide Risk Management?

People undertake risk management activities to identify, assess, manage, anaidarios of
events or situations. Thesan rangerbm single projects or narrowhefined types of risk, e.qg.
market risk, to the thrésand opportunities facing tle¥ganization as a whole. The principles
presented in this paper can be used to giid@atolvement of internal auditing in d@brms of
risk maragement but we are particulaihyterested in enterprisgide risk management beau

thisis likely to improveam r gani zati onds governance processe

Enterprise-wide risk management (ERM) is a structured consistent and continuopsocess
across the whole organization for identifyingsessing, deciding on responsesnd reporting
on opportunities and threats tladfect the achievement of itdbjectives.
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Responsibility for ERM

The board has overall responsibility for ensuring tieks are managed. In practi¢tke board

will delegate the operation of thesk management framework to theanagement team, who
will be responsible for complieig the activities below. Themay be a separate function that co
ordinates and propt-manageshese activities anlrings to bear specialist skills and knowledge.

Everyone in the organization plays a role in ensurswgcessful enterprisgide risk
management but the primary responsibility for identifyrrisks and managing them liasth

managemst.
Benefits of ERM

ERM can make a major contribution towards helpimg arganization manage the risks

achieving its objectives. The benefits include:
V Greater likelihood of achieving those objectives;
V Consolidated reporting of disparate risks at bdewvel;
V Improved understanding of the key risks and their wider implications;
V Identification and sharing of cross business risks;
V Greater management focus on the issues that really matter;
V Fewer surprises or crises;
V More focus internally on doing the rigtitings in the right way;
V Increased likelihood of change initiatives being achieved;
V Capability to take on greater risk for greater reward and
V More informed risktaking and decisicmaking.
The activities included in ERM

V Articulating and communicating thabjectives of the organization;

Page |111



Fraud Investigation and Audit ICPAP

Vv

Vv

Vv

Determining the risk appetite of the organization;

Establishing an appropriate internal enviromtmeincluding a risk management

framework;

Identifying potential threats to the achievement of the objectives;
Assessing the sk (i.e. the impact and likelihood of the threat occurring);
Selecting and implementing responses to the risks;

Undertaking control and other response activities;

Communicating information on risks in a consistent manaterall levels in the

organization;

Centrally monitoring and coordinating thekimanagement processes andadieomes,

and

Providing assurance on the effectiveness with which risks are managed.

Providing assurance on ERM

One of the key requirements of the board or its equivakertb gan assurance that risk

management processes are working effectively and kityatrisks are being managed am

acceptable level.

It is likely that assurance will come from different sources. Of these, assufeime

management is fundamental. This should doenplemented by the provision afbjective

assurance, for which the internal audit activéya key source. Other sourdeslude external

auditors and independent speciafistiews. Internal auditors withormally provide assurances

on three areas:

Risk management processes, both their design and how well they are working;
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Management of t hose rliudedgktke effettimeness of tmentolsaad O k e y «
other responses to them; aRdliable and appropriate assessment of riskisraportingof risk

and controbktatus.
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The ultimate objective of any disbursement scheme is a check issued by the orgawiziation

is then converted to cash for personal gain. Managers oftentktahthe checkssuance process

is uni mportant. After all, i1itbés just paper.

In state agencies in Washington, this type of fraud accounts for 85% of all losses quastthe
decade. ltdés too big to ignore, andisthery ea

bookkeeper.

The most common disbursement fraud involves a bookkeeper who issues chibekaseives
or to others (i.e.; family and false vendors). Looking at the redeemed cheitles psimary
defense against this fraud. Knowing who you do busivesis is the primarydefense in

identifying checks issued to false vendors.

The Subtle Compromise of the Accounts Payable System

Managers and auditors should always look for a straight line from transaction initiator to
accounts payable to check distrilouti process in the accounts payable system. This same
principle also applies in the payroll system except that the straight line is from the source (the
individual) to the approval point (the supervisor) and then to the payroll function for payment.
These tansactions may not receive the same level of care in the authorization and approval

process. The governing body may not have even approved these transactions.

Storage and issue control®ver checks must be appropriately maintained. Blank (unnumbered)
checks are high risk and require an even greater level of security thanmpteered checks.

Negotiable instruments (i.e.; checks) are being stolen and redeemed without the authorization
and approval of the organization. Use locked storage facilities and tivai number of
employees who have access. Monitor the inventory of negotiable instrument stocks. Maintain

logs for negotiable instruments issued. Promptly note sequence breaks from one run to the next.
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Act promptly with a menberpareprasying.eDetermireovhetherram  w h e
investigation is needed or if a police report should be filed.

At the heart of every fraud israissing or fraudulent( f al si fi ed or altered)
the FIDO concept (1 .e.; Af ocragre@t ifti,nddrtihvee doonocou melnf
transaction, your test fails. Find the right answer instead. The document may just be out of file

for some legitimate purpose or reason.

Most disbursement frauds emplogmmon and simple methodsEngage the mind andeyour

experience. Common sense is your most valuable resource. Since normal expenditures are
repetitive in nature, scan the check register for suspicious transactions by concentrating on
variances from the norm. Review disbursements for fictitious wspndtuplicate payments,
overpaid employees, and payments to chpare ho or
like data elements from the personnel/payroll system to vendor files. Review infasigeseric

office supply documents, preimberiy ( make sure you dointhé¢onlget al |
customer), post office box addresses only, lack of telephone numbers, etc. Cihazam®unt,

payee, and endorsement on redeemed checks to the actual check regisipeddrea period of

time (block sample). Multiple endorsements are high risk documents.

The accounting entry for disbursement fraudis debit expense, assets, revenue, liabilities or

fund balance and credit cash.

Since disbursements fraud is recorded in the accounting systemjnaedtie attributes of
concerwhatrées it oo high aor Wihsalt @&@ss &nveon t mufcrha u d
accounts withhigh volumesof activity and/orhigh dollar amounts. Awareness of these fraud
indicators is the key to fraud detection, and detedtiecn e v er y o n e 6 scompardtive Ther €
analysis of expenditures should look for these key elements withiroegenhzation.

Fraud perpetrators are unpredictable as to position and background. They change over time with

the internal control systerii the @A c hamel .elaandos edfiffefcitcul t to di
documents fronfialse original documents. The criticalement is whether or not the service was

actually received.

The accounts payable function should never pay an invoice that has not Hemzedtand

approved by the recipient of the goods and services. There are some companies that exist solely
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or the purpose of sendirfigtitious billings to unsuspecting organizations, simply hoping the

organization will pay the bill without researching ttnansaction.

Pay fromoriginal source documentsonly. Do not pay from Xerox copies of documents. While
facsimile documents are Aoriginal 06 document s
urgent payments, always require the vendor to mail you a ebfye original document. The

original document should then be filed with the supporting documents for the expenditure.

Question vendor invoices thdb not have a street addres§.e.; post office box address only)

or a vendor who isot listed in the tdephone book

Make sure that all supportirdpcuments are validand represent actual purchases of goods and
services. Wattarddpast@ u td ot wame it s wher e al |l the de
transaction. If an employee has to write the descrigiidn t he i tem purchased ¢
a high risk transaction. Determine if the receipt submitted for reimbursement purposes is the
actual receipt type issued by the vendor involved. Confirm validity if necessary. And, never
accept a receipt withoutppropriate vendor information recorded on the document. Watch for
numerical sequencingof receipts or invoices used for reimbursement purposes.

Identify documents that serve the same purpossaak checks such as petty cash documents,

travel vouchers,rad time cards. Look foa straight line from source to approval to payment.

Eliminate the use of blank lines on these forms by crossing them out after the last item for
approval. All fraud is after approval by a manager.

Donoét accept t hplnation forseikceptiohsafouad, andd enake sure that an

independent party analyzes and researches all complaints (customer feedback). The first

defense is things are a mess here (by design
(whatever that means),t 6s mi scoded, or you simply just d
you do) . Test al |l answers received. Be from

transaction which when processed correctly will create this condition. There are none for
fraudulent transactions.

Computer frauds are no different than manual frauds Sometimes the only difference is that

the records are maintained on computer storage media (i.e.; disks, drums, etc.) rather than in

filing cabinets.
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Checking Accounts and Imprest Funds The Check Fraud Riski Bogus Checks

The number one fraud in the United States, and probably the rest of the world for that matter, is
the huge risk that exists today for a byraud
individuals outsidette government. So, what can be done about this menace.

|l tés i mportant for al/l public organizations
fraud in the United States is a $20 billion industry that is growing at the rate of about $1 billion
preented to their bank for payment almost every business day.

Producing bogus checks is a rather simple and unsophisticated process. Anyone with a few

thousand dollars in computer and peripheral equipment can produceyuaify bogus

S

t

documents. And it doeént take more than a day to recov

perpetrators only need your bank account number, and this information is provided on every
check issued. Bogus electronic debit transactions can also be created.

Banks have accepte@sponsibility for most of the losses resulting from these fraud schemes
because public organizations have promptly detected the bogus checks during the independent
party bank reconciliation process. In some cases, banks have detected the counterteit check

when presented for payment.

I n response to this risk, many public organi

Areverse positive payo at their banks.theThi s
negotiable instruments beingesented for payment. While both of these systems vpordifive

pay is the preferred method of choice, even though it is the more expensive of th@itms.

An organization may also accomplish this reconciliation by using #serbankingcapability.
APositive pay This is an automated service provided by banks to detect lobgaks. It is
extremely effective when the organization sends specific informagidime bank on days when
checks are issued. The bank compares the docuitieitsome in bynrumber and amount to a

file of documents issued by tlerganization. If the bank has no-file match, it contacts the
organizationtal et er mi ne t he negotiable instrumentos
for this process, but the process wadbkster if the review is performachmediately. Counterfeit
checks are then returned unpaid.

AReverse positive payThis method allows the organization to conduct its daily matching

procedures. Most banks offer customers a daily transmissipaigitems that can be compared
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with the organi zat i o worganizatiors siustemomptiyh resedch éach e .
suspicious document and advise bla@k of items to be returned.

If a public organization checking account becomes the target of a fraud schémeeprivate

sector, the Fraud Department at Equifax, a check guarantee company, can also put a hold on the
account. The company can be reached-a0@337-5689. The local law enforcement agency
should also be contacted. Closing the bank account temaption.

The State Auditoroés Office takes this 1ssue v
organizations understand the risk from bogus checks. For example, two cases hagpdrésh

where legitimate vendors created checks for anl@&yep purchase and a delinqudoan
payment.

Travel Vouchers

Travel vouchers can be higlsk transactions because of the possibility of employee
manipulations. Fraudulent transactions are usually processed by one employee and are not a
systemic problem dr the organization. Since Department managers and other supervisors
routinely review the travel vouchers for staff members, the highest risk employees who would be
able to prepare and process a fraudulent travel vouchers are key managers, department heads
elected public officials, and employees in the accounts payable function. Therefore, concentrate
periodic review efforts on higher levels of management officials. Concepts that can help:

The state per diem systems preferred over afi a ¢ t u a | Osystem patual ®xpenses are

more costly to review and audit, with no significant improvement in the quality of supporting
documents. There are many opportunities for fictitious supporting documents to be prepared and
submitted for review and approval. Seqtial receipts are submitted for expenses at various
obtain reimbursement for items that are not otherwise authorized. Employees incur unauthorized
expenses or purchase gifts and alcoholic beverages in violation of organization policies.
Inappropriate symporting documents are filed with the travel voucher. These include copies of
documents rather than originals, charge slips rather than actual receipt§restit. card
statements are not a receipt. ltdés the under|

Obtain them. Do not pay from statements only.
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Meals and lodging provided by others while attending conferences must be excluded/deducted
from employee reimbursement requests. A copy of the conference documents stsbaidiae

support for any such tral’voucher.

Direct billings by hotels and others must be compared to employee travel vouchers to ensure
duplicate expenses are not claimed.

Employee travel expenses for more than one organization should be filed on a single travel
voucher and provided taaeh applicable organization. Original receipts should be filed with the

host organization. If there is any question about documentation for such travel, contact the other
organization to verify that each organization is paying the correct expenses ti@mvtéie\WWhen

employees file false travel vouchers for this travel, original source documents are filed with one
organization while copies of these documents are filed with the second organization to obtain
duplicate reimbursement for the same expenses.

Mil eage for employee vicinity travel should be reasonable. Falsifications are difficult to detect.

But , obvious errors can be detected by compe
voucher, and by comparing t hetravelrvauchers fdrothdr 6 s v i
specific events during the same time period. These reviews are often not accomplished because

of the timing differences in receipt of these documents by managers and supervisors.

Periodically review all documents together &pecific high risk employees. Duplications or

other irregularities occur, such as vicinity travel while out of town on other official business,

vicinity travel whil e not on duty, and vicin
indicate a presencen t he individual s primary office
Determining the individual 6s physical Al mpr i n

really occurred.
Purchasing
Collusion between a vendor and an organization emplogeeiy difficult to detect, primarily

because the employees openly circumvent the system of internal control.

Since oftbook purchasing frauds are found as a result of tips and complaints, the organization
must have an internal and external communicatimtegss that restricts access to buyers by
using a central vendor reception area, and informs vendors of organization policies regarding

gifts to employees and conflicts of interest. Determine whether the organization sends letters
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(initial letter and remid e r Ahol i dayo | et tpelicy)on gifts andethed or s a
inappropriate acts between its employees and vendors.

Determine if assets are pickeg directly from vendors or delivered to nstandard delivery
destinations, versus delivery tacantral delivery destination Exceptions to normal procedures

should be reviewed very carefully.

Determine if assets are sighfdt as received by an organization employee and sifpreds

authorized for payment by an organization employee, the two prisignatures noted on
purchasing documents. However, also determitteeipositions of the individualsinvolved.

Employeesact out of character by doing something that is not a part of their normal job
description when fraud is involved.

Determine if vendr invoices include the narrativdescription of the items purchased
particularly on parts for vehicle and maintenance activities. These documents should not include
only the part number for the item received. If so, request the vendor to provide thetidesof

the item on future billings. | f you <canot ge
i mportant i nformati on WhatéareyobbayingZam | i ne quest.i
For credit card purchases, ensure that the original source documents saphdine item listed

on the monthly statement. Do not pay directly from statements without this support. All credit

card fraud involves employees makipgrsonal purchasesfor their own use. Abuses have

occurred for gasoline credit cards and all othpesyof purchasing credit cards.

Know Forms of Fraud

There are as many ways to cheat on an expense account as there are employees willing to cheat,

but four common methods are:

1. Mischaracterizing expenses.This involves legitimate receipts for nonbusiresated
activities. If Joe treats his buddy John to a birthday dinner, for example, that generates an actual

receipt, but it shouldnét show up on Joebs ex

2. Requesting multiple reimbursementsThis is a riskier scheme, but just as simpfeJde

wants you to pay for Johndés birthday dinner t
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another expense report. Worse, he can attempt to be paid once for the bill, once for the receipt

and once for the credit card statement.

3. OverstatingexpensesWhen people overstate expenses, they request reimbursement for more

than they spend. Changing a 3to an 8 or a 1 to a 4 on a receipt is one popular approach.

4. Inventing ExpensesThis is probably the easiest way for an employee to get yowtaorfore
than your share of the bill. All Jane needs to do is ask a cabbie for an extra receipt, fill it out with

the numbers of her choice and turn it in for reimbursement.

These and other small expense account infractions can add up to outrageous suoesa$e, a
senior vice president who traveled extensively for business was found to have defrauded his firm
of $30,000 over the course of three years by adopting a liberal definition of allowable business

expenses.

PAYROLL FRAUD

Fraud through the payrollepartment is commonly committed by using ghestiployees,
inflating hours of work and overtime, as well as overstating expestsIints or medical claims.
Case Study: Simple Payroll Fraud

The bookkeeper of a construction company knew there were hurafré@ssientworkers on

the payroll at any given time. She also knew that at any potithe, many workers dropped off

the payroll and many more joined. She aks®w that no one was checking her work. She
handled the payroll, used tllew n e r 6 s sigraattire stamip brechecks, and hdetivered

the checks tthe various jobsites!

The bookkeeper kept a handful of former employees on the payroll, bothmale and female. She
even paid their union dues and payroll taxes! Howewstead of delivering thesghecks to the
jobsite, where of course the employeeslonger worked, she endorsed the back of the checks
and deposited themto her bank account. She was friendly with one particular teller at the bank
branch and used this teller exclusively to deptsit checks. Several people bar employer
were curious as to her new executive automobile, new homeuarmated house at the beach,

which she passed off lagewhdéithecastneul t of her hus
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However, it took an enforced prolonged illeesnd absence from the offifer a temporary
bookkeeper to question why nemployees were still on thgayroll. Ultimately, the company
recovered just about all of its lost funds, includrefunds from the union and the IRS together

with recoveries fronthe bank and the fraudulent bookkeeper.

Case Study: Expense Report Fraud

For some reason, expense accounts have been the most overlooked armhiedistd area of

many companies. Some supervisors give these reports a coesey and if they pass the
Asmel | test, 0 they are authorized.

| magine the horror o f a company thhaautt hdirs zewe
expense reports had not in fact been authorized. She had tbegsidnatures of her supervisors

and hanebelivered her expenseports to theaccounting department, each time concocting an
excuse why theydidnato me t hr ough the customary route of
The embezzler was | ater descri bedithderlinaofiis mo o't
conversation. Over the course of four years, she subneiieehse reports with several hundred
thousand dollars of falsified expenses. 8lien went as far as creating false invoices submitted

with her expense reporias support for her expenses. She uded vouchers for business
publication subscriptionsyhere she would show her credit card as having been used tdhacur
original expense, when in fact teelsdsctipaod.nbd6t eve
As is typical in many of these situats, her scheme was never found while she was in the
companyo6s empl oyment . S haallyaucrelated insubprdimagos issdd. s mi s
In the interim, she had become bold andiled an invoice to the company from a fictitious

vendor usig a post officebox, which did not reach the bookkeeping department until after she

had beerdismissed. A keen and skeptical clerk ran some Internet searches and nejgonsl

and discovered the post office box had actually been used by théomoer employee. After

further investigation, her entire scheme was discovered.

The company recovered much of its loss from its insurance carrier armketpetrator was
sentenced to time in prison.

FRAUDULENT BILLING SCHEMES

These frauds are usually committed duytsiders such as vendors, suppliars] contractors of

various kinds. They are perpetrated through submissidals# invoices for goods or services
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not supplied or inflated invoices for goods services of inferior quality. These frauds often
involve collusion betweeroutsiders and internal employees and can become quite complex.
Collusion allowscontrols to be circumvented.

Case Study: Construction Fraud

Because the competitive bidding process for construction contracts often pnakesargins

razor thin, contractors may be tempted to increase their prifittugh fraud. A developer
negotiated a $550 million guaranteed maximprice contract with a prime contractor and
subcontractors to erect a-dtbrybui | di ng. To the dlowaedeognér 6 s
contingency holds founexpected costs and emergencies were exhausted before even the core
andshell had been completed. This left the interior work unfunded. Puzzled and suspimous,
developer hired private investigators who discoveresl phime contractohad bribed the
architect and they &re now colluding to defraud tlteveloper. The contractor was purchasing
goods and services beyond those requirallr t he devel operds buil di
other jobs on whicthe and the a&hitect were working and submitting the invoices to the
developer.

The excess expenses were approved and explained away by the architeontiidetor and the
architect had convi nced coshaemrelewereeskortsighied andt h e
would make the job unprofitable for them.

When the architect and contractor were confronted with the evidence of the pestiggation,

they agreed to pay for the remaining construction from tbein funds rather than be
prosecuted.

The developer did ngbress charges against either the architect or the contractohe did

report the architect to the licensing board. At the hearingnttestigators produced the evidence
they had discovered for the developer dahd architect received a written repand. This

effectively put the architect aan industry blacklist, which made it difficult for him to find well

paying jobs. Aswi t h ot her fraudsters, the consequenc

affectedhis family. He was no longer able to keep tigldren in private schoolnd he had to
drop a club membership he had enjoyed with his wife. Life wanbut not at the carefree level

the family had enjoyed before.
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Generally, bribery and comption are offbook frauds that occur in the form of kickbacks, gifts,
or gratuities to government employees from contractors or to private business employees from

vendors.

At its heart, a bribe is a business transaction, albeit an illegal or unethical peeson "buys"
something with the bribes he pays. What he buys is the influence of the recipient. Bribery
schemes can be difficult and expensive. Though they are not nearly as common as other forms of
occupational fraud such as asset misappropriationsery schemes tend to be much more
custody.

There are two basic reasons why a bribe occurs:

V .Because the transaction is not in the interests of the organisation for whom the person
being bribed acts. Therefore, if the other party wants the transactiom effected, it is
necessary to bribe that person.

V .Although the person receiving the bribe may be acting in the best interests of his
organisation by agreeing/approving the transaction, he may refuse to act until he has
received the bribe. This may ltkee convention of the industry/country in which he is
operating and accepted by the person offering the bribe not as immoral but as a necessary

expense and in the interests of his own organisation.

Bribery is often defined as the offfieg, giving; receiing, or soliciting anything of value to
influence an official act. The term official act means that bribery only encompasses payments

made to influence the decisions of government agents or employees.

Many occupational fraud schemes, however, involve ceroial bribery, which is similar to the
traditional definition of bribery except that something of value is offered to influence a business
decision rather than an official act of government. Commehtiakery may or may not be a

criminal offense. For exaple, in the United States there is no general federal law prohibiting
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commerciabribery all instances. However, there are statutes ptofgtbribery of employees of
financial institutions to influence a loan. Therefore, the law of your particuladigtien and the

facts of the case will determine whether bribery in the private sector may be prosecuted
criminally. Commercialbribery can often be pursued in the civil courts as breach of fiduciary

duty or conflict of interest.

Bribery schemes generalfgll into two broad categories: kickbacks and-bghing schems.
Kickbacks are undisclosed pezds made by vendors to employees of purchasing companies.
The purpose of a kickback is usually to enlist the corrupt employee in an overbilling scheme.
Someimes vendors pay kickbacks simply to get extra business from the purchasing company.
Bid-rigging schemes occur when an emploffeedulenty assists a vendor in winning a contract

through the competitive bidding process.
Kickback Schemes

Kickbacks, in thecommercial sense, receiviagything of value to influence a business decision
without the employer's knowledge and consent. Kickback schemes are usuasiyniaryto the
billing schemes described in the Asset Misappropriation section. They involsalihession of
invoices for goods and services that are either overpriced or completely fictitious.

Kickbacks are classified as corruption schemes rather than asset misappropriations because they
involve collusion between employees and vendors. In a comype of kickback scheme, a
vendor submits a fraudulent or inflated invoice to the victimaoigation and an employee of

that organisabn helps make sure that a prasis made on the false invoice. For his assistance,

the employedraudster receives@ayment from the vendor. This pest is the kickback.

Kickback schemes almost always attack the purchasing function of the victim company, so it
stands to reason that these frauds are often undertaken by employees with purchasing
responsibilitiesPurchaing employees often have direct contact with vendors and there tore have

an opportunity to establish a collusive relationship.
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Diverting Business to Vendors

In some instances, an employfeaudster receives a kickback simply for directing excess
business to a vendor. There might be no overbilling involved in these cases; the vendor simply

pays the kickbacks to ensure a steady stream of business from thesjmgycooapany.

If no overbilling is involved in a kickback scheme, one might wonder where the harm lies.
Assuming the vendor simply wants to get the buyer's business and does not increase his prices or
bill for undelivered goods and servigenow is the byer harmed? Theroblem is that, having

bought off an employee of the purchasing company, a vendor is no longer subject to the normal
economic pressures of the marketplace. This vendor does not have to compete with other
suppliers for the purchasing compganbusiness, and so has no incentive to provide a low price

or quality merchandise. In these circumstances the purchasing company almost always ends up

overpaying for goods or services.
EXAMPLE

A travel agent ;)' provided free travel and entertainmenthe purchasing agent Of a retail
company. In return, the purchasing agent agreed to book all corporate trips through the travel
agent. The victim company estimated that it paid 110,000 moeerfare over a tweyear period

by booking through the comeé/fpavel agent;)’' than if it had used a different company.

Once a vendor knows it has an exclusive purchasing arrangement, its incentive is to raise prices

to cover the cost of the kickback. Most bribery schemes end up as overbilling

Schemes even if thedo not start that way. This is one reason why most business codes of ethics
prohibit employees from accepting undisclosed gifts from vendors. In the long run, the

employee's company is sure to pay for his unethical conduct.
Overbilling Schemes
EMPLOYEES WITH APPROVAL AUTHORITY

In mostinstances, kickback schemes besmwverbilling schemes in which a vendor submits

inflated invoices to the victim organisation. The false invoices either overstate the cost of actual
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goods and services, or reftdictitious sakés. The vendor in a kickback scheme generally seeks
to enlist the help of an employee with the authority to approve payment of the fraudulent
invoices. This authority ensures payment offtiise billings without undubassles.

EXAMPLE A manager was authorized fmurchasdixed assets for his company as part of a
leasehold improvement. The materials he ordered were of a cheaper quhlayanprice than
what was spefied, but the contract he negotiated did not reflect this. Therefogeyithim
company paid for higlguality materials, but received leguality materials. The difference in
price between .the time cost of the lowality materials and what the company paid was
diverted back to the manager as a kickback.

The ability of theemployee to authorize purchases (and thus to authorize fraudulent purchases) is
usually a key to kickback schemes. If the fraudster can authorize payments himself, he does not
have to submit purchase requisitions to an honest superior who might questiatidhy of the

transaction.
FRAUDSTERS LACKING APPROVAL AUTHORITY

While the majority of kickback schemes involve persons with authoritY to approve purchases,
this authority is riot an absolute necessity. When an employee cannot approve fraudulent
purchases himself, he can still orchestrate a kickback scheme if he can circumvent accounts
payable controls. In some cases, all that is required is the filing of a false purchase requisition. If
a trusted employee tells his superior that the company neddsaeaterials or services, this is
sometimes sufficient to get a false invoice approved for payment. Such schemes are generally
successful when the person with approval authority is inattentive or when he is forced to rely on

his subordinate's ~dance iarphasing matters.

Corrupt employees might also prepare false vouchers to make it appear that fraudulerg invoice
are legitimate. Where propé&ontrols are in place, a completed voucher is required before
accounts payable will pay an invoice. One keyoisthe fraudster to create a purchase order that
corresponds to the vendor's fraudulent invoice. The fraudster might forge the signature of an
authorized party on the purchase order to show that the acquisition has been approved. Where the
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payablessystemis computerized, an employee with access to a restricted password can enter the

system and authorize payments on fraudulent invoices.

In less sophisticated schemes, a corrupt employee might simply take a fraudulent invoice from a
vendor and slip it into atack of prepared invoices before they are input into the accounts
payable system. A more detailed description of how false invoices are processed can be found in

the Billing Schemes section.

Kickback schemes can be very difficult to detect.. In a sahgeyictim company is being
attacked from two directions. Externally, a corrupt vendor submits false invoices that induce the
victim organisation to unknowingly pay for goods or services that it does not receive. Internally,
one or more of the victim compy's employees waits to corroborate the false information

provided by the vendor.
Other Kickback Schemes

Bribes are not always paid to employees to process phony invoices. Some outsiders seek other
fraudulent assistance from employees of the victim rasgdéion. For ins~nce, inspectors are

sometimes paid off to accept substandard materials, or to accept short shipments of goods.

Representatives of companies wishing to purchase goods or services from the victim
organisation at unauthorized discounts stommes bribe employees with billing authority. The
corrupt employees make sales to their accomplices at greatly reducedsatestimes even

selling items at a lossand in return they receive a portion of the discount.
Kickback Payments

It should alsdoe noted that every bribe is a tsmled transaction. In every case where a vendor
bribes a purchaser, there is someone on the vendor's side of the transaction who is making an
illicit payment. It is therefore just as likely that your employees are pdyibgs as accepting

them.

In order to obtain the funds to make these payments, employees usually divert company money
into a slush fund, a non companyaant from which bribes can beaate. Assuming that bribes

are not authorized by the briber's compdreymust find away to generate the funds necessary to
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illegal influence someone in another organisation. Therefore, the key to the crime from the
briber's perspective is the diversion of money into the slush fund. This is a fraudulent
disbursement of compgnfunds, which is usually accomplished by the writing of company

checks to a fictitious entity or the submitting of false invoices in the name of a false entity.

Payments to a slush fund are typically coded as "fees" for consulting or other services;

It is common to charge fraudulent disbursement$ to nebulous accounts like "consulting fees."
The purchase of goods can be vedfby a check of inventory, but there is no inventontiiese

kinds of services. It is therefore nmeodifficult to prove that thgpayments are fraudulent. The
discussion of exactly how fraudulent disbursements are made can be found in the sections on

Check Tampering and Invoices;
Bid-Rigging Schemes

As we have said, when one person pays a bribe to another, he does so to gaiefihef ke
recipient's influence. The competitive bidding process, in which several suppliers or contractors
are vying for contracts in what can be a very cutthroat environment, is taéaole for bribery.

Any advantage one vendor can gain over his @iitgus in this arena is extremely valuable. The
benefit d("inside influence" can ensure that a vendor will win a soaffet contract Many

vendors are willing to par for this influence.

In the competitive bidding process, all bidders are legally s@gpts be placed on the same
plane of equality, bidding on the same terms and conditions. Each bidder competes for a contract
based on the specifications set forth by the purchasing company. Vendors submit confidential
bids stating the price at which theyllwcomplete a project in accordance with the purchaser's

specifications.

The way competitive bidding is rigged depends largely upon the level of influence of the corrupt
employee. The more power a person has over the bidding process, the more ligehgdinecan
influence the selection of a supplier. Therefore, employees involved-indmthg schemes, like

those in kickback schemes, tend to have a good measure of influence or access to the competitive
bidding process. Potential targets for acceptimipes include buyers, contracting officials,
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engineers and technical representatives, quality or product assurance representatives,

subcontractor liaison employees, or anyone else with authority over the awardamgratts.

Bid-rigging schemes can bmategorized based on the stage of bidding at which the fraudster
exerts his influence. Bidgging schemes usually occur in the pre solicitation phase, the
solicitation phase, or the submission phase of the bidding process. 8wiéttation Phase

In the presolicitation phase of the competitive bidding proeestore bids are officially sought
for a projectbribery schemes can be broken down into two distinct types. The first is the need
recognition scheme, wher e an eanxptb copwnee hig f a

company that a particular project is necessary. ~e second reason to bribe
EXAMPLE

Gifts and cash payments were givem a majority owner of a company in exchange for
preferential treatment during the bidding process. The supplierpatu.the bribes was allowed
to submit his bid!" last, knowing what prices his competitors had quoted, or in the alternative, he

was allowed to actually see his competitors' bid!" and adjust his own according!)!.

Vendors also bribe employees of the pasadr for confidential information that will help them
prepare their bid. Other reasons to bribe employees of the purchaser include to ensure receipt of

a late bid or falsify the bid log, to extend the bid opening date, and to control bid openings.
Economic Extortion

Economic extortion cases are the "Pay up or else.. ." corruption schemes; basically the flip side
of bribery schemes. Instead of a vendor offering a payment to influence a decision, an employee
demands that a vendor pay him in order to. madtecgsion in that vendor's favour. If the vendor
refuses to pay, he faces some harm such as a loss of business with the extorter's company. In any
situation where an employee might accept bribes ta favour a particular company or person, the
situation couldbe reversed to. a po.int where ilie employee extorts money from a potential

purchaser or supplier.
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EXAMPLE

A plant manager for a utility company started his own business on the side. Vendors who wanted
to do work for the utility company were forced by the manager to divert some of their business to

his own company. Those that did not "play ball" lost theirress with theitility.
lllegal Gratuities

lllegal gratuities are similar to bribery schemes except there is not necessarily intent to influence
a particular business decision before the fact. In the typical illegal gratuities scenario, a decision
is madethat happens to benefit a certain person or company. The party who benefited from the
decision then gives a gift to the person who made the decision. The gift could be anything of

value. An illegal gratuity does not require proof of intent to influence.
EXAMPLE

A city commissioner negotiated a land development deal with a group of private investors. After
the deal was approved, tkemmissioner and his wife werevarded with aihe international
vacation, allexpenses paid.

At first glance, it may seenhat illegal gratuities schemes are harmless as long as the business
decisions in question are .not influenced by the promise of payment. But most company ethics
policies forbid employees from accepting unrepontifts from vendors. One reasas that

illegal gratuities schemes can (and do) evolve into bribery schemes. Once an employee~ has
been rewarded for an act such as directing business to a particular supplier, an understanding
might be reached that future decisions beneficial to the supplier wdl lads rewarded.
Additionally, even though an outright promise of payment has not been made, employees may

direct business to certain companies in the hope that they will be rewarded with money or gifts.
Methods of Making lllegal Payments

Certain traditioal methods of making illegal payments fall into the hierarchical pattern

described below.

V Gifts, Travel, and Entertainment
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V Most bribery (corruption) schemes begin with gifts and favours. Commongoteriered

items include:
V .Wine and liquor (consumable)
V .Clothes and fewellery for the recipient or spouse .Sexual favours
V .Lavish entertainment .Paid vacations
V .Free transportation on corporate jets .Free use of resort facilities

V .Gifts of the briber's inventory or services, such as construction of hopreviements

by a contractor
Cash Payments

The next step usually involves cash payments. However, cash is not practical when dealing with
large sums, because large amounts are difficult tergés and they draw attentiomhen they

are deposited or sperfthe use of currency in major transactions mitgalf be in c riniin atin g
Checks and Other Financial Instruments

As the scheme grows, illicit payments are often made by normal busmess check, cashier's check,
or wire transfer. Disguised payments dme tpayer's books appear as some sort of legitimate
business expense, often as consulting fees. Payments can be made directly or through an

intermediary.
Hidden Interests

In the latter stages of sophisticated schemes, the payer might give a imtduest in a joint
venture or other profilnaking enterprise. The recipient's interest might be concealed through a
straw nominee, hidden in a trust or other business entity, or merely included by an
undocumented verbal agreement. Such arrangements rgraliffeult to detect, and even if

identified, proof of corrupmight be difficult to demonstrate.
Loans

Three types of "loans" often turn up in fraud cases:
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V A prior outright payment falsely described as an innocent loan.

V .Payments on a legitimatedo guaranteed or actually made by someone else, .An actual

loan made on favourable terms, such as interest~free.
Payment of Credit Card Bills

The recipient's transportation, vacation, and entertainment expenses might be paid with the
payer's credit cardyr the recipient might forward his own credit card bills to the payer for

payment. In some instances, the payer simply lets the recipient carry and uses the payer's card.
Transfers at Other than Fair Market Value

The corrupt payer might sell or lease property to the recipient at far less than its market value, or
might agree to buy or rent property at inflated prices. The recipient might also "sell* an asset to

the payer, but retain title or the use of the property
Promises of Favourable Treatment
V Promises of favourable treatment commonly take the following forms:

V .A payer might promise a governmental official lucrative employment when theercipi

leaves government service.

V .An executive leaving a private cpany for a related government position might be

given favourable or inflated retirement and separation benefits.

V .The spouse or other relative of the intended recipient might also be employed by the

payer company at an inflated salary or with little alctaaponsibity.
Red Flags of Bribery Schemes

Most bribery schemes are detected through tips from honest and disgrunthextkeos or
vendors. These allegations can be evaluated through analysis of the "red flags" associated with

the suspect people transactions..
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The Corrupt Recipient
A person taking payoffs @mbezzlig funds often exhibits the following characteristics:
The Big Spendeb

This is the most common way to detect corrupt recipients; s@tipientsspend their money.
Less conspicualy by paying off debts or paying down mortgages.

The Gift Taker-An official or executive whareally accepts inappropriate gifts is often one

susceptible to larger payments.
The Corrupt Payer

Like the recipients of bribery payments, the payer will also demonstrate certain identifiable

characteristics:

.TheGiftBearer~ The businesspersorsio routinely offers inappropriate gifts, provides lavish
business entertainment, or otherwise tries toaitigte himself is often the one offering still more

valuable inducements.
General Purchasing

The following practices may indicate that single (sole) source vendors are being favored, or
competitive bidding plicies are not being followedVaterials arenot being ordexd at the
optimal reorder pointOrders is consistency made from the same vendor. .Established bidding

policies are riot being followed. .The costs of materials are out of line..
Presolicitation

Restricti ons isdlicitation dacumgrasrnthatzend restachcongpetition are a red

flag. Examples of restrictive conditions include:

1 .Specifications and statementsvadrk that are tailored to fit the products or cajpiabs

of a single contractor.
1 ."Prequalification"procedures that restrict competition.
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T

T

T

.Unnecessary soleource or noncompetitive procurement justificatio@ontaining f~se

statements
-Signed by unauthorized officials

-Bypassing necessary review procedures

Other red flags in the presolicitation phase include:

Vv

Vv

Vv

Vv

A buyer who provides information or advice to a contractor on a preferential basis. .New

vendors that are added to the "qualified" list for rio apparent reason.

.Statements of work, specifications, or ssteirce justifications that are démeed by, or

in consultation with, a contractor who will be permitted to bid.

.Consultants who assisted in the preparation of the statements of work, specifications, or

design, and are later permitted to work on the contract as subcontractors or ctasultan
.Projects that are split into smaller contracts to avoid review.

Information that is released by flrnls participating in the design and engineering to

contractors competing for the prime contract.
.Requirements thatre split up so contractors cagch get a "fair share" and can rotate

bids.

.Specifications that are not consistent with similar procurements in the past.

Bid Sdlicitation

The following are examples of suspicious activity that might signal fraud in the bid solicitation

phase:

Vv

.The tme for submitting bids is limited so that only those with advance information have

adequate time to prepare bids or proposals.
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V .One contractor receives confidential information that isreaaled to his competitors..

.The conducting of a biddéysonfaence, which permits improper communications
V BetweenContractors, who then are in a position to rig bids.

V .The failure to ensure that a sufficient number of potential competitors are aware of the

solicitation by:

V -Using obscure publications to publishd bsolicitations -Publishing bid solicitations

during holiday periods

V .Bid solicitations that is vague as to the time, place, or other requirements for submitting

acceptable bids.

V .Inadequate inteal controls over the number and destination of bid pagés sent to

interested bidders.

V .Improper communication between purchasers and contractors at trade or professional

meetings.
V .Improper social contact between purchasers and contractor representatives.

V .A purchasing agent who has a financial interest in the business of a contractor. .A
purchaser who discusses possible employment with a contractor. .The purchaser assisting

a contractor in the preparation of his bid.

V .A contractor being referred to a sgiecsubcontractor, exgrt, or source of supply by an

employee of the purchasing organisation.

V .The failure to amend a solicitation to include necessary changes or clarifications in the
bid, such as telling one contractor of changes that can be made after the bid.

V .The falsification of documents or receipts so that a late bid is accepted. .Anyiamdicat
of collusion between bidders.

V .The falsification of a contractor's qualifications, work history, facilities, equipment, or

personnel.
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Skimming

Skimming currency from customer payments is quite simple.6That w h ye crime @f shoideh

and the most common form of cash receipts frabe. dctual amount of losses frakimming is

unknown, and most schemes are noedetd. The primary suspect iscashier. The cashier

merely has to talk customers out of aaipt or givethem a bogus casteceipt form for any

transaction for services rendered by thgamization. Either method worksf t he cust ome
concerned by either of these conditions and ifahe g a n i z a timpmentddantemadl t

controls over the revenuelgces at tls location. Business continuesrmally, and everything

appears to be just fine. But it isnét.

To detect this type of fraud, listen to what cashiers say when they intetactustomers. The

hi ghest risk question eédraceceip@my | ¢ a g thieerc uisg :0 mie [t
the cashier receipts the transaction and is then accountalileeftunds. If the customer says

Ano, 06 or i f the casher gi v e,ghetuddereceivedftomthese a b
transactions basc al | y represent A f r sene accoonmbahilgyyestablished a u s e
for the revenue from this transaction. Using video camerdbeircashier area helps to deter
skimming by cashiers. Using some alternative method of detiexgnsales (such ase number

of units sold times unit price equals revenue) also workswiiht limited success in retall

businesses where there are too many variables in unit prices. Getting sales recorded is the issue.

Cashiers operating cash registers anywhere, sudhrestaurantshars, coffee houses, and retail

sales establishments, often operate with an open cashrdiéfiven customers make payments

for purchases, cashiers merely make change. The amount ey meneived from these sales is

simply stolen. This is skiming of currency from customgg ay ment s at its be:
happening every day of the ye grmanyreastrwusness es s e s

try to separate cash receipting from product delivery, such as in fast food restaurants.

The same thing also happens when a customer makegnaepa with a check. Sometimes a

cashier will tell a customer to leave the payee area on thé& tieak because he or she has a
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rubber stamp with the or ganliwvatahisiocher dasne orthene. A
word fAcashodo on the payee | i mtea fimafcialtinktitutiort bre ¢ k s

deposit them into his personal bank account. Sometimes the caghiell customers that their

canceled checks are their receipts orthese e i pt s a rthe fadlity. Whenghese dheck t
transactions arenot recei pted, a catlmelbeend cas|
received and recorded from other transactions on the samegsisiay (i.e.; a check for cash
substitution scheme). The cashier easily removes an equaina of currency from the cash

register till drawer at any subsequent time during the day and keeps the money for personal use.

These | osses hit t he or ganindcaons af théss irrdgdar t o m |
activities later appear in inventory shortages that are waitteas expenses and then decrease

the organizationébés net i ncome. Rarely do t he:
bankruptcy or put them out of busine&ut the reduced amount of revenue from operations
certainly does hurt the oegaAl gatii om&s gover a
receive sales tax from these unrecorded transactions. Carssastaally pay a theft tax for

skimming lossesshoplifting by customers, and the theftmmerchandise by employees in the

form of higher retail prices.

Skimming currency from customer payments for services rendered by the organipatod

often occurs at a decentralized location where there ¥ @@ employee on duty. In such
circumstances, there is no one present to observe thamwsactions are handled or to
independently determine if all transactions have been processed agdeuit, cashiers at
central treasury facilities use the same methtidg enployees use to skim revenue at
decentralized locations. However, because of the numbe¥mployees involved at these
facilities, managers normally implement internal controlsros@sh receipts by segregating

duties among employees and institutimproved cash receipting systems for all funds received.

These funds include payments from customers and all moneyritéed to the central treasury
facility by decentralized locations. However, even these prosceda dondét det er an

cashierfrom skimming currency.
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A customer rarely fAseeso0 t ltausetfhe pracess is sovetated i n g

and comfortable. The customer wants the transaction comgjeteldy with minimal disruption
of their life so he or she can resumettigiaily routine. A crookd cashier knows this and simply
smiles while telling the unsuspecting customer to have a rage As soon as the custorher

departs the facility, the cashier steals the funds.

The revenue sources employees choose for skimmingde@lltypes of miscellaneous revenue

t hat arendt controlled by accounts igseena®io vabl e

provides an incentive for unscrupulous employees to steatifs |, they often
internal controls to proteché revenue sources generated througlithe organization. From time
to time, even some honest employees are tempted and crogb@Viee from being honest to

becoming dishonest.
Case Study: King County Solid Waste Divisionr $162,500

Four cashiers and amhine operators skimmed at least $562 in revenue from the Hobart
Landfill site during a ongrear period. The investigation by théemal auditor included the use
of covert surveillance techniques (i.e.; videotape cameras) to rbeoodsh receiptg activities
of landfill employees and analytical procedures on the hestbcash receipting activity of
individual landfill cashiers. The loss was covered by thencdbowy 6 s i nsur ance
Three employees were sentenced to three months icothy jail. The fourth employee was

sentenced to two months in the county jail.
Check for Cash Substitution Scheme

A check for cash substitution scheme is the primary way funds are sicdey cash receipting
activity. This scheme is perpetrated by algar or accountig clerk who substitutes checkem
unrecorded payments for cash from payments which baea receipted and recordedtire
accounting records. When the cashier places the checkghese unrecorded transactiamshe
cash drawer, the is an immediate overage in the accodiat remedy this situation, theashier

merely removes the displaced cash from the cash drawer. These funds are simply stolen.
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In the state of Washington, this scheme accounts for 1088l éfaud cases, but 25% difie
dollar losses ($4 million over 20 years). This is thimerof choice for a supervisooashier, one
who makes the bank deposit without anyone ever looking at its composition.

The prime suspect is the person who makes the bank deposihave to pagttention tothis

scheme.

Substituting checks for cash, dollar for dollar, is the mostroon method used by cashiers to
misappropriate funds. Substituting checks for cash on less tharaa fdoldollar basis is not
guite as si mpl een. Irathede casssntiietfuthaliot of ¢he eheck is deposited

in the bank, while a receipt is issued for any amount less than the amount the customer actually
paid.

The checks used in this scheme are almost always receivedithih@ugail. These are higlsk
transactions because these customers do not ever expeceiiee ra receipt. Their canceled
check is their receipt. The customer d6skedaccoun

Apai do.
Case Study:

Affiliated Health ServicegHospital)- $213,6681 3YearsScheme. A general ledger technician
committed a checfor cash substitution schemerroa ni pul at e the hospitald
Decentralized loations at two hospital districecorded mode of payment on cash receipts issued

and summazed this information on dailpccountability reports for cash collections. Some of

these locations dinot issue cash receipfer certain types of collections. But, all funds were
transmittel to the central administrativeffice where the bank deposit svgprepared. The
employeekept unrecorded revenue chedksm these areas in her desk ($48,000 at the time of

our audit). These checks were theuabstituted for currency received from the cafeteria, the
primary location receiving currency eadhay. No one grified the check and cash composition of

the daily bank deposits or otherwiseonitored the work othis technician.

Detection. Routine SAO audit in cash receipts testing andiree w o f the hospit:

controls over cash receipts. The check and cash compositibe dgily bank deposits did not
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agree with the mode of payment on the cash receiptsdidsyethe decentralized hospital
locations. There were more checks and less currency in thedieaokits the primary attribute
of a check for cash substitution scheme.

Internal Control Weaknesses (Red Flags).
Policies and procedures were circumvented.

(1) Segregation of duties problem. The general ledger techmgceamn ned access to t|
mail andcomputer records over time (job creep). In additiondnduties in preparing the bank

deposit where she had access to all hospital revenue, shieadlsaccess to patient and other

hospital billing records where she had authority to processuat adjusnents. Her work was

not properly supervised by managers.

(2) The district did not properly control checks which arrivkbugh the mail, and internal
controls over cash receipts were inadequate. No one comp&redode of payment from the
cash receiptsssued and daily accountability reports to theathand cash composition of the

daily bank deposit for agreement.

(3) There was very little cash in bank deposits; but, largeuataaf currency were routinely

received from the hospital cafeteria.

(4) Che&s were not always receipted at the pointofentry abdll t he hospital 6s

operating locations.
(5) Miscellaneous commercial account adjustments were not promptly review by managers.
Detection Steps.

(1) Review employee duties to determifiemme individual is ale to control transactions from

beginning to end, particularly in the cash receipting fionctDetermine whether managers
review the work of the person preparing the bank deposit iratine svay the employee reviews
the work of othes.

(2) In cash counts and cash receipts testing, compare mqgug/ment information from daily

accountability documents to the check and cash composition of the daily bank deposit.
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(3) Review accounts receivable adjustments to determineyifatee authaeed, approved, and
properly supported. Determine if an exception report is pregarell account adjustments for

management oversight purposes.

(4) Review procedures for processing mail. Determine if twaplgeopen the mail, make a
list/log of all cheks received, and then compare the amoun¢wénue received to subsequently

prepared cash receipt and bank deposit records.

(5) Perform analytical reviews of revenue streams and miscellaneous revenuedioalbasess

and agreement with expectations.

Sentencing. The general ledger technician pleaded guilty to first degree theft and was sentenced
to one year in jail at the Washington State Department ofe€ons at Purdy. Exceptional

sentencing guidelines were used.

Training Example

The attached casexample clearly demonstrates how a revief the composition of a daily
deposit will detect a check for cash substitution scheme. Winlésthot an actual fraud casd,

frauds look exactly like this.

There were 3 receipts issued on the date in queslanuaryl5, 1988. The receipts used are
official pre numbered receipts which indicate mode of paynigfiormation, and were issued in
numerical sequence. These represent 100% of the transafttiothés date. Each transaction

represents $1,000 in cadteipts. Two of these transactions were paid by cash (Jones and
Adams), and one transaction was paid by check (Smith). Take the following steps:

Add up the total amount of cash receipts for this @&8000) and agree this to tHeposit total
($3,000).Since these amounts agrél@is organization deposits castreipts intact daily. If this

is where your cashrecefpt t est i ng n or mekihglayerieus mistake. If yowsiop e
her e, youbve missed tehauditfgrwdl now beable ¢o cantingeh i e r

perpetrating thisaheme in this organization. Sbon ét | et thi s happen to
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Add up the amount of cash (i.e.; currency) receivedhieday ($2,000). Compare tlmount to

the actual cash deposited for this date ($1),00@hese amounts agree, yaamposition review

is finished. If not, you have additionaldit work to perform. In thisase, the amount of cash
deposited ($1,000) was ledsah the amount of cash receiviegdm the recorded cash receipts
($2,000). Thuson this date, there is an unreconcileifference of $1,000 (more cash was
received than waseghosited). When these varianaagur, you must analyze the actual checks
recorded a the deposit slip to determimehich checks do not belong there. In a fraade; the

will identify the universe olunrecorded cash receipt transactions which have been included in

the deposit on this date.
In this case, the check for Smith is properly shown on the deposit slip. But, the check for
James does not belong in this dgip. There was no sh receipt written for James tris date.

Contact the organizationogstedblankor Régqmest faomn
microfilm record of deposits so that additional audit woak be performed. It is noecessary

to ordercopies of all checks shown on the deposit slip for days with variances.

Once the check for James is obtained from the bamknged to determine why it wakcluded
in the subject deposit. The fact that the ched&aated in the deposit does m@cesarily mean
that fraud exists. There could be a valid reason for this condition.

If a fraud is not involved, the check may benfrone of the following sources:
(a) a personal check cashed by an employee or iotthgidual,

(b) a check fromanother soure of revenue commingled withishdeposit (the fraud may be in

another function);

(c) a check for an amount giter than a legitimate customgayment (i.e.; less than $10 over

the amount due on the account); or

(d) someother miscellaneous valid aedplainable @ason, such as an error madedaording the

mode of payment on the cash receipt form.
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Items (a) and (c) abowmust have an organization policy coveriig tconditions under which

thesesituations will be permitted.

If a fraud is involved, th check represents an ucweded payment made bycastomer (check

for cash substitution seme). In an accounts receivablgeration, your additional research will

indcat e that the (iusdiomedwal acscsindi ar y aliedger
for the transactions question. In a municipal or district court, the castor 6 s tr af fi ¢ ci
thist ransaction wil | b e madingkveiding, filiprassat] étcarfddiledd h a p s
in the completed file. In this example, tle&tra check for James does, fact, represent an
unrecorded transaction. Thus, tbashier in this organization isperating a check for cash

substitution scheme.

Compute the amount of the loss as follows: First, deternthe correct amount of total
acountability for this date. In this example, you must #uel unrecorded transaction fdames
($1,000) to the total of the recorded transawdi for Jones, Adams, and Smit$3,000) to
determine total accountability ($4,000)eX, subtract the amount die daily deposit ($3,000)
from the correct total accouatiility ($4,000). Finally, thisalculation gives you a difference of
$1,000 which repients the cash shortage in thiscount. Therefore, this example involves a

fraud where $1,000 in public fundsagstolen by a cashier on this date.
Lapping Scheme

A lapping scheme can be perpetrated in any cash receigting i vi t vy ; but, it o
associated with an accounts receivable function. This sclerperpetrated by a cashier or
accounting clerk whaossues cash receipt forms for customayrpents, but subsequently makes
no bank deposit, or a short bank deposit, of the funds. Theratiffe between the total amount
receipted and the lesser amount deposited is stolen (borrowed). Cumulative cash shaetages
period of time represent the total amount of the losdirmap pi ng s c h e meccoudfthe c us

for each unrecorded transaction is always mar

Lapping schemes are perpetrated at decentralized casptiregdocations where funds are
initially received from customers, and at the central treafumgtion after funds have been

transmitted there for subsequent deposit in the bank. This tygesbfreceipts fraud is not very
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